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June 2026 Cyber News

On behalf of the Yuval Ne’eman Workshop for Science, Technology and Security, we
are happy to share with you some of the most interesting events and developments
that took place in June 2026.

June 2 - Trump Signed Executive Order on Al Innovation and Security -
The executive order aims to promote Al innovation, strengthen the cybersecurity of
information systems, and support the safe deployment of frontier models in the
United States. Within 30 days of the order’s publication, the Committee on
National Security Systems is directed to take a series of actions to protect National
Security Systems, including launching or expanding federal programs that promote
Al-enabled cybersecurity. Within the same timeframe, the Department of the
Treasury, in consultation with other federal agencies and the private sector, will
establish an Al Cybersecurity Clearinghouse to coordinate software vulnerability
scanning and to prioritize security patching. In addition, within 60 days of the
order’s publication, the Department of the Treasury, the Department of Defense,
and the National Security Agency will develop a process for evaluating the
cybersecurity capabilities of designated frontier models and establish a
mechanism through which model developers will provide the government with
early access to such models. The order also directs the Attorney General to
prioritize enforcement actions against actors using Al to commit cybercrime and
other criminal offenses.
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June 3 - German Research Center Examined Cyber-Enabled Influence
Operations During Operation “Epic Fury” — The Cyfluence Research Center
(CRC) published areport examining information operations and cyber activities
conducted by the United States, Israel, and Iran during Operation “Epic Fury”.
According to the authors, the military escalation led Israel and the United States to
expand their use of Telegram channels to disseminate messages to Iranian
citizens, while influence networks linked to the Iranian government served as a
major source of Al-generated content promoting narratives of U.S.-Israeli military
failure. In the cyber domain, Iranian activity focused primarily on espionage rather
than disruptive cyberattacks and included targeted phishing campaigns against
government, diplomatic, and research organizations. Iran-linked and China-linked
threat groups exploited conflict-related lures to compromise email accounts, steal
credentials, and deploy malware. The report further notes that Iran-linked proxies,
including the Handala group, act as force multipliers in cyber-enabled influence
operations (Cyfluence) by expanding the scale and complexity of campaigns while
providing plausible deniability for state involvement.

June 10 - European Commission Published Final Version of Voluntary Code on
Al Content Transparency — The code is intended to facilitate the implementation
of the transparency obligations for Al-generated content set out in Article 50 of the
EU Artificial Intelligence Act, which will become applicable on August 2, 2026. The
Code is divided into two main sections. The first section outlines the obligations
applicable to providers of generative Al systems. It requires them to implement at
least two methods for marking Al-generated or Al-manipulated contentin machine-
readable formats. The second section sets out the obligations applicable to
operators of generative Al systems. It establishes disclosure obligations regarding
deepfake content and text published to inform the public on matters of public
interest, including requirements for displaying a clear label no later than a user’s
first exposure to the content. The European Commission has opened the code for
signature by providers and deployers of Al systems. Once approved by the
Commission and the European Al Board, signatories will be able to rely on the code
to demonstrate compliance with Article 50 of the EU Al Act.

June 17 -INTERPOL Published Cyber Threat Assessment for Asia and the South
Pacific— Covering the period from January 2024 to March 2025, the
report examines key cyber threat trends across the region and identifies measures
to strengthen resilience against emerging cyber threats. According to the report,
identity-based attacks are becoming increasingly common, while traditional
security mechanisms, such as two-factor authentication, are becoming less
effective, in part due to vulnerabilities in single sign-on systems. The report also
notes that as organizations continue migrating to cloud environments, threat
actors are exploiting weaknesses such as weak encryption to conduct phishing and
ransomware attacks and steal sensitive information. In response to the rise in
cybercrime, countries across the region have adopted a range of initiatives, most
commonly public awareness campaigns, targeted training programs for agencies
responsible for combating cybercrime, and strengthened international
cooperation. Finally, the report outlines measures organizations can implement to
improve preparedness against information-stealing malware and ransomware
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attacks, including the deployment of endpoint detection and response solutions
capable of detecting credential theft and keyloggers.

June 22 - Trump Signed Executive Order to Accelerate the Federal Transition to
Post-Quantum Cryptography- The orderaims to strengthen cryptographic
protections for the United States' sensitive data, critical infrastructure, and digital
economy by accelerating the transition of federal systems to post-quantum
cryptography (PQC). To this end, the order directs the Director of the Office of
Management and Budget (OMB) and the National Cyber Director to lead the
coordination and oversight of the national PQC transition policy and strategy while
ensuring alignment with broader U.S. cybersecurity objectives. Within 90 days, the
OMB Director must issue guidance requiring all federal agencies to, among other
measures, inventory their High Value Assets (HVAs), excluding National Security
Systems (NSS), and transition them to the use of PQC for key establishment by
December 31, 2030. The order also requires the Director of the National Security
Agency (NSA) to submit a report to the President within 180 days of the order's
issuance, and annually thereafter until the transition is complete, detailing the
status of the PQC transition across agencies that own or operate NSS. In addition,
the order instructs the Federal Acquisition Regulatory Council (FAR Council) to
publish within 180 days proposed amendments to the Federal Acquisition
Regulation (FAR) requiring federal contractors to comply, by December 31, 2030,
with the National Institute of Standards and Technology's (NIST) Federal
Information Processing Standards (FIPS), including all applicable standards
incorporating PQC-compliant algorithms.
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