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VentureBeat

How Israel plans to tackle cyberattacks with a 'Cyber-
Dome’

Kolawole Samuel Adebayo

At CyberWeek in Tel Aviy, Israel, Gaby Portnoy, the new director general of the country's Cyber Directorate
announced the Cyber-Dome project — a new big data, Al, overall approach to proactive cyberdefense. This
project is expected to be a collaborative effort between cybersecurity leaders in Israel and across the globe
in preparation for what Portnoy believes is unarguably “the most prominent dimension of future warfare."

In his words, "the Cyber-Dome will elevate national cybersecurity by implementing new mechanisms in the
national cyber perimeter and reducing the harm from cyberattacks at scale. The Cyber-Dome will also provide
tools and services to elevate the protection of the national assets as a whole ... and will synchronize nation-
level real-time detection, analysis and mitigation of threats."

Threats to Israeli cyberspace increase

Although research has proven that every computer system is subject to cyberattack, attacks on a country's
government agencies, high-tech companies and defense infrastructure, as well as economic crimes in the
million-dollar range are considered "significant” due to their wide-reaching implications. In the Center for
Strategic and International Studies (CSIS) latest research, an inquiry into significant cyberattacks per country
revealed Israel in the 14th position with 11 recorded wide-scale cyberattacks. What this means is that of the
billion-dollar cyberattacks recorded per year, Israel has a large chunk.

For ransomware alone, a review of 80 million samples from 140 countries revealed a 600% increase in ransomware
activity, earning the country the least-coveted badge of most-affected by ransomware since 2020. Health
institutions were not left out of the digital ambush either, as the Israeli Ministry of Health National Cyber
Directorate (INCD) recorded in 2021 a dramatic increase in the degree and quality of cyberattacks on the
country's medical sector — with approximately 1,400 attacks weekly.

Fast forward to the first half of 2022 and cyberattackers have already circulated threatening messages through
several Israeli news outlets, launched a DDoS attack that led to the shutdown of many government websites,
successfully surveilled sensitive members of the country's security establishment, set off air raid sirens in two
major Israeli cities and even targeted former government officials like the former U.S. Ambassador to Israel.

Re-creating the Iron Dome effect

Even after stopping 1,500 attacks in the past year, the INCD still believed it was crucial to tighten its cyberdefenses.
Just like its skies are protected by its Iron Dome — a multimission, state-of-the-art mobile missile air defense
system — Israel has decided to protect its cyberspace with equal sophistication. The Cyber-Dome, an Iron Dome
analogy, will be "an ongoing cyberdefense effort to keep the national cyberspace cleaner,” according to Portnoy.

In what was his first public speech as DG of the INCD, Portnoy said the first order would be to reframe the

challenge by considering the security gaps as opportunities and not problems. By doing this, technology
leaders are able to create cybersecure-by-design solutions that would improve the zero-trust approach, he said.

Moving forward, Portnoy emphasized that the project would shift the focus from mere resilience to broadening
the defense. This way, agents from the good sides of the three-sided spectrum (attackers, cybersecurity
infrastructure and the global internet) are given a level playing field to amp their defenses.

He stressed the "need to protect national assets in the best way possible and make the cybersecurity protocols
used for critical infrastructure available for more sectoral organizations in the government and private domains.”
By providing organizations with better cybersecurity resources like smart identification policies and improving
national risk management practices, the attackers would have a harder time completing their missions.

‘You cannot fight cyber aggression alone’

In tackling these challenges, the INCD said it discovered there was no single “official enemy." Instead, the
attackers ranged from regular attackers to attack groups, proxies, independent crime-organizations and even
private people. To build up a defense against these actors, Portnoy stressed that cooperation and mutual
responsibility is vital. "You cannot fight cyber aggression alone. You have to have partners, at home, in your
defense community, in the government, in the different sectors, in the academy, in the private sector and
around the world."

By leveraging the strength of government sector reqgulators, the security community, the global cybersecurity
industry and even citizens, Portnoy is certain that elevating national cybersecurity defense is possible.

CyberWeek is an international cybersecurity conference held annually in Tel Aviv, Israel. It's organized by the
INCD and the Blavatnik Interdisciplinary Cyber Research Center of Tel Aviv University.
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VentureBeat

Ransomware is still cybersecurity’s biggest challenge

Kolawole Samuel Adebayo

Sixty percent of organizations were hit with ransomware last year, according to the Sophos State of Ransomware
2022 Report [subscription required]. With attacks growing in numbers and complexity, and ransom payments
rising, the cybersecurity catch-up game keeps raging. As malicious actors continue to exploit and weaponize
vulnerabilities faster than ever, Lindy Cameron, CEO of the UK's National Cyber Security Centre (NCSC) notes
that ransomware still remains cybersecurity’s biggest challenge.

At CyberWeek 2022, the 12th edition of Israel's largest cybersecurity event, hosted in Tel Aviv, Cameron said
while it might seem that more sophistication has gone into bolstering security across organizations and nation
states in recent years, all hands must be on deck to root out ransomware.

"Ransomware attacks strike hard and fast and they're evolving rapidly. They're pervasive [and] increasingly
offered like games-as-a-service, lowering the bar for entry into cyberspace — and that's what makes them
such a threat,” Cameron said.

As the Russia-Ukraine war continues to rage, cyberattackers deployed ransomware in several instances to serve
as a "decoy or distraction” as they targeted organizations in Ukraine. During her speech, Cameron acknowledged
the impact of not just the physical assault, but also the cyberattacks.

"The changing geopolitical landscape [has] transformed the context for work in the cybersecurity space,” she
said, acknowledging the impact of the Russian-Ukraine war on the changing face of cybersecurity. "While Russia
is up to this physical oppression, conducting a cyber campaign — which seems to be no surprise — Russia has
consistently used cyber pressure to stress its rivals.”

Collective responsibility and collaboration

To help quell the onslaught of ransomware attacks, Cameron called for increased cooperation between
institutions, technology companies, government and its agencies. She reiterated that "if we're going to maintain
a cyberspace which is a safe and prosperous place for everyone, it's vital that such capabilities are produced
and used in a way that is legal, responsible and proportionate.”

Continuing to sound the beat for collaboration and partnership, Cameron said work must continue in the area
of understanding the scale, nature and evolution of the techniques being used in order to make ransomware
an unprofitable and unattractive business.

However, her address wasn't all gloom and doom, as she praised the Israeli technological spirit. According to
Cameron, the democracies of the world have to challenge themselves to develop technologies and systems
which help them to avoid relying on some products not aligned with their values.

"The startup nation of Israel can play an important role in this innovation over the years to come. The technology
developed is truly world-class, the talent in the cybersecurity sector is second to none and the defenses are
some of the strongest in the world. But making the most of our digital future is too big an issue for any one
nation to handle alone. Whether it's feed irrigation or wholesome climate technology, Israel has always been
fighting to innovate for the benefit of people well beyond its borders.”

Cameron was optimistic that Israel will continue to produce cybersecurity solutions that are safe, strong and
affordable for the whole world.

Cybersecurity goes beyond countries and wars

The enterprise is not left out in the battle against ransomware. While countries often get dragged into the
mix, the major targets of ransomware are enterprise operators. Recently, IBM X-Force examined over 150
ransomware engagements from the past three years and discovered there was a major decrease in the duration
of ransomware attacks on enterprises, specifically the overall time between initial access and ransom requests.

Another trend in the enterprise space is the rise of the initial access broker economy (with “initial access brokers"
being the hackers who specialize in breaching enterprises and then selling that access to cyberattackers)
and ransomware-as-a-service (RaaS), both of which reduce or totally eliminate the entry barrier to utilizing
ransomware. The RaaS industry has become more developed with increasing agility, ensuring that enterprise
leaders can't keep up with the rate at which attacks occur.

Beside the need to adopt a zero-trust architectural approach, Cameron notes there must be strong international
government policies in place.

"An important part of our response to this as an international community is a thicker issue of enforcement among
rules governing activities. If we're to ensure that the digital world remains a place of opportunity and to avoid
conflict and struggle, we must be clearer about the guidelines and norms that transcend national borders."

Cameron concluded her session by reiterating that the NCSC is working with partner agencies and organizations
to ensure that a society where cyberattacks can be repelled is possible, adding that “cybersecurity is second
nature to all of us."
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VentureBeat

Immue discovers new exploitation of Apple's private
relay

Kolawole Samuel Adebayo

Immue, an Israel-based cybersecurity company providing holistic anti-bot and anti-fraud defense solutions,
claims it's found concerning vulnerabilities in one of Apple's latest privacy features — the iCloud Private Relay.
While helping organizations across multiple industries stop cyber fraud and bot attacks targeted at their
companies, Immue said it detected many of these attacks coming from internet protocols (IPs) associated with
Apple and their two supporting Akamai and Cloudflare servers.

In an exclusive interview with VentureBeat at the ongoing CyberWeek Tel Aviv, cofounders Amit Yossi Siva Levi
(CTO) and Shira Itzhaki (CEOQ) confirmed that threat actors take advantage of the anonymity and web browsing
privacy features of Apple's technology to mask their IPs and launch multiple untraceable attacks.

Lessons learned from McDonald's, Databricks, and the Al Framework about using amplified intelligence, Al, and
machine learning to drive smarter customer experiences_Landscape

Lessons learned from McDonald's, Databricks, and the Al Framework about using amplified intelligence, Al, and
machine learning to drive smarter customer experiences_Landscape

How Apple's private relay works

In June of 2021, Apple hosted its annual Worldwide Developers Conference to showcase its latest technologies.
Among the technologies launched, the most significant and controversial was the private relay technology
which would form part of the iCloud+ subscription. With this service, users on i0S 15, iPad0S 15 and macOS
Monterey can browse securely without worrying about having their browsing activities tracked and sold to
the highest bidder.

By enabling this feature on an upgraded Apple device, users' browsing activities on Safari are routed through
two separate internet “relays” using a sophisticated multi-hop architecture. This rerouting guarantees that no
single party — including Apple — can track the exact origin of the request, making it impossible for websites
to create a detailed profile of users. Some experts have even called it “internet privacy on steroids."

The exploitation

How private data is managed and shared has always been a concern for the average internet user. Mckinsey
reports that internet users are becoming increasingly intentional about the kind of data they share online
and with whom, as no industry reached a 50% trust rating. With multiple data breaches springing up globally,
many providers and even the government have made efforts towards curbing the menace — so much so that
Gartner predicts the personal data of over 75% of the global population will be protected by new privacy
regulations by 2025.

The McKinsey report also revealed that these breaches have made users turn to tools that give them more
control over their data and its privacy — like the private relay. However, in solving this problem, Apple has
inadvertently created a leeway for cyberattackers to thrive.

In what Levi described as "a new kind of attack,” he explained that masking IP addresses with proxies, VPN
or the Tor network to avoid IP-based detection (like rate limit or IP score) is the single most important rule in
cyberattack. He added that in the last two months, Immue has seen attackers abuse Apple's new feature to
mask their IPs and send thousands of bots to attack their customers. These private relay IPs are also whitelisted
by Apple, giving adversaries uninhibited access to any website. Immue reports the attackers used 192 different
IPs to generate three attacks with a volume of up to 50,000 bot requests each time.

Although Apple said the private relay technology was fitted with anti-fraud and anti-abuse systems like rate-
limiting, single-use authentication tokens and consistent IP address per browsing session, it advised that fraud
detection systems relying only on IP addresses should be updated to control the situation.

Founded in January of 2021, Immue claims its offering is helping different organizations across multiple industries
like travel, finance, ecommerce, cryptocurrency and more — to outwit the most experienced human fraudsters
and undetectable bots. The company says it offers powerful anti-bot and anti-fraud defense in one holistic
solution that mitigates the impact of cyberattacks on businesses.

Immue's unique value proposition, according to its cofounders, is its ability to detect cyber threats that no one
knows exist. The company does this by monitoring and gathering data about the latest fraud mechanisms,
tools strategies and using that information to detect, prevent or stop cyberattacks before they even materialize.
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Cyber Week 2022 video walkthrough
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Cyber Week is a large annual international cybersecurity event, hosted each year at Tel Aviv University in Israel.

In this Help Net Security video, we take you inside Cyber Week 2022. The featured vendors are: Dig Security,
Ermetic, enso, Forescout, Flow, IBM Security, Intuit, Israel Aerospace Industries, Mitiga, and Synopsys.
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Photos: Cyber Week 2022

Cyber Week is a large annual international cybersecurity event, hosted each year at Tel Aviv University in
Israel. Cyber Week 2022 is held jointly by the Blavatnik Interdisciplinary Cyber Research Center (ICRC), The
Yuval Ne'eman Workshop for Science, Technology and Security, Tel Aviv University, the Israeli National Cyber
Directorate under the Prime Minister's Office and the Ministry of Foreign Affairs.

The featured vendors are: Acronis, Amdocs, Astrix Security, BioCatch, Bayer, Checkmarx, CyberArk, CrowdStrike,
Check Point Software, CYE, Cervello, Canonic Security, Cyberpion, Cylus, CyViation, Dig Security, DoubleVerify,
Ermetic, Elron Ventures, ENAV, enso, Fortinet, Forescout, Flow, Google, HolistiCyber, Intuit, IBM, IBM Security,
Mandiant, Mitiga, Microsoft, Ness Technologies, NVIDIA, Outseer, RevealSecurity, Red Access, Scribe Security,
SimSpace, Synopsys, Synamedia, Sygnia, Sompo Digital Lab, Team Cymru, Trellix, T-Mobile, Team8, Trend Micro,
YL Ventures.
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Week in review: ZuoRAT targeting SOHO routers, trends
affecting your security strateqy
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Here's an overview of some of last week's most interesting news, articles, interviews and videos:
OT security: Helping under-resourced critical infrastructure organizations

In this Help Net Security interview, Dawn Cappelli, Director of OT-CERT at the industrial cybersecurity company
Dragos, talks about the OT security risks critical infrastructure organizations are facing, offers advice on how
they can overcome obstacles that prevent them improving their cybersecurity posture, and explains how the
recently set up OT-CERT she's heading can help asset owners and operators of industrial infrastructure.

Cybercriminals use Azure Front Door in phishing attacks

Resecurity, Inc. (USA) has identified a spike in phishing content delivered via Azure Front Door (AFD), a cloud
CDN service provided by Microsoft. The identified resources in one of the malicious campaigns impersonated
various services appearing to be legitimately created on the "azurefd.net” domain.

Researchers uncover ZuoRAT malware targeting home-office routers

Black Lotus Labs discovered a new remote access trojan (RAT) called ZuoRAT, which targets remote workers
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via their small office/home office (SOHO) devices, including models from ASUS, Cisco, DrayTek and NETGEAR.
Clearview fine: The unacceptable face of modern surveillance

The UK's Information Commissioner’s Office (ICO) has issued its third largest ever fine of £7.5m. It was imposed
on Clearview Al, the controversial facial recognition company that has already been on the wrong end of similar
decisions from requlators in Italy, France and Australia.

Properly securing APIs is becoming increasingly urgent

Imperva released a new study that uncovers the rising global costs of vulnerable or insecure APIs. The analysis
of nearly 117,000 unique cybersecurity incidents estimates that API insecurity results in $41-$75 billion of losses
annually.

Detection, isolation, and negotiation: Improving your ransomware preparedness and response

The risks presented by ransomware and cyber extortion events have likely found a place in your own security
team'’s discussions, and rightfully so. Ransomware attacks have proliferated in the last decade.

Trends to watch when creating security strategy for the next two years

Executive performance evaluations will be increasingly linked to ability to manage cyber risk; almost one-third
of nations will requlate ransomware response within the next three years; and security platform consolidation
will help organizations thrive in hostile environments, according to the top cybersecurity predictions revealed
by Gartner.

Why digital trust needs to be a strategic imperative for your company

It's no secret that digital interactions have extended to every aspect of our professional and personal lives.
Connectivity is soaring and digital transformation is accelerating, making it critical for the technology community;,
governments and corporate boardrooms to invest in digital trust.

Destructive firmware attacks pose a significant threat to businesses

As business workforces become increasingly distributed, IT leaders say it's harder than ever to defend against
firmware attacks, according to HP Wolf Security.

Evolving online habits have paved the way for fraud. What can we do about it?

Information is power, and personally identifiable information (PIl) is an extremely powerful asset that is fueling
the rapid growth of online fraud (also known as the Digital Identity Crisis).

Threat actors increasingly use third parties to run their scams

Abnormal Security released new research that showcases a rising trend in financial supply chain compromise
as threat actors impersonate vendors more than ever before.

How phishing attacks are becoming more sophisticated

In this video for Help Net Security, Joshua Crumbaugh, CEO, PhishFirewall, talks about how cybercriminals are
taking their phishing attacks to a new level.
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48% of security practitioners seeing 3x increase in alerts per day

Panther Labs surveyed 400 active security practitioners, primarily, security analysts and security engineers, to
reflect the "boots on the ground" perspective for security teams.

Python packages with malicious code expose secret AWS credentials

Sonatype researchers have discovered Python packages that contain malicious code that peek into and expose
secret AWS credentials, network interface information, and environment variables.

EMEA continues to be a hotspot for malware threats

Ransomware detections in the first quarter of this year doubled the total volume reported for 2021, according
to the latest quarterly Internet Security Report from the WatchGuard Threat Lab.

Exploring the insecurity of readily available Wi-Fi networks

In this video for Help Net Security, Andy Thompson, Global Research Evangelist at CyberArk, talks about Wi-Fi
security.

How parents can talk about online safety and personal info protection with their kids

In this video for Help Net Security, Jim Ducharme, Chief Operating Officer at Outseer, provides insight into how
parents can talk about online safety and personal info protection with their kids.

Key takeaways from RSA Conference 2022

In this video for Help Net Security, Ravi Srinivasan, CEO of Votiro, talks about his experiences during RSA
Conference 2022.

How businesses are prioritizing data privacy

In this video for Help Net Security, Stephen Cavey, Chief Evangelist at Ground Labs, talks about how businesses
and job seekers are not only prioritizing data privacy but using it as a competitive advantage in this rivalrous
landscape.

The challenges and advantages of building behavior-based threat detection

In this video for Help Net Security, Scott Sutherland, Senior Director, Adversary Simulation and Infrastructure
Testing, NetSPI, discusses how, in order to stay ahead of malicious actors, organizations must shift their gaze to
detect attackers before something bad happens.

Photos: Cyber Week 2022

Cyber Week is a large annual international cybersecurity event, hosted each year at Tel Aviv University in
Israel. Cyber Week 2022 is held jointly by the Blavatnik Interdisciplinary Cyber Research Center (ICRC), The
Yuval Ne'eman Workshop for Science, Technology and Security, Tel Aviv University, the Israeli National Cyber
Directorate under the Prime Minister's Office and the Ministry of Foreign Affairs.

Cyber Week 2022 video walkthrough

In this Help Net Security video, we take you inside Cyber Week 2022. The featured vendors are: Dig Security,
Ermetic, enso, Forescout, Flow, IBM Security, Intuit, Israel Aerospace Industries, Mitiga, and Synopsys.
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Product showcase: Group-IB Unified Risk Platform

Group-IB has developed the Unified Risk Platform, a comprehensive set of solutions that understands each
organization's threat profile and configures defenses, and responds to threats in real-time.

New infosec products of the week: July 1, 2022

Here's a look at the most interesting products from the past week, featuring releases from Fusion Risk Management,
G-Core Labs, Rafay Systems, and RangeForce.

Infosec products of the month: June 2022

Here's a look at the most interesting products from the past month, featuring releases from: Acronis, Arcserve,
Black Kite, Cavelo, Code42, ComplyCube, Cynet, Elastic, ESET, Feroot, Fusion Risk Management, G-Core Labs,
Hillstone Networks, Incognia, Living Security, Lumu, NetWitness, Optiv Security, Qualys, Rafay Systems, RangeForce,
SafeBreach, SecureAuth, SecurityMetrics, Splunk, Swimlane, and Traceable Al.
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[ cybernews

Gathering storm: ransom gangs had over 700 victims
last quarter

Kristina Jaruseviciaté

The ransomware industry had some downs during the 2nd quarter of 2022, but even the fall of
Conti, one of the most nefarious gangs out there, was not a setback for threat actor groups.

"Even with a war raging in Ukraine — the biggest global cyber threat we still face is ransomware,” Lindy Cameron,
the CEO of the National Cyber Security Center, said during her speech at Tel Aviv Cyber week.

Increase or a decline?

A recent report by cybersecurity company Cyberint showed an approximate 10% decrease in attacks across
all ransomware groups compared to the 1st quarter.

However, threat intelligence firm Digital Shadows stated that the attack count increased by 21%.

While the results differ, senior analysts of both companies recorded a similar number of attacks during the
quarter. Cyberint identified 709 victims, while Digital Shadows — 705.

In fact, Cyberint is far from being the first one to report a decline in ransomware. In May, Rob Joyce, the director
of cybersecurity at the National Security Agency (NSA), said that the number of ransomware attacks plummeted
due to sanctions against Russia.

Cyber insurers might have felt a temporary decline, too. Despite the disagreement over numbers, ransomware
makes up for 10% of all breaches and has more than doubled in 2021.

Needless to say, the industry is not backing down, especially with veteran gangs upgrading and new groups
joining.
The fall of Conti

The highlight of this quarter was the fall of Conti and its last kicks. “The most significant ransomware incident
was performed by the Conti ransomware group. The attack took place in Costa Rica, started in April, and lasted
for several weeks," the senior analysts of Cyberint told Cybernews. They also noted that this was the first time
a ransomware group disrupted and affected residents and the government daily for a few months.

However, after Conti made the headlines back in February when its files were leaked to the public by a Ukrainian
researcher, it took a toll on the ransomware group's activities.

"After a significant Q1, being only second to LockBit while infecting 127 victims, the group dropped to fourth
place in victim count as they had only 45 victims in Q2, as the last victim was in May," Cyberint's senior analysts
revealed.

Conti shut down its operations at the end of May and its data leak site at the end of June. Cyberint's analysts
say it may not be over: "Ransomware groups work as agile units and keep rotating every once in a while; the
death of Conti could only be the rebirth of multiple new sub-groups, which will deploy new techniques and
procedures for gaining new victims."

New beginnings

While Conti retires, one of its biggest competitors, LockBit, introduces a revamped operation called “LockBit
3.0" that involves a bug bounty program. As the Cyberint report notes, although the group did not have as
many victims as seen in the 1st quarter of 2022, it is still the ransomware market-leading gang.

Second after LockBit in terms of ransomware activities is BlackCat — a ransomware gang that is a rebrand
of the DarkSide/BlackMatter groups. The execution of their attacks differs based on the gang members that
deploy it, but the end goal to extort data is the same. The history of DarkSide/BlackMatter and their shutdowns
after attacking critical infrastructures gives food for thought about whether history is going to repeat itself.

Additionally, the Karakurt ransomware group launched an onion-based leaking platform. Cyberint's data revealed
that it currently holds 34 victims. The report states that if the gang's activities continue at the same rate as
during this quarter, they may become “one of the rising threats” of the upcoming quarter.

What's next

Although the 2nd quarter showed a small decrease in ransomware gang attacks, it is not a pass to let guards
down. The market is also introducing newcomers, such as Black Basta, which attacked at least 26 victims within
one month of its emergence. Industry Spy also introduced a data extortion marketplace and later launched
its ransomware operations.

While the fall of Conti is significant, considering they were the 4th most active group during this period
according to Cyberint's data, the comeback of Karakurt and LockBit's upgrade does not signify a next quarter
attack decrease.

Cyberint researchers do not believe that the ransomware gang era is nearing the end. It is more likely that groups
spent this quarter developing their infrastructure, making the 2nd quarter of this year only a pre-storm period.
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In space, cutting losses invite cyberattacks

Vilius Petkauskas

The cybersecurity of commercial satellites can be on par with any government spacecraft.
However, companies avoiding loss at all costs is precisely what ransomware gangs prey on.
Besides, businesses don’t shoot back.

The government monopoly in space has come to an end. Elon Musk’'s SpaceX alone runs over a third of all

operational satellites currently in orbit. Having launched over two thousand spacecraft, the company plans to
launch thousands more.

To keep up the pace, commercial satellites use more open-source software and hardware. While helping to
cut costs, this could leave spacecraft more vulnerable to cyberattacks. However, Isaac Ben Israel, chairman
of the Israeli Space Agency (ISA), thinks that commercial players do not leave space less secure for national
space agencies.

Neither commercial satellites nor government-run satellites are immune to hacking, Major General (Ret) Israel
thinks. Days of tailor-made hardware are long gone. Ransomware gangs and people defending against them
often use the same tools. The same vulnerabilities apply, whether it's a company or a space agency.

“I think it's wrong to believe that safety was better just because few space organizations used to build satellites,”
Isaac Ben Israel, chairman of the Israeli Space Agency told Cybernews.

However, the critical difference in security lies not with the technology but with the mindset. Businesses are

much more willing to pay up to cut their losses. Meanwhile, governments opt to retaliate instead of caving, an
attitude that is inimical to crooks scouting for easy money.

We sat down with Major General (Ret), a key speaker in this years Cyber Week conference, Israel to discuss
the effect commercial companies can have on space security, whether space agencies perceive cyberthreats
as real, and if it's possible to avoid the militarization of space.

Commercial satellite makers rely on open-source software. At the same time, security regulations on satellite
supply chains are only in the developing stage at best. Do you think the entry of companies to the space domain
is leaving satellite infrastructure less secure?

The risks exist because communication depends on computers, not because commercial companies are involved.
It doesn't matter whether the satellite is based on open-source or not. Hackers generally can hack into almost
anything they like. Yes, it takes effort sometimes, and they don't always want to spend too much time doing it.

Sometimes bad actors don't have the resources to carry out the attack, but in principle, there is no big difference
between private and government-owned satellites. If you'd like to hack into defense satellite communication,
you can do it. The real question is about the volume of activity, which is increasing because the commercial
world is joining in.

With an increasing number of satellites, there's more communication in space. And that increases the vulnerability
of the system. But not because it's commercial. Private businesses can defend themselves the same way as
defense or other organizations.

Some older satellite systems were hand-made for specific missions, while many nanosatellites rely on off-the-
shelf materials. Don't you think that impacts the cyber safety of spacecraft?

I think it's wrong to believe that safety was better just because few space organizations used to build satellites.
Maybe it was different because NASA or the Soviets secretly crafted satellites. However, now neither NASA nor
the Israeli Space Agency makes parts, such as microchips, themselves.

For the past three decades, everyone has been using very similar devices. If you want to attack a space asset
through the communication between the asset and the ground station, it's via the same computers. The ground
stations that a threat actor may attack to influence the satellite in space are using the same computers, software,
and hardware as anyone else. It's not hand-made. So, it doesn't matter if it's commercial or not.

And this phenomenon is very typical to cybersecurity, not only in space. The number of devices on Earth is
increasing very fast. Computers became cheaper, more capable, smaller, and we put them in places [where]
they did not exist two years ago. We have become dependent on computers in hospitals as much as in space.

Security experts discuss how financially motivated threat actors could use cyber means to hack satellites for
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ransom. At ISA do you see hacker attacks as a real, contemporary threat?

Yes, it's a real threat. Not for the future, either. It has been like this for a decade. It's not that people don't know
how to do it, but so far, there has been no interest in doing it. | think there is a difference between government-
owned and private satellites, at least in one aspect. The chance that a government will agree to pay the ransom
is minimal. Governments do not like to do it.

If it's a commercial entity, the equation is 'how much we earn’ versus ‘how much will we lose by paying.'
Usually, hackers don't ask for much money, and companies opt to cut their losses. In this sense, there might
be an indirect link between the level of safety and the number of commercial satellites. The more commercial
space is, the more place there is for doing whatever is done to, for example, hospitals.

Another thing is that a government, unlike a business, may attack you back. And nobody wants that. Criminals
want easy money and not to become a target for the United States government.

"A government, unlike a business, may attack you back. And nobody wants that. Criminals want easy money
and not to become a target for the United States government,”

Major General (Ret) Israel thinks.

There's a strong sentiment that nation-states should avoid the militarization of space. Do you think it is possible
to prevent space from becoming just another theater of war in the 21st century?

It's a matter of choice. You see, space is unique. It is the only place that so far was not militarized. If someone
sent forces to a sovereign nation, its citizens would do whatever it took to fight back. That applies to land, air,
and sea up to a certain distance. Space is the only exception.

There were some attempts to do that in the past. Advisors to the US President Ronald Reagan offered to weaponize
space in the '‘80s. The media called it the Star Wars program. It was the peak of the Cold War, and the whole
issue was about nuclear weapons. The idea was to put weapons in space to intercept missiles coming to the US.

The program didn't materialize, and space was kept as a kind of an extra-territorial, non-militarized, non-
weaponized medium. This proves avoiding militarization is possible. However, whether it will remain like that
mostly depends on what the US, Russia, and China will do.

Recent events in Ukraine have shown that services commercial space companies provide can be used in an
active conflict. What lessons will national space agencies and militaries learn from this?

| think there are more general lessons about his conflict that apply not only in space but to the cybersecurity
realm in general. The first question we have to ask ourselves is why nothing serious happened within the cyber
domain. Knowing Russia's cyber capabilities, everybody expected a lot more. When historians write about this
war 20 years from now, they will barely mention the cyber dimension.

There are many possible ways to answer this. Some people say the Russians were not interested in doing too
much, so they wouldn't give the West an opportunity to hit back. However, that doesn't explain why they didn't
use malware in Ukraine on a scale that was expected.

| think that you have to build the capability with any weapon, be it a tank, an aircraft, or a cyber weapon. You
don't know when and where you will use it. It might be that you build a particular weapon, and the need to
use it will come years later. And when the time comes, you find that the weapon doesn't fit you anymore.
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The problem is that the timescale to build capability for hard weapons is 10-15 years. However, it may take
months to keep the capability alive for a cyber weapon. You have to invest a lot more than in other areas. The
Russians didn't do it. They built certain capabilities that they demonstrated in December 2015 by shutting off
the power in western Ukraine for 24 hours.

The problem is that if you want to do something like this, you need to constantly check, for example, what
software your adversaries are using. It takes a lot of time and energy because the rate of change here is very fast.

You cannot use cyber weapons in the same way you use aircraft. The typical time is too short. And that's why
it was used only at the beginning of the war. It's possible to prepare specific capabilities for the start of the
conflict. But only that. Contrary to what many say, | think this is the biggest lesson | would take from this war.
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Commercial cyber products must be used responsibly,
says NCSC CEO

NCSC's Lindy Cameron is to speak out on responsible regulation of cyber capabilities at an
event in Tel Aviv, Israel
Alex Scroxton

Tech companies that develop sophisticated cyber capabilities that could be co-opted by malicious actors have
a responsibility to see that their sale is controlled and that they are used safely, National Cyber Security Centre
(NCSC) CEO Lindy Cameron will tell an audience at Tel Aviv University's annual Cyber Week later today (28 June).

Calling for cooperation between institutions, technology companies and governments, Cameron will say: "If
we're going to maintain a cyber space which is a safe and prosperous place for everyone, it is vital that such
capabilities are produced and used in a way that is legal, responsible and proportionate.”

Although it does not reference the events directly, Cameron's speech comes almost a year after the already-
controversial Israel-based malware developer NSO Group became embroiled in a surveillance scandal after
an investigative consortium revealed that its mobile remote access trojan (RAT), Pegasus, had been sold to
repressive regimes that used it to spy on targets in other countries, including the UK.

The Pegasus RAT was linked to the murder of journalist Jamal Khashoggi by the Saudi Arabian authorities,
among other things.

NSO Group has subsequently become the subject of restrictions and lawsuits in a number of jurisdictions, and
at the end of 2021, the Israeli Ministries of Defence and Foreign Affairs tightened the country’'s export control
rules for cyber technologies, although they made no mention of NSO Group as they did so.

“I am delighted that Israel has tightened export controls around these tools, making it far more difficult for
nations with concerning records on privacy and human rights to acquire such intrusive spyware." Cameron
will say.

“It is important that every actor, from the developer to the end-user of these types of technology and capability
acts responsibly, with appropriate safeguards to protect against misuse.”

Going forward, countries interested in acquiring a cyber or intelligence system from an Israeli company are
obliged to sign an updated declaration as a condition for issuing an export licence, stating that its use will be
restricted to the investigation and prevention of crime and terrorism. Note that this may not have prevented
the sale of NSQO's Pegasus malware in some circumstances, as the company has always maintained that it is
sold for exactly that purpose.

Cameron will go on to describe Israel as a "shining example” of a state that takes cyber security seriously. “The
technology developed here is truly world class,” she will say. “The talent in the cyber security sector is second
to none. And your defences are some of the strongest in the world.

“But making the most of our digital future is too big an issue for any one nation to handle alone. From drip-feed
irrigation to dramatic medical advances, Israel has always proudly innovated for the benefit of people well
beyond your borders. So | hope you will continue to produce cyber security solutions which are safe, strong,
but also affordable for the whole world.

"To succeed, partnerships are essential. So, we are building stronger ties between academia, industry and
government. We must come together around our shared values, each nation bringing its own particular skills
and strengths to build a network that is naturally resilient to attack, one that favours innovation, discourse and
creativity over control and coercion.”

Cameron's speech will also touch on the current threat landscape, noting that even with the cyber element of
Russia's illegal invasion of Ukraine, it is ransomware that remains the most pressing security threat.

"Just as they have on the battlefield, the Ukrainian cyber defenders have done an incredible job of repelling many
of these attacks,” she will say. “They are real heroes. Resilience and preparation is at the heart of this success.

"But even with a war raging in Ukraine, the biggest global cyber threat most organisations face is still ransomware.
That tells you something of the scale of the problem.

"Ransomware attacks strike hard and fast. They are evolving rapidly, are all-pervasive, and are increasingly
offered by gangs as a service, lowering the bar for entry into cyber crime. And it is this that makes them such
a pernicious threat — not just the nationally significant incidents we deal with in NCSC, but also the hundreds
of incidents we see nationwide every year.

"These complex attacks have the potential to affect our societies and economies significantly, were it not for the
expertise of our incident management operators working in collaboration with their counterparts in industry
and international governments.”
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Ransomware is the biggest global cyber threat. And
the attacks are still evolving

Ransomware attacks 'strike hard and fast’, warns NCSC chief.
Danny Palmer

Ransomware is the biggest cybersecurity threat facing the world today, with the potential to significantly affect
whole societies and economies — and the attacks are unrelenting, the head of the National Cyber Security
Centre (NCSC) has warned.

"Even with a war raging in Ukraine — the biggest global cyber threat we still face is ransomware. That tells
you something of the scale of the problem. Ransomware attacks strike hard and fast. They are evolving rapidly,
they are all-pervasive, they're increasingly offered by gangs as a service, lowering the bar for entry into cyber
crime,”" said Lindy Cameron, CEO of the NCSC In a speech at Tel Aviv Cyber Week.

While she didn't detail any specific instances of responding to ransomware incidents, Cameron warned that
"these complex attacks have the potential to affect our societies and economies significantly”, and implied
that if it weren't for the work of NCSC incident responders, alongside their counterparts in the industry and
international counterparts, the attacks could have had a major impact.

Working alongside other law enforcement agencies, Cameron said that the NCSC is working to understand
the criminal system that helps drive ransomware attacks — and how the nature of ransomware gangs and the
techniques they're using to facilitate ransomware campaigns continue to evolve.

"We want to make ransomware an unprofitable and unattractive business,” said Cameron, who argued it's not
all doom and gloom when it comes to cybersecurity, going on to detail how the NCSC's Active Cyber Defence
Program has helped to disrupt cyberattacks targeting citizens.

This includes a takedown project that has removed millions of malicious URLs, and the suspicious email-
reporting service, which has allowed the public to report over 10.5 million suspicious emails, leading to over
76,000 online scams being taken down.

"We want to help create a society that is resilient to cyberattacks, where cybersecurity is second nature to all
of us," said Cameron.

According to newly released figures from cybersecurity company WatchGuard, the volume of ransomware
has risen significantly with the amount of detected activity in the first quarter of 2022 more than three times
what was detected during the same period last year.

The report suggests that the emergence of aggressive ransomware and extortion operations including
LAPSUS$ and BlackCat are behind what's described as “an ever-increasing ransomware and cyber-extortion
threat landscape.”

Ceektime

The War in Ukraine: Important lessons to be learnt
from Ukraine's cyber defence success

Ukraine managed to thwart many Russian-sponsored cyber-attacks prior to and during the
war. What lessons can states learn and apply?

As you read this, Israel's annual Cyber Week, the leading international cybersecurity event where experts from
around the world share their knowledge on the challenges and opportunities in the field, is taking place. Omree
Wechsler, a senior researcher on cyber security and featured speaker at the conference shared his insights
regarding the current Ukrainian war.

With the amassing of Russian forces on Ukraine's borders in January and February 2022, many observers believed
that the world is about to witness the first cyber war. Given that Russia ranks very high in terms of offensive
cyber capabilities, and that many Ukrainian infrastructures are built on Russian software and hardware, many
believed that Russia would paralyze and knock off Ukrainian critical infrastructure and services. Despite the
predictions, the Russian war effort was not accompanied by any successful major cyber blows to Ukrainian
critical infrastructure, and its distributed denial of service (DDoS) and wiper attacks failed at large to curb
Ukraine's ability to defend itself.

Alongside the partial results of its cyber warfare efforts, even greater failures plagued the performance of the
Russian armed forces on the physical battlefield. If anything, the war has demonstrated the severe challenges
facing an invading army attempting to overcome fierce resistance that enjoys international support. Before
the invasion, many observers warned that any Russian success would encourage other states to pursue their
geopolitical goals with military means. However, given these difficulties, states are unlikely to resort more to
military invasions and are more likely to continue to develop gray-zone warfare tactics, including cyberattacks
and disinformation campaigns.

Current and future risks of cyberattacks and information warfare necessitate the understanding and applying
of lessons from Ukraine. While the perceived failure of the Russian cyber effort is also rooted in internal Russian
gaps and challenges, it is crucial to look at the lessons from Ukraine's perspective. First, it is wise to take notes
of years of preparations made by Ukraine. These efforts revolve around common measures that are relevant
for states as well as organizations and may sometimes be neglected due to budgetary or organizational issues.
According to Viktor Zhora, Deputy Chair of the State Service of Special Communications and Information
Protection, Ukraine has moved to tackle challenges such as the widespread use of old and sometimes, unlicensed
software, which has raised the awareness amongst operators of critical infrastructure and has connected them
to Security Operations Centers (SOC) to quickly detect and respond to cyber incidents. Moreover, the country
has established new facilities to conduct cyber defence exercises and simulate attacks.

Second, much of Ukraine's ability to thwart Russian cyberattacks could be attributed to the heavy technical
assistance the country has received from its allies, headed by the U.S., since the infamous BlackEnergy cyberattack
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that had targeted its power grid in 2015. In recent years, the U.S. Cyber Command has been sending teams
to Ukraine as part of the so-called "Hunt Forward" operations. These teams, many of which arrived in Ukraine
around October 2021, helped to detect, and clean up a so-called "wiper" malware — one that deletes files that
are crucial for the operation of systems from the national railway systems.

The third lesson is about maintaining redundancy. Just hours before the invasion on February 24, Russia
successfully knocked off satellite communications connectivity provided by the American satellite company
Viasat, which was used by the Ukrainian military to communicate with front-line troops. However, internet
connectivity was quickly regained as SpaceX's Starlink system terminals started arriving in Ukraine at the
request of the country's deputy prime minister, Mykhailo Fedorov.

A fourth lesson should focus on Ukraine's success in defending against Russian information warfare and in
gaining supremacy in the information domain. Crucial to increase morale, maintain internal unity, and receive
international support, Ukraine has managed to control strategic narratives and fully capture the media space
via social media channels etc. Gaining an advantage in information warfare requires an understanding of the
opponent’s methods and modus operandi and acting proactively. Ukraine's success could be attributed to
familiarity with Russian (or Soviet) tactics and the fact that the country has been struggling with hybrid warfare
and disinformation campaigns at least since the annexation of Crimea in 2014.

Some countries, such as China and Iran have been learning and incorporating the Russian playbook into their
own tactics. In October 2019, Cyber Command and NSA's director, General Paul Nakasone pointed out Chinese
efforts to subvert pro-democratic demonstrations in Hong Kong with a social media disinformation campaign.
Iranian hackers stole the personal information of American voters prior to the 2020 presidential elections and
used it to intimidate voters and spread false information regarding electoral frauds.

While many political, cultural, and contextual differences exist between states, there are many lessons to be
learnt from Ukraine's success in fending off Russia's cyberwarfare efforts that could be applied around the world.

Written by Omree Wechsler, a senior researcher at the Blavantnik Interdisciplinary Cyber Research Center, Tel
Aviv University

The cyber arena is "more significant than ever,” says
Teams

The summit will be attended by more than 100 CISOs from leading companies like Intuit,
MasterCard, and Walmart and coincide with the start of Tel Aviv University’s Cyber Week
James Spiro

“In recent weeks we have witnessed significant changes, characterized by de-globalization and economic
slowdown, which are dramatically affecting the world, and may also directly impact the frequency of cyberattacks,
making the cyber arena more significant than ever," said Team8 Managing Partner Nadav Zafrir.

Zafrir made the comments ahead of the first day of the CISO Summit, a global cybersecurity summit hosted
by Israeli venture capital firm Team8. The summit brings together experts who will discuss the future of
cybersecurity with an emphasis on challenges and opportunities.

"At Team8 we have identified a real need to bring together the best cyber experts in the world, including 100
CISOs from well-known companies, and thought leaders from the Israeli cyber industry for five full days of
in-depth discussions," he continued. “Together, we will be better equipped to understand our challenges and
opportunities, and better positioned to plan accordingly.”

The five-day summit began today and will include in-depth discussions from CISOs at companies such as
Walmart, Unilever, GM Financial, Intuit, MasterCard, and more. During their stay in Israel, they will interact with
local startups such as Claroty, Sygnia, Talon, Akeyless, Illusive, Cyberpion, Silverfort, Authomize, Cardinal, Orca
Security, Ermetic, SafeBreach, and Resilion.

Among the topics to be discussed include the shifting approaches to attackers and attack strategies and the
impact of economic and geopolitical changes on the cybersecurity industry across domains such as cloud
security, 5G, privacy, and reqgulation.

The closing of the event will coincide with the official opening event of Tel Aviv University's Israeli Cyber Week,
which is scheduled to take place from June 27-30. It will be co-hosted by Team8 with sponsorship from industry
partners including Deloitte, Leumi-Tech, Meitar Law Office, Valley Bank, Palo Alto, FinSec - Mastercard, and
Enel's Innovation Lab. It is expected to include speakers such as Renee Wynn, Former NASA Chief Information
Officer; Admiral Mike Rogers, former director of the NSA and Operating Partner at Team8; Nadav Zafrir, former
8200 unit commander and Managing Partner at Team8; and Nir Minerbi, CEO and Co-Founder of quantum
computing startup, Classigq.
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"Quantum computing will revolutionize every large
industry”

Nir Minerbi, Co-founder and CEO of Classiq, was speaking during an event organized by
Teams to kick off Cyber Week
James Spiro
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Israeli Team8 venture group officially opened this year's Cyber Week with an event that took place in Tel Aviv
on Sunday. The event, which included international quests and cybersecurity professionals, showcased the
country and the industry as a powerhouse in relation to Startup Nation.

Opening remarks were made by Niv Sultan, star of Apple TV's 'Tehran’, who also moderated the event. She
then welcomed Gili Drob-Heinstein, Executive Director at the Blavatnik Interdisciplinary Cyber Research Center
(ICRC) at Tel Aviv University, and Nadav Zafrir, Co-founder of Team8 and Managing Partner of Team8 Platform
to the stage.

“I would like to thank the 100 CSOs who came to stay with us,” Zafrir said on stage. Guests from around the
world had flown into Israel and spent time connecting with one another ahead of the official start of Cyber
Week on Monday. Team8 was also celebrating its 8th year as a VG, highlighting the work it has done in the
cybersecurity arena.
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The stage was then filled with Admiral Mike Rogers and Nir Minerbi, Co-founder and CEO of Classiq, who
together discussed ‘'The Quantum Opportunity’ in computing. “Classical computers are great, but for some of
the most complex challenges humanity is facing, they are not suitable,” said Minerbi. "Quantum computing
will revolutionize every large industry.”

Classiq develops software for quantum algorithms. Founded in 2020, it has raised a total of $51 million and is
funded by Team8 among other VC players in the space. Admiral Mike Rogers is the Former Director of American
agency the NSA and is an Operating Partner at Team8.

"We are in a race," Rogers told the large crowd. “This is a technology believed to have advantages for our daily
lives and national security. | told both presidents | worked under why they should invest billions into quantum,”
citing the ability to look at multiple qubits simultaneously thus speeding up the ability to process information.
According to Rogers, governments have already publicly announced $29 billion of funding to help develop
quantum computing.

Final remarks were made by Renee Wynn, former CIO at NASA, who discussed the potential of cyber in space.
"Space may be the final frontier, and if we do not do anything else than what we are doing now, it will be chaos
100 miles above your head," she warned. On stage, she spoke to the audience about the threats in space and
how satellites could be hijacked for nefarious reasons.

“Cybersecurity and satellites are so important,” she concluded. “Let's bring the space teams together with the
cybersecurity teams and help save lives."

After the remarks, the stage was then transformed to host the evening's entertainment. Israeli-American puppet
band Red Band performed a variety of songs and was then joined by Marina Maximilian, an Israeli singer-
songwriter and actress, who shared the stage with the colorful puppets.

The event was sponsored by Meitar, Delloitte, LeumiTech, Valley, Palo Alto, FinSec Innovation Lab, and SentinelOne.
It marked the beginning of Cyber Week, a three-day conference hosted by Tel Aviv University that will welcome
a variety of cybersecurity professionals for workshops, networking opportunities, and panel discussions. It is
understood that this year will have 9000 attendees, 400 speakers, and host people from 80 different countries.
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The internet is "at risk of fracturing” amid geopolitical
unrest and unregulated tech companies

Technology is both the underlying problem and solution to the world’s biggest challenges off
and on the internet, explains Dr. Melanie Garson of the Tony Blair Institute for Global Change
James Spiro

Dr. Melanie Garson of the Tony Blair Institute for Global Change

When the internet was created, its creators, full of idealism and optimism, imagined an open place that would
improve communication and encourage education. It would connect like-minded strangers to one another
who otherwise would never have met. It would shrink the distance between us while enlarging our exposure
to different ideas and cultures.

As time went on, it also became clear that the internet would grow larger than anyone could anticipate - and
with that, bring with it a slew of criminality and national security risks. To some, it would endanger free speech
rights, to others, it would destroy democratic foundations in elections. Today, it runs the risk of becoming a
'splinternet’ that breaks off into different economic, technological, and commercial factions run by nations or
private companies.

“I think of an internet ecosystem, it is not just ‘the internet'” explained Dr. Melanie Garson, the Policy Lead for
Europe, Israel, and the Middle East in the Internet Policy Unit at the Tony Blair Institute for Global Change. “If we

are looking at this from a geopolitical national security standpoint, it is literally everything from the submarine
cables to the satellite system that is helping run it. Anything that creates a structure for the internet to run -
and everything running on it... It is constantly expanding, it's like it's breathing."

Dr. Garson joined CTech during her visit to Israel for Cyber Week to discuss some of the biggest threats faced
by nations and governments in an age where conflict, and potentially warfare, can be conducted solely on
the internet. In her role at the TBI, she communicates with advisory teams who speak to governments and
think tanks about cyber, tech, and foreign policy and how countries can work on their cyber capacity building,
implement tech and innovation policies, and focus on safe data governance. Regarding tech companies, her
team examines their responsibilities and their geopolitical actions.

The job encompassed a variety of roles and duties regarding a myriad of sections. She described it as “dealing
with some of the endemic problems that are splintering or challenging the use of the internet.”

"While we see it as a living breathing organism that is constantly in this exponential phase of growth, at the
moment it is at risk of being splintered,” she continued. "There is talk about the splinternet where we are getting
the internet dividing along different ideological lines."

What does that look like, exactly? Dr. Garson highlights the work of Wendy Hall, who has suggested that the
internet could in theory split into four ideologies: “The Silicon Valley Open Internet, the Brussels Bourgeois
Internet, the DC Commercial Internet, and the Beijing Paternal Internet.” Other examples are that nations could
take care of their own internet structures by controlling the stream of information and communication they
give to their citizens. The repercussions of this can lead to a weakening of the internet as a whole, making it
easier for bad actors to lead attacks on businesses and governments.

At the start of the Russia/Ukraine crisis, Ukrainian Minister of Digital Transformation Mykhailo Fedorov suggested
that the world ‘cuts Russia off’ of the internet - the ultimate sanction that would impact its citizens as much
as traditional trade sanctions from foreign nations. While the internet standards organization IETF (Internet
Engineering Task Force) and Internet Governance Forum (IGF) refused, it didn't prevent private companies like
Apple, Meta, Google, and others from stopping or curbing their operations there.

"Tech companies need to work on thinking together about their deliberation process for their choices in this
geopolitical intervention, to make sure they have consistency,” Dr. Garson warned. “This time they happen to
feel they are on the right side of history. But what happens when it is slightly not as clear cut?”

The internet can be used by companies to implement crippling social and economic sanctions, and it can also be
used to bring governments down. The world has never been more connected, and as a consequence has never
been so prone to cyberattacks. TBI works with governments to help them protect their critical infrastructure
from attacks. One story that has strangely avoided the news cycles is how the Costa Rican government has been
held at ransom for the last few months by crippling the country’s essential services - with hackers demanding
a $20 million payout. The conflict is still ongoing.

"We are getting that nexus from where cyber becomes not just criminal but also politically extraordinarily
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dangerous,” she continued. "It is a huge case for not just about making sure we get our key technologies
secure, it is not just about critical infrastructure, which is where everyone has their shields up at the moment,
but thinking about your political system. It's not just bots coming from Russia and China telling people how to
vote, this is something quite insidious, which is something people should be prepared for."

The effort to make governments better protected against cyberattacks must be an equal one, or it results
in lower-income countries becoming easy targets for hackers. "They're not quite attuned to the geopolitical
arguments... where they sit on the geopolitical argument doesn't make them feel they're at threat,” Dr. Garson
explained, regarding countries and their position relative to conflicts such as Russia and Ukraine. "These lower-
middle-income countries that aren't investing in their cybersecurity become the low-hanging fruit. It is much
easier to go and be a pickpocket than rob a bank."

And so, as the internet risks splintering into different fractions, it runs the risk of hurting poorer countries,
emboldening unregulated tech companies, and distorting the world's new infrastructure. Dr. Garson has conceded
that governments have already shown two faults that dispel any cyber World War narratives: limitations of
cyber as a tool in active conflicts, and limitations on governments to be agile enough to strengthen the internet
ecosystem. The void is filled by tech companies that have “critical roles” in conflicts going forward.

"As an institute, we are very much tech optimists. We very much believe in the power of tech to have a radical
difference in people's lives for the better. And that's the endgame - how can we harness these technologies to
really improve people's lives more quickly, and the challenge we think about particularly for tech companies
to build in some of these checks and balances... most technology companies, | tend to believe, are idealists,”
she concluded.
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Rethinking organizational cybersecurity strategy for
corporations

"The fact that commercial companies have experienced such attacks casts doubt on the
assumption that they don’t need to include nation state level attacks as one of the threats to
be addressed,” writes Dr. Yaniv Harel, CSO at the Blavantnik Interdisciplinary Cyber Research
Center

Yaniv Harel

A nation state actor is characterized by the ability to focus on a
single target in a way that doesn't correlate with the financial
benefit of the attack, to plan a complicated sequence of actions,
and to use unique and destructive types of malwares. Such actors
typically have a backend operation equipped with advanced control
capabilities, moreover, they support their activities with various
intelligence sources.

Cybercrime attack groups continuously get more sophisticated
and much more business oriented. In most cases, their activities
are planned, and their efforts are invested in correlation with
potential financial gains. It has been observed that attack actors
may abandon a target, even one in which they have invested
significant effort once they cross a predefined threshold beyond
which the potential gains cannot be justified. They may leave a
ransomware negotiation if they realize that the potential target won't pay.

Yaniv Harel

It is common to divide threat actors into three groups - individual attackers, cybercrime groups, and nation
state attackers. These days, organizations around the world allocate many millions to cybersecurity, with
budgets reaching tens and even hundreds of millions of dollars in large enterprises. As part of the budget
plan, organizations identify their priorities and the solutions chosen to protect themselves against the defined
risks. A critical infrastructure company, for example, would put a different set of solutions in place than an
educational institution.

Since the budget is finite, organizations should prioritize their investments, and many decide to exclude
solutions for nation state attacks. As a security leader you have to decide what are the typical attacks that may
challenge the organization and who are the most likely attackers that will choose the organization as a target.
CIS0s/CSOs are known to say: “If a nation decides to attack us — this is a scenario we are not going to cope
with, and we have approved this with our Executive management". Statements such as this are made under
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the assumption that solutions for nation-level threats are more complex and require a higher level of expertise.

There is also a common belief that national entities typically target governmental agencies and not private
companies. These are their typical targets for intelligence collection purposes, and when escalated, their attack
targets. This was true for many years in the intelligence and military arena. Nations follow other nations’ data,
and not commercial organizations' information.

In recent years, we have observed a change that should concern business entities. The supply chain attacks
that started with SolarWinds have brought nation state methods into the business arena. The creation of
complex infrastructure that enables access to companies via a legitimate platform and then selects them as
targets for attack, is a significant state level approach. Therefore, it is not surprising that a few months later
the Kaseya attack employed a similar technique, this time leveraging a managed security platform instead of
an IT management platform.

Several specific cases that were exposed during the last few months describe dedicated efforts in which groups
put a broad endeavor to build an infrastructure and to use strong components as the methodologies of nation
state actors. In Praying Mantis for example, exposed by Signia's team, the attackers used Zero-day malware in
a sophisticated way. Moreover, while they are aware of advanced monitoring and detection techniques, they
developed sporadic command and control channels to the attack tools providing more resiliency against popular
cybersecurity detection systems. A more local example is the POLONIUM case that Microsoft Threat Intelligence
Center has exposed. The attack group used OneDrive and AirVPN as part of their attack channels. In one of
the cases a cloud service provider was compromised. POLONIUM pivoted through the service provider and
gained access to a law firm and an aviation company. In other cases, POLONIUM has been observed deploying
a series of custom implants that utilize cloud services for command and control as well as data exfiltration.

The fact that commercial companies have experienced such attacks casts doubt on the assumption that they
don't need to include nation state level attacks as one of the threats to be addressed. The question whether
we are dealing with a nation state entity that targeted a commercial company, or a cybercrime organization
that accomplished a nation-class attack array, is not important. What is significant is the conclusion that arises.
The common assumption should be reconsidered, and different priorities and plans may emerge out of the
new perspective.

Management teams and boards of directors should rethink the approved strategy that is the base for their
cyber security organizational program. CISOs must revisit their resiliency programs, and insurance companies
should evaluate the level of requirements they pose for large organizations.

This change shouldn't land only on the CISOs' tables. This assumption variation is a wake-up call for global
governments as well. They should act at the legislation, enforcement, and collaboration levels that in the long
term will help to prevent these types of attacks on top of expecting the companies to defend against them.

Dr. Yaniv Harel is the CSO at the Blavantnik Interdisciplinary Cyber Research Center
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Israel’s 12th Annual Cyber Week Highlights
Unprecedented Changes in the Cyber Landscape and
the Critical Need For Coordinated Response

TEL AVIV, Israel, June 29, 2022 /PRNewswire/ -- Top Israeli government figures such as Prime Minister Naftali
Bennett and Defense Minister Benny Gantz, addressed the conference which is headed by Maij. Gen. (Ret.) Prof
Isaac Ben-Israel, known as the “father” of the Israeli Cyber industry. Leading American and British cyber officials
also contributed, including Chris Inglis the National Cyber Director at the Executive Office of the President at
the White House, Anne Neurberger the Deputy Assistant to the US President and Deputy National Security
Advisor for Cyber and Emerging Technologies at the White House, and Lindy Cameron CEO of the National
Cyber Security Centre. Private sector leaders including Ira Winkler, Chief Security Officer for Walmart, Tim
Brown CISO of SolarWinds, Jane Horvath, Chief Privacy Officer of Apple, Jason Chan, Former VP of Information
Security at Netflix, also addressed the conference. Supported by Israel's Ministry of Economy and Innovation,
attendees joined from over 80 countries from all over the world. Guests included startups and major investors,
together with numerous sponsors, and partners.

Cyber Week is jointly held by the Blavatnik Interdisciplinary Cyber Research Center (ICRC); The Yuval Ne'eman
Workshop for Science, Technology and Security at Tel Aviv University; and the Israeli National Cyber Directorate
under the Prime Minister's Office. The gathering occurred against the backdrop of unprecedented cyber
challenges and events including Russia's war on Ukraine. Speakers described a dramatic and concerning rise
in cyber warfare as well as cybercrime - cyber-related damage is predicted to hit $10.5 trillion annually by
2025, while cybersecurity spending on data protection and risk management could reach $172 billion globally
in 2022. Yet they also expressed hope in the effectiveness of properly implemented defenses and evolution in
defensive cyber techniques to meet the challenge.

Israel's Prime Minister Naftali Bennett pointed out how “inevitably cyber is going to become one if not the most
prominent dimensions of future warfare,” while drawing attention to the vital need for global collaboration in
the cyber sphere saying, “In cyber it's [collaboration] vital because the same bad quys who are attacking one
company or country are attacking others at the same time. If you can share that information everyone else
can defend themselves. It's like a pickpocket in a subway and if someone sprays them with red paint everyone
can see and defend themselves."

Ira Winkler: CISSP, Chief Security Architect, Walmart outlined the important role government plays saying,
"at a high level, governance tells people how to do things correctly with cyber security at the forefront.” He
also recognized the need to account for the human aspect of cyber and to be realistic when devising and
implementing strategy, "A user is as much as part of the system as a computer. Stop expecting people not to
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click on suspicious content, but rather have a strong network protecting them.”

Israel's Minister of Defense, Benny Gantz, outlined the increasing shift of conflict to the cybersphere and that
bad actors are already carrying out attacks via cyber, particularly Iran. The country uses “new [cyber] proxies
[who] “are terrorists with keyboards," in addition to their direct actions. In response, Defense Minister Gantz
stressed the need for private companies to follow government guidelines and cooperate saying, “Iran is first
a global challenge, then it is a regional challenge, and only finally is it a threat to the State of Israel. The same
goes for the cyber dimensions and the same framework of cooperation vis-a-vis Iran is expanding to cyber."

About CyberWeek:

Cyber Week is a leading international cybersecurity event that provides a unique opportunity for experts from
industry, government, military and academia to share their knowledge about the challenges and opportunities
in the field. Cyber Week is hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval
Ne'eman Workshop for Science, Technology, and Security, at Tel Aviv University, headed by Major Gen. (Ret.)
Prof. Isaac Ben-Israel together with the National Cyber Directorate at the Prime Minister's Office, The Ministry
of Economy and Industry, and the Ministry of Foreign Affairs.

THE TIMES OF ISRAEL

Israel has drastically damaged Iran’s intelligence
operations, Iranian officials say

NYT: Israeli distrust-sowing moves see Revolutionary Guard intel chief ousted after foiled
Turkey plot, senior officer nabbed; Israel 'infiltrated deep’ into Iran security circles

Israel has deeply infiltrated and drastically shaken Iranian intelligence operations in recent months, a senior
Iranian official told the New York Times.

The report published Wednesday cited the recent ousting of the intelligence chief of the Islamic Revolutionary
Guard Corps and the secret arrest of a senior commander accused of spying for Israel as examples of the
growing levels of distrust in Iran.

Mohammad Ali Abtahi, a former vice president of Iran who lives in Tehran and still maintains close ties with top
officials, told the newspaper that Israeli operations had seriously damaged trust within the country's security
establishment.

"The security breaches inside Iran and the vast scope of operations by Israel have really undermined our most
powerful intelligence organization,” he said.

"The strength of our security has always been the bedrock of the Islamic Republic and it has been damaged in
the past year," Abtahi said, telling the newspaper that the Iranian defense establishment would now be looking
for a new approach.

The report said that unnamed Iranian officials also admitted that “Israel's spy network has infiltrated deep into
the rank and file of Iran's security circles."

Iranian Vice President Mohammad Ali Abtahi speaks with media as he leaves a cabinet meeting in this Sept.
17, 2003 file photo (AP Photo/Vahid Salemi, file)

Israel has allegedly stepped up its attacks on Iran's nuclear program in recent months.

Israeli officials told the Times that this was a deliberate tactic to expose failures by the IRGC, generating conflict
between the political and defense establishments in Iran.

Iran's decision to replace the intelligence chief of the IRGC, Hossein Taeb, who had held the position for more
than 12 years, was seen as a prime example of the long-running campaign by Israel.

The Times reported that Taeb had “seemed untouchable” before a number of recent high-profile killings blamed
on Israel and before the apparently foiled Iranian plan to attack Israelis in Turkey.
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An unnamed adviser to the Iranian government and an individual affiliated with the IRGC both told the
newspaper that Taeb had been tasked with exposing Israel's spy network in Iran.

Israeli intelligence officials who requested anonymity told the newspaper that the thwarting by Israeli and
Turkish security forces of the plot had proved the final straw for officials, who abruptly removed Taeb from
his position.

But the report also said calls for Taeb to be ousted had already been voiced in the wake of increasing distrust
among senior Iranian officials after a senior commander in the Revolutionary Guards, Brig. Gen. Ali Nasiri, was
secretly arrested amid allegations that he spied for Israel.

Iranian officials with knowledge of Nasiri's detention said he was placed in custody earlier this month, around
two months after a wave of arrests in which several dozen Iranian Defense Ministry employees were arrested
on suspicion of leaking classified materials to Israel.

In this September 21, 2016, file photo, Iran's Revolutionary Guard troops march in a military parade in Tehran,
Iran. (AP Photo/Ebrahim Noroozi, File)

Nasiri held a high-level position in the IRGC's Protection of Information Unit, a branch of the force responsible
for supervising the Guard Corps' operations, the Times said.

His arrest had beqgun to rattle senior Iranian officials who already had concerns about Taeb, but the balance
was tipped after Israel exposed the plot against its citizens in Turkey.

Jerusalem reportedly told Ankara that Taeb was behind the planned attacks.

Taeb was a trusted ally of Iranian Supreme Leader Ayatollah Ali Khamenei, and prior to his appointment in the
IRGC was notorious for his role in brutal crackdowns on protestors.

Iran and Israel have been engaged in a years-long shadow war but tensions have ratcheted up following a
string of high-profile incidents Tehran has blamed on Jerusalem.

A number of members of the IRGC and scientists have been killed in recent weeks, with Iran often pointing
the finger at Israel.

Two Turkish riot police officers walk in front of the Blue Mosque in Istanbul, on June 14, 2022. (Yasin Akgul/AFP)

Iran reportedly suspects Israel killed two Iranian scientists several weeks ago by poisoning their food. The
details of the men's work, the circumstances of their deaths and their ties to the government remain unclear.

On June 13, Ali Kamani, a member of the Guard's aerospace division, was killed while on a mission in Khomein
in the central province of Markazi, the IRGC said in a statement, without elaborating.

Earlier in June, Colonel Ali Esmailzadeh, a commander of the IRGC's external operations unit, the Quds Force,
died “"in an accident in his home," according to state news agency IRNA.

And on May 22, Guards Colonel Hassan Sayyad Khodaei, 50, was killed outside his home in the east of the Iranian
capital by attackers on motorbikes who shot him five times. State television in Iran said Khodaei was a member
of the Quds Force and that he was "known" in Syria, where Iran has acknowledged deploying “military advisers."

The IRGC described Khodaei as a "defender of the sanctuary,” a term used for those who work on behalf of
the Islamic Republic in Syria or Iraq, accused "Zionists" of being behind the assassination, and vowed revenge.

People walk past a banner showing Iran's Revolutionary Guard Col. Hassan Sayyad Khodaei, prior to his funeral
ceremony, in Tehran, Iran, May 24, 2022. (Vahid Salemi/AP)

And late last month, an engineer was killed and another employee injured in Iran's Parchin military complex
under unclear circumstances. The New York Times reported that the deadly explosion at the military complex
was caused by quadcopter suicide drones. Iran said the man was killed by “industrial sabotage.”

There have also been a number of attacks — both physical and cyberattacks — on nuclear and industrial
facilities in recent months.

Israel and Iran have for years been involved in a largely clandestine cyberwar that occasionally bubbles to the
surface. Most recently, Iran's major steel companies were hit by a cyberattack on Monday.

Israeli military correspondents, who are reqularly briefed off-the-record by senior Israeli officials, hinted that
Israel was directly responsible for the assault in retaliation to a suspected cyberattack that caused rocket sirens
to be heard in Jerusalem and Eilat last week.

Outgoing Prime Minister Naftali Bennett warned Tuesday that anyone who attempts a cyberattack against
Israel will “pay a price.”

“[The] approach with our enemies, especially Iran... we don't go around wreaking havoc in Tehran — that's
never been our policy. Our policy is, if you mess with Israel, you'll pay a price,” Bennett said at the Cyber Week
conference in Tel Aviv.
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'Mess with Israel, you'll pay a price,’ PM warns Iran,
after steel plant cyberattack

At Cyber Week event, Bennett says 'wreaking havoc in Tehran’' not a policy, but Israel will
respond to assaults; 'smart folks' at keyboard can do what commandos do without the risks
EMANUEL FABIAN

Outgoing Prime Minister Naftali Bennett warned Tuesday, a day after Iran's major steel companies were hit by
a cyberattack, that anyone who attempts a cyberattack against Israel will “pay a price."

“[The] approach with our enemies, especially Iran... we don't go around wreaking havoc in Tehran — that's
never been our policy. Our policy is, if you mess with Israel, you'll pay a price," Bennett said at the Cyber Week
conference in Tel Aviv.

He also highlighted the benefits of using cyber warfare over more traditional military offensive methods,
noting, "You can get a bunch of smart folks sitting on a keyboard to achieve the same effect... without risking
your soldiers' lives."

Monday's large cyberattack forced the state-owned Khuzestan Steel Co. to halt production, and two other
major steel producers also reported being targeted.

An anonymous hacking group claimed responsibility on social media for the attack, saying it had targeted Iran’s
three biggest steel companies in response to the "aggression of the Islamic Republic.”

The group, calling itself “Gonjeshke Darande,” shared what purported to be closed-circuit footage from the
Khuzestan Steel Co. factory floor that showed the malfunction of a piece of heavy machinery on a steel bar
production line, causing a massive fire.

Israeli military correspondents, who are reqularly briefed off-the-record by senior Israeli officials, hinted that
Israel was directly responsible for the assault in retaliation to a suspected cyberattack that caused rocket sirens
to be heard in Jerusalem and Eilat last week.

Bennett was asked at the conference about his approach as prime minister to cyber offense and defense, and
gave a lengthy, considered response.

Prime Minister Naftali Bennett speaks with Michal Braverman-Blumenstyk, Microsoft corporate VP and CEO
of the Israel R&D Center at the annual cybersecurity conference Cyber Week at Tel Aviv University, June 28,
2022. (Cyber Week, Tel Aviv University)

"Today you can get stuff done hitting your enemy through cyber which in the past would require to covertly
send 50 or 100 commando soldiers behind enemy lines with huge risk," he said. "And now you can get a bunch
of smart folks sitting on a keyboard to achieve the same effect. So it's a no-brainer. And this is why inevitably
cyber is going to become one of, if not the most prominent dimensions of future warfare. It just makes sense...
If you can get the same effect through cyber without risking your soldiers' lives, obviously it's going to happen.”

"On the geopolitical level," Bennett added, "we're going to see a lot of investment across the world in cyber
offense... It's only going to get worse, the threat... With critical infrastructure, we're doing pretty well on the
defensive side and of course on the military dimensions of defending ourselves.”

He said he was “a bit surprised” by the relative "lack of use of cyber tools in the war in Ukraine."
Bennett then specified his policies on cyberwarfare, particularly as related to Iran:

“Just like there's nuclear deterrence, there's going to be cyber deterrence,” he said. "And my approach generally
with our enemies, especially Iran, is, we don't go around just wreaking havoc in Tehran. That's never been our
policy. Our policy is, though, that if you mess with Israel, you'll pay a price. And you can no longer hit Israel
indirectly through proxies, through Hezbollah, through Hamas, and think you'll get away with it.

"If you're the bully who's sending folks to hit us,” he elaborated, "we're going to try and not fight with those
folks; we're going to hit the bully." This approach, he said, applies in all dimensions including cyber: "If anyone
attacks us on cyber, we're going to attack back. We're not going to be feeble,” Bennett said.

A screenshot from what is believed to be closed-circuit footage obtained from Iran's Khuzestan Steel Co. factory
floor where a piece of heavy machinery on a steel billet production line malfunctions and causes a massive
fire, June 27, 2022. (Screenshot: Twitter)

Also speaking at Monday's conference, Israel's National Cyber Directorate chief Gaby Portnoy said Iran had
become a "dominant rival" in cyberspace, amid relentless attempts to attack civilian infrastructure in the past
year.

"There is no longer only one type of an ideological official enemy. On the one hand, Iran has become our
dominant rival in cyber, together with Hezbollah and Hamas," Portnoy said. “We see them, we know how they
work, and we are there.

"On the other hand, the spectrum also was stretched to attackers, attack groups, proxies, independent crime
organizations, and private people," Portnoy added.

According to data presented by the directorate at the conference, 1,500 cyberattacks on the Israeli home front
were foiled over the past year alone.

Brig. Gen. (ret.) Gaby Portnoy, director-general of the Israel National Cyber Directorate. (Avshalom Sassoni/
Flash90)

Israel and Iran have for years been involved in a largely clandestine cyberwar that occasionally bubbles to the
surface. Israeli officials have accused Iran of attempting to hack Israel's water system in 2020.

In turn, Iran has accused the United States and Israel of cyberattacks that have impaired the country's
infrastructure.

Iran disconnected much of its government infrastructure from the internet after the Stuxnet computer virus —
widely believed to be a joint US-Israeli creation — disrupted thousands of Iranian centrifuges in the country'’s
nuclear sites in the late 2000s.

In @ major incident last year, a cyberattack on Iran's fuel distribution system paralyzed gas stations across the
country, leading to long lines of angry motorists. The same anonymous hacking group, Gonjeshke Darande,
claimed responsibility for the attack on fuel pumps.
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'Mess with Israel, you'll pay a price,’ PM warns Iran,
after steel plant cyberattack

At Cyber Week event, Bennett says 'wreaking havoc in Tehran’' not a policy, but Israel will
respond to assaults; 'smart folks' at keyboard can do what commandos do without the risks
EMANUEL FABIAN

Outgoing Prime Minister Naftali Bennett warned Tuesday, a day after Iran's major steel companies were hit by
a cyberattack, that anyone who attempts a cyberattack against Israel will “pay a price."

“[The] approach with our enemies, especially Iran... we don't go around wreaking havoc in Tehran — that's
never been our policy. Our policy is, if you mess with Israel, you'll pay a price," Bennett said at the Cyber Week
conference in Tel Aviv.

He also highlighted the benefits of using cyber warfare over more traditional military offensive methods,
noting, "You can get a bunch of smart folks sitting on a keyboard to achieve the same effect... without risking
your soldiers' lives."

Monday's large cyberattack forced the state-owned Khuzestan Steel Co. to halt production, and two other
major steel producers also reported being targeted.

An anonymous hacking group claimed responsibility on social media for the attack, saying it had targeted Iran's
three biggest steel companies in response to the "aggression of the Islamic Republic.”

The group, calling itself “Gonjeshke Darande,” shared what purported to be closed-circuit footage from the
Khuzestan Steel Co. factory floor that showed the malfunction of a piece of heavy machinery on a steel bar
production line, causing a massive fire.

Israeli military correspondents, who are reqularly briefed off-the-record by senior Israeli officials, hinted that
Israel was directly responsible for the assault in retaliation to a suspected cyberattack that caused rocket sirens
to be heard in Jerusalem and Eilat last week.

Bennett was asked at the conference about his approach as prime minister to cyber offense and defense, and
gave a lengthy, considered response.

Prime Minister Naftali Bennett speaks with Michal Braverman-Blumenstyk, Microsoft corporate VP and CEO
of the Israel R&D Center at the annual cybersecurity conference Cyber Week at Tel Aviv University, June 28,
2022. (Cyber Week, Tel Aviv University)

"Today you can get stuff done hitting your enemy through cyber which in the past would require to covertly
send 50 or 100 commando soldiers behind enemy lines with huge risk," he said. "And now you can get a bunch
of smart folks sitting on a keyboard to achieve the same effect. So it's a no-brainer. And this is why inevitably
cyber is going to become one of, if not the most prominent dimensions of future warfare. It just makes sense...
If you can get the same effect through cyber without risking your soldiers' lives, obviously it's going to happen.”

THE TIMES OF ISRAEL

Gantz says Iran and Hezbollah tried to hack UN peace
force, steal deployment data

Speaking at Cyber Week event, defense minister warns Tehran is a leader of cyberterrorism,
using 'terrorists with keyboards’ as proxies
EMANUEL FABIAN
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Defense Minister Benny Gantz on Wednesday said Iran and its Lebanese proxy Hezbollah recently attempted
a cyberattack against a United Nations peacekeeping force in southern Lebanon, in order to steal information
about its activities in the area.

"The leader of global, conventional terrorism is Iran. This is also true for cyberterrorism,” Gantz said at the Cyber
Week conference in Tel Aviv. "Iran operates via proxies such as Hezbollah in all dimensions — including cyber.

"Today | can reveal recent malign activities conducted by Iranian security institutions in cooperation with
Hezbollah: an attempt to disrupt UNIFIL (United Nations Interim Force in Lebanon) operations,” Gantz said.

“They launched a cyber operation with the aim of stealing materials about UNIFIL activities and deployment
in the area, for Hezbollah's use," he said. “This is yet another direct attack by Iran and Hezbollah on Lebanese
citizens and on Lebanon's stability.”

It was not immediately clear if the alleged joint Iranian and Hezbollah cyberattack against the UN peacekeeping
force was successful, or when it had occurred.

Responding to Gantz's remarks, UNIFIL said it has "not received any direct information on the alleged incident.”
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"UNIFIL and the United Nations take cyber-security very seriously and have robust measures in place to protect
our data,” it added in a statement.

Members of UNIFIL patrol the area of Naqura, south of the Lebanese city of Tyre, on the border with Israel on
June 6, 2022. (Mahmoud ZAYYAT / AFP)

Gantz said Israel knows “the cyber systems and operation methods of its opponents,” and had identified a
trend of Iranian hacker groups operating against Israel, other countries in the Middle East, and the world in
recent years.

He said Israel is aware of Iranian terror groups, led by the Islamic Revolutionary Guards Corps, that "have tried
to carry out operations against international targets, including charities and government networks in the United
States,” as well as attempts to influence the US presidential election.

"Following investigations published on this subject, we can confirm that the ‘Shahid Kaveh'’ unit operated by the
IRGC, which was revealed about a year ago, conducted research to damage ships, gas stations, and industrial
plants in several Western countries including Britain, the US, France and Israel,” Gantz said, adding that the
foiled attempts were carried out "under the direct instructions of Iran’'s leadership.”

“These new proxies are ‘terrorists with keyboards,’ yet they are just like any other terrorist. We know who
they are, we target them and those who direct them. They are in our sights as we speak — and not just in
cyberspace,” he said.

“Not a single attack on Israel's citizens will be met with silence. The responsibility for such attacks lies with the
countries and terror groups that fund and guide them. There is a variety of possible responses to cyberattacks
— in and outside of the cyber domain,” Gantz added.

Gantz's comments came two days after a large cyberattack forced the Iranian state-owned Khuzestan Steel
Co. to halt production, and two other major steel producers also reported being targeted.

A screenshot from what is believed to be closed-circuit footage obtained from Iran’s Khuzestan Steel Co. factory
floor where a piece of heavy machinery on a steel billet production line malfunctions and causes a massive
fire, June 27, 2022. (Screenshot: Twitter)

Israeli military correspondents, who are reqgularly briefed off-the-record by senior Israeli officials, hinted that
Israel was directly responsible for the assault in retaliation to a suspected cyberattack that caused rocket
sirens to be heard in Jerusalem and Eilat last week.

Israel and Iran have for years been involved in a largely clandestine cyberwar that occasionally bubbles to the
surface. Israeli officials have accused Iran of attempting to hack Israel's water system in 2020.

During Wednesday's conference, the deputy commander of the military’'s 8200 intelligence unit said it had
foiled that attack. "We thwarted the attempt to take over Israel’s critical water systems and poison them several
years ago," Col. Aleph, who can be identified only by the initial of his first name, said.

“In another case, we also identified that a certain opponent was attacking Israel, and while we were recognizing
that, the same attacker was also trying to target power plants in the US. We were able to prevent this threat
through close cooperation with our American partners,” he said.

Col. "Aleph”, the deputy commander of the IDF's 8200 intelligence unit speaks at the Cyber Week conference
in Tel Aviv, June 29, 2022. (Cyber Week, Tel Aviv University)

In turn, Iran has accused the United States and Israel of cyberattacks that have impaired the country's
infrastructure.

Iran disconnected much of its government infrastructure from the internet after the Stuxnet computer virus —
widely believed to be a joint US-Israeli creation — disrupted thousands of Iranian centrifuges in the country's
nuclear sites in the late 2000s.

In a major incident last year, a cyberattack on Iran's fuel distribution system paralyzed gas stations across the
country, leading to long lines of angry motorists. The same anonymous hacking group, Gonjeshke Darande,
claimed responsibility for the attack on fuel pumps.

In a brief message in Hebrew at the conference, Gantz mentioned a video Hamas released on Tuesday of
Hisham al-Sayed, an Israeli man held by the terror group in the Gaza Strip, showing him hooked up to oxygen
and claiming his health had deteriorated.

"Yesterday a video was published, and its goal is extortion over a humanitarian issue. Hamas is holding captive
for years the four boys against international law, against morals,” he said, referring to al-Sayed and Avera
Mengistu, and the bodies of two Israeli soldiers, Oron Shaul and Hadar Goldin.

"Hamas is responsible for this, and our expectation is for the international community to act against this behavior.
Israel is continuing to act in order to return them home," he said. "It is a humanitarian issue, and blackmail and
other tricks will not change our conduct.”
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Pharma giant Bayer to set up cybersecurity center in
Israel

German multinational to operate large local cyber unit tasked with creating partnerships with
local tech ecosystem
RICKY BEN-DAVID

Pharmaceutical giant Bayer will open a cybersecurity
development center in Israel, as part of the German
multinational's global cybersecurity operations,
in a bid to engage and partner with one of the
strongest Israeli sectors in the local tech ecosystem.

Hugo Hagen, the managing director and
country division head of Bayer Israel, made the
announcement Wednesday together with the
Ministry of Economy and Industry, following the
visit to Israel this week of a delegation of senior
Bayer executives.

Israel is currently hosting the Cyber Week
conference at Tel Aviv University, an annual
cybersecurity summit that draws government
officials, intelligence authorities, and entrepreneurs and executives from all over the world. Both outgoing Prime
Minister Naftali Bennett and Defense Minister Benny Gantz spoke at the conference this year, warning that the
cyber sphere was the most prominent dimension of future warfare, including attacks on critical infrastructure
such as energy, water and manufacturing, and supply chain operations.

Israel is a cybersecurity powerhouse with companies in the sector raising a record $8.8 billion in 2021, a figure
that accounts for 40% of the total funds raised by cybersecurity firms worldwide last year, according to data
provided by the Israel National Cyber Directorate.

Overall cybersecurity exports from Israel were estimated at $11 billion in 2021, according to separate Israeli
Export Institute data.

A number of multinationals have opened cybersecurity centers in Israel including Mastercard, Japanese IT
multinational Fujitsu, Anheuser-Busch InBev (AB InBev), the world's largest beer maker, and multinational
consulting firm PricewaterhouseCoopers.

For Bayer, Hagen said in a statement Wednesday: "As a company engaged in R&D in the core areas of life
sciences, the ability to integrate with Israel's unique cybersecurity ecosystem, alongside sectors such as
medical innovation and agricultural development is an opportunity to integrate as players in the Israeli market
and provide added value for Bayer and for the ecosystem.”

Biotech and pharmaceutical companies are highly susceptible to cyberattacks, according to experts. In 2017,
pharmaceutical giant Merck was one of the high-profile corporate victims of one of the worst, most destructive
cyberattacks in the world, NotPetya, a "wiper” malware attributed to Russia. The infection spread across the
world from hospitals to shops to banking multinationals, huge corporations, and manufacturers, and cost
billions of dollars in losses.

Bayer's cybersecurity center will operate in Bayer Israel's existing offices in the central city of Hod Hasharon,
and will work to create collaborations with Israeli cybersecurity startups and companies.

The new center will be one of Bayer's largest internal cyber units, the Ministry of Economy indicated.

The ministry's director-general, Dr. Ron Malka, said Israel was a major draw for multinational companies “and
there is no doubt that such connections contribute to employment, innovation, [and] Israel's image and attract
other international investments.”

Malka welcomed Bayer's expansion in Israel and said the ministry was working to create “similar connections
in the future.”

Bayer — the inventor of aspirin and the maker of over-the-counter commercial products such as Claritin, Alka-
Seltzer and Aleve, as well as prescription cancer medication Nexavar — has been active in Israel since 2008,
and has been tapping into local opportunities in both the pharmaceutical field and the agricultural tech sector.
The company invested in plant genomics firm Evogene in 2010; in Compugen Ltd., a cancer immunotherapy
firm in 2013; and in drip irrigation developer Netafim in 2016.

In 2016, Bayer set up an agricultural innovation fund together with the Trendlines Group, an investment company;,
to treat bacterial diseases in crops, and has partnered with Israeli biotechnology incubator FutuRx to foster
startups focused on innovative therapeutic technologies.

The firm also collaborates with Prospera Technologies to improve agriculture output using the Al and advanced
data collecting methods developed by the Israeli startup.

In 2019, a delegation of 15 senior officials of Bayer visited Israel to seek out partnerships and investment
opportunities in local startups in the field of biotechnology and digital health. Similar visits had been held until
then only in countries considered among the leaders in the field of biotech, pharma and digital innovation,
including Germany, China and the United States

The Bayer delegation in Israel, June 29, 2022 with director-general of the Ministry of Economy and Industry Dr.
Ron Malka. (Gideon Sharon/ Ministry of Economy and Industry)

Hagen himself has been in Israel since 2019, scouting for Israeli technologies in the fields of pharma, agriculture
and digital health technologies for the 150-year-old life sciences German-based firm Bayer AG, one of the
largest in the world by sales.

In an interview with The Times of Israel last year, Hagen said his job was to "ping" managers at the HQ about
what is going on in the local ecosystem, alerting them about the latest developments. Competition to find the
next big thing in Israel is high.

"There are so many companies scouting for those good ideas," he said. “If there is an Israeli company with good
phase Il (clinical trial) data, I'll promise you it is on the radar already of many pharma companies.”
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Last year, Bayer's investment arm, Leaps, invested in Israel-founded biotech firm Ukko, which raised a total of ¢ PR . ’
$40 million from investors in a series B funding round to use artificial intelligence and protein engineering to O”ly ISTCI@I teaCheS C}’bersecumy n hlgh SChOOlS

develop healthier food and therapies for food allergies. Isaac Ben-Israel, the man who Kick-started country’s cyber revolution,
gives insight on defense technology, recent examples of tech warfare

Bayer also signed a collaboration agreement last June to test out new drugs on human heart tissue 3D-printed oYY e ey wil o . Ul you b 3 wepors T ny e 1o 0 same e
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Center at Tel Aviv University,

f J 20 22 is a co-founder of the annual
as or June . cven, A o
IDF, he serve eve

defense technology units until
his retirement in 2002

In 2011, he submitted the
National Cyber Initiative to
the government, a plan that
laid the foundation for Israel’s
cyber revolution during the
past decade

In an interview with The
Jerusalem Post, Ben-Israel elab-
orated on CyberWeek's foun-
dation and the lessons to be
learned from recent examples
of cyber warfare.

How would you define the
fundamental idea of Cyber-
Week? I there really enough
t0 g0 over to take up a whole
week?

From the beginning, the
main idea was - and still s - to
regard cyber activity as a kind
of interdisciplinary discipline.
1t's not only about technology.

Although most of the prob-
lems in the 2Ist century we
tend to solve with technology,
many times those problems
are not purely technological.

Solving these ~problems,
many times, may depend on
variables, like the psycholo-
gy of the user, or sometimes
the psychology of the masses,
when looking at things like
social media.

One often has to take into
account legal problems, [or]
the conflict between different
sets of values, like security on
the one hand and privacy on
the other hand.

We could also make cyber-
security much more efficient
if we distegard the privacy or
human rights of our own cit-
izens - which is, in a way, a

philosophical question. These 8oon, we will cetebrate a birthday
factors have nothing to do q i
with technology, . *fogether in my new apartment

Next week, you will find
people from many disciplines:
computer scientists, engineers,
etc, but there are also people
that are involved in policy and

Hugo Hagen, the managing director and country division head of Bayer Israel (Danit Nitzan) Sl vt

That is the nature of Cyber-
Week, from day one until
today. That's why we need a
week. We started with a one-
day conference and then we
said, ‘Okay, but we have to dis-
cuss thelegal issues, we have to
discuss ransomware, we have
to discuss human psychology,
business issues.” We had o
keep extending it

Do you see CyberWeek as
the big Isracli cybersecuri-
ty conference or as the big
cybersecurity ~ conference
that happens to be in Israel?

There is not much differ-
ence between the two, because
while we didn't invent the
technology in Israel, we were
among a very small group of

— A, — N ‘1.

countries which used it for .

intelligence and defense. Come and discover Beresheet - a new residential experience for people ages 65 and over, which is being built at Ramat Motza
in the Jerusalem mountains. Here you have the opportunity to be the pioneers and partners in a new residential concept and

of the closet with our cyber- to take part in building a way of life that fits your worldview. Come and build a life full of meaning and interest together with

security knowledge. In 2011, people who know how to appreciate the amazing nature and landscape that surrounds the project, enjoy the atmosphere

e T o keep 2 of Shabbat Kodesh and celebrate the Israeli holidays with a strong and cohesive community, which we built together.

mate subject for normal
civilian activity. We started to
develop academic centers,

1t's hard to believe but when

A"
we started in 2011, there was Ay
= & Bereshee
globe in which you could go Ya
= I .
Senior Living Community

and study cybersecurity. Why?
Because if you publish a
paper about it in a university, - Jerusalem Hills -
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BENNETT CYBER WARNING TO IRAN:

It you mess with us, you'll pay a price

* By YONAH JEREMY BOB

Prime Minister Naftali Ben-
nett warned Iran that in the
cyber arena, if you mess with
Israel, you will pay a price.

“Just like there is nucle-
ar deterrence, there is going
to be cyber deterrence,” he
said on Tuesday at the Tel
Aviv University Cyber Week.
“My approach generally, and
especially with Iran, is - and
we don’t go around wreak-
ing havoc in Tehran, that
has never been our policy -
but our policy is if you mess
with Israel, you'll pay a price.
You can no longer hit Israel
indirectly and through prox-
ies and think you'll get away
with it.

“If you are a bully who

& gig omenee

NEW NATIONAL cybersecurity chief Gaby Portnoy addresses the
Tel Aviv University conference yesterday. (Cyber Week, Tel Aviv University)

sends folks, we will try to
hit you” with kinetic, covert
and cyber. “Anyone attack-
ing us in cyber, we are going
to attack back. We are not
going to be feeble here. We

can get stuff done hitting your
enemy through cyber. Before
we needed to send 50 to 100
commandos behind enemy
lines with huge risks. Now
we get a bunch of smart folks

together sitting at a keyboard
and achieve the same effect.
It is inevitable that cyber is
going to become one, if not
the most, prominent dimen-
sion of future warfare.”

Regarding defending the pri-
vate sector from cyberattacks,
Bennett said that “Israel has a
layered approach. [ appointed
a new |[Israel National Cyber
Directorate] chief, [Gaby]
Portnoy. Corporations must
take their own responsibility,
the law does apply that when
they screw up with their cli-
ents, that is their problem. So
they have an incentive to take
care of themselves.”

Bennett added, “That is not
enough. The national-level

See PRICE, Page 7
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[ran trying to disrupt UN Lebanon
peace force with cyberattacks - Gantz

* By ANNA AHROMNHEIM

Iram is trying to disrupt LINI-
FIL in Lebanon in coopera-
tion with Hezbollah by “car-
rving out a cyber operation
aimed at stealing materials
about UNIFIL's deployment
in the area for the use of Hez-
bollah,” Defense Minister
Benny Gantz sald Tuesday at
the International Cvber Con-
ference.

“This is another attack by
Iran and Herbollah on Leb-
anese citizens, and on Leba-
non’s stability,” he said,

According to Gantz, Iran is
challenging Israel not only in

the air, land and at sea, but
has been waging cyvberattacks
against it for over a decade.
While [srael faced several sig-
nificant cyberattacks a decade
ago, it now faces over 1,000
attacks a vear.

“Governments and democ-
racies are tasked with defense
and deterrence,” he said. “We
must charge a heavy price
from those who attempt to
harm us and this is how Israel
operates. The cyber dimen-
sion is boundless but nmot
without traces. [t's import-
ant to emphasize that lsrael

S FORCE, Page 7

The link between IRGC
and Venezuelan plane

= By TZVI JOFFRE

The recent detainment of a Venezuelan cargo plane in
Argentina could be linked to attempts by the Islamic Rev-
olutionary Guards Corps (IRGC) to attack Israelis abroad,
according to independent Israeli intelligence analyst
Ronen Solomon, who runs the Intelli Times blog.

The cargo plane, which belongs to the Venezuelan
state-owned Emtrasur cargo company, was detained on
June 8 after landing in Buenos Aires. There were concerns

S FLANE, Page 7
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Was Iran behind siren cyberattacks in Jerusalem, Eilat?

A diplomatic source said the hacker identity is uncertain, but suspicions have been raised that
the cyberattack was carried out by Iran.
YONAH JEREMY BOB

False rocket warning sirens that were activated in Jerusalem and Eilat on Sunday evening were likely caused
by a cyberattack, the Israel National Cyber Directorate (INCD) confirmed on Monday morning.

By Monday, there was rampant speculation that Iran was the perpetrator of the hack, with a slew of cyber
experts opining as such in interviews about the possibility of Iranian involvement.

However, a diplomatic source said there was still uncertainty whether the Islamic Republic was the source of
the attack.

The diplomatic source also downplayed the significance of the attack, saying, “There is constant cyber activity
against Israel. In terms of Israel working on increasing its cyber resilience, it is not in a bad place. Part of
the [state's] multi-year plan is to build a cyber iron dome in cooperation with other nations. The headlines
exaggerated about the sirens yesterday.”

On Sunday evening, rocket sirens sounded for almost an hour in Eilat and across several Jerusalem neighborhoods
including Talpiot, Katamon and Beit Hakerem.

Was it really a cyberattack?
The IDF initially said there was a system malfunction by the IDF, although the actual cause was unknown.

The INCD said the attack was directed against the municipal siren systems rather than through the IDF Home
Front Command alert system, which is usually viewed as more secure.

The relevant authorities were instructed to take preventative measures against the threat.

Speaking to Army Radio on Monday morning, former IDF deputy chief of staff MK Yair Golan (Meretz) responded to
the report, saying that Israel was preparing itself for Iranian attempts to harm the country through cyberwarfare.

"The Home Front Command's alarm system was not breached, the municipal siren system was, but it is very
worrying and disturbing,” Golan said. “If there is a breach point there, it should be closed immediately.”

The idea that someone else besides Iran would be behind the hack is hard to explain. There was no ransomware
or monetary extortion element to the attack, which mostly disqualifies criminals.

Few nation states with powerful cyber programs besides Iran are in conflict with Israel. Even if, for example,
Russia decided to retaliate against Jerusalem for its support for Ukraine, playing with sirens would seem to be
beneath it.

In contrast, infiltrating a non-essential and less protected system that could get significant media attention,
like the sirens, would fit into prior Iranian cyberattacks.

Cyberattacks on Iran

Last week, Iran claimed that it had uncovered a cyberattack on the municipality of Tehran. The attack impacted
traffic cameras and other electronic services, but an Iranian official said it did not compromise any critical data.

Most cyberattacks on Iran have been laid at Israel's doorstep, though there are some Iranian dissidents and
human rights activists who have also hacked the Islamic Republic.

If Iran was behind Sunday night's cyberattack, it would be another move in a long and cyclical cyberwarfare
game between the countries that has escalated since spring 2020.

Omree Wechsler, a senior researcher at the Blavatnik Interdisciplinary Cyber Research Center, commented
on "the story of Iranian cyberattack that may be behind false rocket warning sirens in Jerusalem. Specifically,
the hacks targeted public address systems in Jerusalem and Eilat. As a clear Israeli symbol, it shows that this
is an opportunistic attack and not a sophisticated and well-planned attack launched years ago. The hackers
attacked where they found loopholes.”

"The hackers attacked where they found loopholes.”
Omree Wechsler, senior researcher, Blavatnik Interdisciplinary Cyber Research Center

Wechsler added, "As many cyberattacks in the world are focused on financial or espionage targets, the Iranian
activity against Israel is in accordance with the pattern of causing damage or creating panic. Such attacks are
common and are part of a daily routine that includes thousands of attempts to hack into any system or server
whose damage would cause media coverage.”



Y Cyber Week

June 27th-30th, z.

Tel Aviv University, Israe|

—~

% ‘i’CRC @O@ X ‘ = Cyber Israel

‘ ) National Cyber Dirg¢torat
Yuval Ne'eman Workshop Blavatnik In@fdisciplinary TEL AVIV -NO'0110IN | National Cyber Dirgctorate

for Science, Technology and Security Cyber Research Center UNIVERSITY 2NN
Tel Aviv University

In cooperation with: @ ‘, }i‘[ﬁ;‘,‘\'f‘é&‘ @

Ministry of Forgigh Affairs i ndus ISRAEL EXPORT INSTITUTE
Isral o

LEEJERUSALEM POST

Iran trying to disrupt UNIFIL in Lebanon with
cyberattacks - Gantz

Iran trying to disrupt UNIFIL in Lebanon with cyberattacks - Gantz "Israel knows the cyber
systems and operational methods of its opponent.”
ANNA AHRONHEIM

Iran is trying to disrupt UNIFIL in Lebanon in cooperation with Hezbollah by “carrying out a cyber operation
aimed at stealing materials about UNIFIL's deployment in the area for the use of Hezbollah," Defense Minister
Benny Gantz said Tuesday at the International Cyber Conference.

“This is another attack by Iran and Hezbollah on Lebanese citizens, and on Lebanon's stability,” he said.

According to Gantz, Iran is challenging Israel not only in the air, land and at sea, but has been waging cyberattacks
against it for over a decade. While Israel faced several significant cyberattacks a decade aqgo, it now faces over
1,000 attacks a year.

"Governments and democracies are tasked with defense and deterrence. We must charge a heavy price from
those who attempt to harm us and this is how Israel operates. The cyber dimension is boundless but not
without traces."

“Governments and democracies are tasked with defense and deterrence,” he said. "We must charge a heavy
price from those who attempt to harm us and this is how Israel operates. The cyber dimension is boundless but
not without traces. It's important to emphasize that Israel knows the cyber systems and operational methods
of its opponent.”

Iran is not only the “leader of global conventional terrorism,” Gantz noted, it is also using hacker groups to
conduct attacks aqgainst Israel and other countries in the region and the world

Iran's hack attacks

Iran, "threatens to damage global infrastructure, it aims to spread fear, and it even attempts to influence
democratic processes and governments,” he said. It attempted to influence the US presidential election. It also
tried to carry out cyber operations against international targets like charities and government networks in the US.

Gantz confirmed that the Shahid Kaveh unit operated by Iran's Islamic Revolutionary Guard Corps conducted
research to damage ships, gas stations and industrial plants in several Western countries including Britain, the
United States, France and Israel.

Last year, classified documents, allegedly from Iran, revealed secret research conducted by the unit into how
a cyberattack could be used to sink a cargo ship or blow up a fuel pump at a gas station.

The internal files, about 57 pages of five research reports, were obtained by Sky News, which quoted an unnamed
source as saying that he believed the work was “evidence of efforts by Iran to collect intelligence on civilian
infrastructure that could be used to identify targets for future cyberattacks.”

In order to thwart such attacks, Israel "works closely with our partners. The same cooperation frameworks that
we are building in the region vis-a-vis Iran are also expanding to the cyber dimension,” Gantz said. “Together
we can prevent significant harm to the citizens of the region and the world."

The defense minister said that the responsibility for these sorts of attacks lies with the governments and
terrorist groups that guide the proxies which he called "terrorists with keyboards." He warned that there are
a "variety” of possible responses to cyberattacks, in and outside the cyber domain.

“They are just like any other terrorist,” Gantz said. "We know who they are, we target them and those who
direct them. They are in our sights as we speak — and not just in cyberspace. Not a single attack on Israel's
citizens will go by silently."
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IDF stopped hackers from hitting US power plants -
Unit 8200 official

This is the first time a current Unit 8200 official, deputy chief of IDF Unit 8200, "Col. U.,”
discussed such sensitive cyber intelligence sharing in public.
YONAH JEREMY BOB

¥ Cyber Week
A\ ===
Tl Aty Uindversity, 1srael

| J L b
IDF Unit 8200 deputy chief Col. U. is seen speaking at Tel Aviv University’s annual Cyber Week, on June 29 2022.

The deputy chief of IDF Unit 8200, “Col. U.," on Wednesday said that his intelligence agency warned the United
States of attempts to hack the country's power plants in time to thwart the cyberattack.

Col. U. speaks up

Although this was not the first time these warnings to the US have been made public, it was the first time a
Unit 8200 official had discussed sensitive cyber intelligence in public.

The most well-known example was Israel's 2017 warning to the US about Russia's Kaspersky antivirus software
being used as a way to backdoor spy on them or plant malware.

Col. U. recalled that an "adversary [Iran] attacked water facilities in Israel. We saw this attacker attempting to
poison the water in an attempt to claim human lives. We mitigated that threat far ahead.

"Another adversary attacked Israel [and in the process of stopping the cyberattack,] we also found that they were
attempting to target US power plants as well," he said. “This was the first indication of this attack. It enabled
preventing this threat through tight collaboration with our fantastic American partners.”

In 2020, then-energy minister Yuval Steinitz revealed an attempted cyberattack on Israel's energy sector, which

was thwarted.
"We're Israel's SIGINT"

Introducing his unit, U. said, “"We're Israel's national SIGINT [Signal Intelligence] and Cyber Unit and are part
of the defense intelligence in the IDF. Our mission is intelligence collection and [combating] crucial threats
to Israel for the IDF and for Israel's policymakers. We are also a major player in the cyber domain in Israel and
in Israel's cyberdefense.”

"We're Israel's national SIGINT [Signal Intelligence] and Cyber Unit and are part of the defense intelligence
in the IDF. Our mission is intelligence collection and [combating] crucial threats to Israel for the IDF and for
Israel's policymakers.”

Col. U.

“Like it or not, we work in quite a tough neighborhood. This leads to ongoing high friction in a dynamic and
intense environment,” said U. "We have new challenges each day. When we succeed we save lives. When we
fail this becomes a major problem for our nation."

“Counter cyber operations are a major part of our operations,” he added. "Once we obtain superiority over the
attacker, we then act to deny their capabilities. First of all, by collaborating with industry and other agencies,
but, if necessary, we do it on our own, implementing ‘our tools' at some point, somewhere along the attack
stream. 8200 won't rest until the threat is removed.

"We are privileged to have a huge amount of talent. Each year, we recruit between 1,000 to 2,000 of the
brightest girls and boys in Israel as they join the IDF at the age of 18. This also makes our personnel very young.
73% are under the age of 23."

"Our core values are democratic values and ethics. We have military decision-making procedures while allowing
individuals to express their opinions and concerns," the Unit 8200 deputy chief said.

“We are here and we are willing to collaborate. Most of what we do will have to remain top secret, but some
aspects of the way we do it can and should be discussed. We are preventing cyber threats against Israelis
and we ensure that Israel remains the leading power in technology and cyber in our region.”
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Israel cyber chief: Iran has become our dominant rival
In cyber

Israel National Cyber Directorate (INCD) Chief Gaby Portnoy: "We see them, we know how they
work and we are there.”
YONAH JEREMY BOB

Iran has become our dominant rival in cyber together with Hezbollah
and Hamas, Israel National Cyber Directorate (INCD) Chief Gaby
Portnoy said on Tuesday.

Speaking at Tel Aviv University's Cyber Week, he said, "We see them,
we know how they work and we are there."

"We see them, we know how they work and we are there."
INCD Chief Gaby Portnoy

Portnoy made his comments a day after Iran's steel industry took one
of its biggest cyber hits in history, bringing it to a grinding halt and
only days after an Iranian cyberattack on Israel's siren early warning systems in Jerusalem and Eilat.

‘Experience of Resurrection’: Jerusalem hi-tech religious experiences

The INCD chief said Israel is building a “cyber iron dome" which will elevate cybersecurity by using new
mechanisms with cyber parameters that will “reduce cyberattacks, provide new big data and an Al overall
approach to synchronize nationwide real-time detection... for ongoing cyberdefense efforts.”

He said, “we are moving faster from resilience to proactive defense,” trying to come after cyber attackers in
their digital safe havens where they had planned attacks in the past without interference.

Further, he said we "need cybersecurity protocols for infrastructure” to be used also for the wider public,
including extending tools and skills to the entire private sector and down supply chains.

Even smaller businesses need help to understand cyber threat intelligence and with capacity building for their
defense to contribute to the national cyberdefense.

LEEJERUSALEM POST

Bennett cyber warning to Iran: 'lf you mess with Israel,
you'll pay a price’

Bennett described the future of Israel’s cyber warfare capabilities as replacing dozens of
commandos with keyboards.
YONAH JEREMY BOB

Prime Minister Naftali Bennett at Cyber Week

Iran will “pay a price" if it interferes with Israeli cyber-infrastructure, Prime Minister Naftali Bennett warned
on Tuesday.

Speaking at the Tel Aviv University Cyber Week, Bennett said, “just like there is nuclear deterrence, there is going
to be cyber deterrence. My approach generally, and especially with Iran is — and we don't go around wreaking
havoc in Tehran, that has never been our policy - but our policy is if you mess with Israel you'll pay a price."

"You can no longer hit Israel indirectly and through proxies and think you'll get away with it."
Future cyber warfare
“You can no longer hit Israel indirectly and through proxies and think you'll get away with it," Bennett continued.

The prime minister said, “if you are a bully who sends folks - we will try to hit you,” with kinetic, covert and
cyber, adding "anyone attacking us in cyber, we are going to attack back. We are not going to be feeble here."

Bennett stated, "we can get stuff done hitting your enemy through cyber. Before we needed to send 50-100
commandos behind enemy lines with huge risks."

“Now we get a bunch of smart folks together sitting at a keyboard and achieve the same effect...It is inevitable
that cyber is going to become one, if not the most, prominent dimension of future warfare," he said.
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Founder of the upcoming CyberWeek weighs in on
Russia and Iran’s cyber warfare attempts

Isaac Ben-Israel, the man who kickstarted the Israel’'s cyber revolution, gives insight into
cybersecurity’s many facets.
ZACHY HENNESSEY

The annual international cybersecurity CyberWeek event is kicking off on Monday in Tel Aviv. Cybersecurity
experts, industry leaders, start-ups, investors, academics, diplomats and government officials will gather for a
thought-provoking exchange of knowledge, methods and ideas related to the cybersecurity industry and the
fields surrounding it. More than 40 round tables, panels, workshops, forums, BSides and competitions will take
place at the weeklong event.

Prof. Isaac Ben-lIsrael, director of the Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv University,
is a co-founder of the annual event. A major-general in the IDF, he served in several top defense technology
units until his retirement in 2002. In 2011, he submitted the National Cyber Initiative to the government, a plan
that laid the foundation for Israel's cyber revolution during the past decade.

How would you define the fundamental idea of CyberWeek? Is there really enough to go over to take up a
whole week?

From the beginning, the main idea was — and still is — to regard cyber activity as a kind of interdisciplinary
discipline. It's not only about technology. Although most of the problems in the 21st century we tend to solve
with technology, many times those problems are not purely technological. Solving these problems, many times,
may depend on variables, like the psychology of the user, or sometimes the psychology of the masses, when
looking at things like social media.

One often has to take into account legal problems, [or] the conflict between different sets of values, like security
on the one hand and privacy on the other hand. We could also make cybersecurity much more efficient if we
disregard the privacy or human rights of our own citizens — which is, in a way, a philosophical question. These
factors have nothing to do with technology.

We started with a one-day conference and then we said, ‘Okay, but we have to discuss the legal issues, we have
to discuss ransomware, we have to discuss human psychology, business issues." We had to keep extending it."

Prof. Isaac Ben-Israel, Director, Blavatnik Interdisciplinary Cyber Research Center, Tel Aviv University

Next week, you will find people from many disciplines: computer scientists, engineers, etc, but there are also
people that are involved in policy and legal issues, psychology, you name it: all the issues that | mentioned. That
is the nature of CyberWeek, from day one until today. That's why we need a week. We started with a one-day
conference and then we said, ‘Okay, but we have to discuss the legal issues, we have to discuss ransomware,
we have to discuss human psychology, business issues. We had to keep extending it.

Do you see CyberWeek as the big Israeli cybersecurity conference or as the big cybersecurity conference

that happens to be in Israel?

Do you see CyberWeek as the big Israeli cybersecurity conference or as the big cybersecurity conference
that happens to be in Israel?

There is not much difference between the two, because while we didn't invent the technology in Israel, we
were among a very small group of countries which used it for intelligence and defense.

What we were the first to do, in a way, was to come out of the closet with our cybersecurity knowledge. In
2011, we decided not to keep it a secret anymore. We made it a legitimate subject for normal civilian activity.
We started to develop academic centers.

It's hard to believe but when we started in 2011, there was not even one university on the globe in which you
could go and study cybersecurity. Why? Because if you publish a paper about it in a university, the enemy
will also read it. So the attitude was to keep it secret.

Today, we are the only country in the world where we teach cybersecurity in high schools. But that gives us an
advantage. When people all around the world would like to go and see what is in the fault line or cybersecurity,
they will usually find it in Israel.

Moving away from CyberWeek, | wanted to pick your brain on the cyberwarfare that was reported at the onset
of the Russia-Ukraine conflict. Why haven't we heard about more cyberattacks between the two countries as
the war has waged on?

Usually, when you build a certain offensive capability — tanks, aircraft, submarines — you can assume that 20
years from now the situation will be different, and everything you prepared 20 years before may not fit the
new battle arena. So part of military organization is to track the changes on the other side, and if you come
to the conclusion that the weapons that you already have do not fit the situation anymore, you modify your
weapons or develop a new generation of weapons. It's an endless game: you prepare certain capabilities, you
follow the changes on the other side, you modify your capabilities.

The same also holds for cyber weapons. The only difference is that the timescale is very short. You cannot
expect tools that you developed six years ago to operate today, because the probability that the victims will
[still] have the same architecture is almost zero. In the cyber field, six years is like five generations.

If you want your capability to be adaptive, you have to invest a huge effort in maintaining this capability. Russia
didn't do that, and that's why when the war started, you saw certain cyber actions, but that was the end of it.

Does the same idea apply to the back-and-forth of cyberattacks between Israel and Iran?

It's not the same because, outside of a wartime scenario, both sides have a lot of time to develop their attacks.
Our exchange of attacks aren't really things that are improvised on the spot. If you need another month, you
can take another month to develop. It's different.

Still, it demonstrates other things. Until now, all the Iranian attempts to cause damage to Israel via cyber
technology have been very marginal. This may change at any time, but until now, they've tried but failed. That
shows us that the tools we built for protecting ourselves are effective, but that doesn’t mean that we can sleep
on the job — because they're definitely trying.
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World War lll will be a cyber war but the world isn't
ready - comptroller

Israel’s State Comptroller Matanyahu Englman explains the deficiencies of Israel’s public
cybersecurity
ZACHY HENNESSEY

¥ Cyber Week

Tel e University, buraed

Israel's State Comptroller Matanyahu Englman

"World War Il will be a cyberwar, but the world is not prepared for cyberattacks,” said Israel's State Comptroller
Matanyahu Englman on Wednesday.

During a panel at Cyber Week 2022, Englman gave a grim statement on the current state of public cyber
security. “In a way, we all are living inside the global '‘Big Brother' show,” he warned. "We are exposed. The
citizens of the world have no protection. Our data are visible to too many people. Our money is exposed; our
children are exposed; our health is exposed; our security is exposed.”

"We are exposed. The citizens of the world have no protection. Our data are visible to too many people. Our
money is exposed; our children are exposed; our health is exposed; our security is exposed.”

He explained that the vulnerabilities that the Israeli public faces in the cyber arena have inspired his decision
to focus on cybersecurity in his official duties, noting that “in view of the growing cyber threats faced by the
State of Israel in recent years, | have decided to place the cyber field as one of the core issues the [state] audit
will address.”

As such, Englman established a cyber audit division, as well as a dedicated division for information systems
auditing within the State Comptroller's Office. "At first, there were those who raised an eyebrow; today there

is no one who does not understand the importance of the subject,” he said.

He elaborated on the details of the cyber audit process, stating that it will examine privacy protection, control
and protection mechanisms of computerized systems, investment in IT and cybersecurity, advance preparedness
for cyber incidents and disaster recovery, a raised level of logical and physical protection, insurance coverage
and more.

These topics are to be examined from several perspectives: cyberattacks and damage to critical state infrastructure;
public expenditure in the field of IT and the rate of expenditure on cyber protection; and privacy infringement.

"For example, we examined the protection of biometric databases,” Englman said. “We found that the Transportation
Ministry does not examine aspects of information security and protection of passenger privacy of the 'Rav
Kav' — a database operated by public transportation companies that include photos of about a million children
and information about their travels.”

On that note, in February 2022, Englman’s office published a special report on the protection of children and
youth in the online space.

Prior cyber audits have uncovered several key insights, said Englman. "It was found that the law enforcement
authorities in Israel do not have the ability to contend with cybercrime and ransomware. Eighty-seven percent
of cybercrime victims in Israel in 2019 (about two hundred thousand people) did not report the crimes to the
police."

He also noted, "A report on the computer system of the Central Election Commission in Israel found that their
main computer system began operating in 2008 and it [became 13 years old] last year — and yet, cyber audits
were conducted only during election periods, so it was not possible to conduct comprehensive and complex
tests that included all aspects required under cyberdefense theory.”

“The National Cyber Directorate is empowered to guide several entities that hold critical national infrastructures,”
he said. "However, the audit found that entire sectors do not have a guide in the cyber field, including the
health sector, the transport sector, local government and more.”

Englman listed several deficiencies discovered during the audit of critical Israeli infrastructures such as the
Traffic Management Center in Jerusalem, hospitals and the Tax Authority systems.

“In the audits, we found significant deficiencies, including that very few penetration tests were performed by
public bodies and some of them conducted penetration tests only during the audit, [as well as] the absence
of a test environment for performing these tests, and other deficiencies that arose in the penetration tests we
conducted, some of which were rectified in the course of the audit,” he said.

"The auditing world views cyber risks as a major risk,” concluded Englman. “The challenges involved in coping
with the matter are complex and they require continuous cooperation between states, for optimal contention
with cyber risks. We in the State Comptroller's Office are committed to continuing to address this significant
topic even more forcefully, for the benefit of the citizens of Israel and the entire world.”
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Israeli global cybersecurity summit kicks off with int'l
leaders

The five-day conference will also focus on the economic and geopolitical impact on
cybersecurity across various domains.

Israel's premier global cybersecurity summit, the global CISO
Summit led by Team8, kicked off on Wednesday, with more
than 100 Chief Information Security Officers (CISOs) from
some of the world's leading companies present.

From Unilever to Walmart, some of the biggest brands in
the world had representation in attendance to meet with
Israeli cybersecurity professionals and start-ups, where they
discuss the future of cybersecurity, as well as the shifting
approaches to keep attackers at bay.

The five-day conference will also focus on the economic and
geopolitical impact on cybersecurity across various domains,
with an emphasis on the increasing importance of the CISO
role and its influence on organizations' business strategies.

"In recent weeks we have witnessed significant changes, characterized by de-globalization and economic
slowdown, which are dramatically affecting the world, and may also directly impact the frequency of cyberattacks,
making the cyber arena more significant than ever."

“In recent weeks we have witnessed significant changes, characterized by de-globalization and economic
slowdown, which are dramatically affecting the world, and may also directly impact the frequency of cyberattacks,
making the cyber arena more significant than ever," said Team8 Managing Partner Nadav Zafrir.

"At Team8 we have identified a real need to bring together the best cyber experts in the world, including 100
CISOs from well-known companies, and thought leaders from the Israeli cyber industry for five full days of in-
depth discussions. Together, we will be better equipped to understand the challenges and opportunities we
face, and better positioned to plan accordingly.”

The summit

The closing event of the CISO summit, sponsored by Deloitte, Leumi-Tech, Meitar Law Office, Valley Bank, Palo
Alto, FinSec - Mastercard, and Enel's Innovation Lab, will coincide with the official opening event of Tel Aviv
University's Israeli Cyber Week which takes place from June 27-30. This event will be co-hosted by Team8
alongside these sponsors.

Featured speakers at the event include Renee Wynn, Former NASA Chief Information Officer, Admiral Mike
Rogers, former director of the NSA and Operating Partner at Team8, Nadav Zafrir, former 8200 unit commander
and Managing Partner at Team8.

The Team8 CISO Village is comprised of hundreds of C-level executives from the world's leading enterprises.
Its primary focus is to facilitate collaboration among the world's leading companies with the goal of generating
business opportunities for all parties.

By helping Team8 to identify real pain points and understand the requirements of large organizations, members
of the Village are first in line to leverage solutions that are purpose-built by Team8 portfolio companies to
accommodate their needs.

Some Israeli start-ups in attendance include: Claroty, Sygnia, Talon, Akeyless, Illusive, Cyberpion, Silverfort,
Authomize, Cardinal, Orca Security, Ermetic, Safebreach, and Resilion.
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Brutal Russian invasion of Ukraine has transformed
cybersecurity - UK cyber chief

British National Cyber Security Center CEO Linda Cameron said that the lives of millions of
innocent people are in jeopardy due to cyber threats, just like on the battlefield.
YONAH JEREMY BOB

"The brutal Russian invasion of Ukraine has transformed the context of cybersecurity” worldwide, said British
National Cyber Security Center CEO Linda Cameron.

Speaking at the Tel Aviv University Cyber Week on Tuesday, Cameron said that the lives of millions of innocent
people are in jeopardy due to cyber threats, just like on the battlefield, but that “Ukrainian cyber defenders
repelled the attacks and are real heroes."

Even as the world is focused on the Russian threat to Ukraine and Eastern Europe, the UK cyber chief said,
"We must not lose sight of the longer-term strategic challenges from China as a technological and economic
power,"” since Beijing is spreading across the globe with “cyber and technology for control.”

When tech is used by the wrong hands

She warned of using technologies developed by authoritarian countries that could be used to passively and
quietly influence and limit the choices of people in free countries.

"The democracies of the world have to develop technology and systems that avoid products that are not in
line with our values,” said Cameron.

Moreover, she added, "l hope the Start-Up Nation of Israel can play an important role" in providing the free
world with such technologies. "Ransomware attacks strike hard and fast, evolve rapidly, and are all-pervasive,
lowering the bar for entry into cybercrime.”

When the attacks don't stop

While democracies are starting to better handle mega cyber attacks, she said, they are still behind in fending
off hundreds of medium and smaller attacks picking off small and medium businesses that can also impact
the country’s stability.

Cameron said the key to combating ransomware was to drive down the profit to make it “an unprofitable and
unattractive business” for cyber criminals.

Cameron highlighted her agency'’s successful removal of 3.1 million malicious URLs in 2021, handling more than
six billion requests for protection from DNS issues, and shutting down 76,000 online scams based on referrals
of suspicious emails from the British general public.

Top US official on cybersecurity Anne Neuberger agreed that Russia's attack on Ukraine profoundly affected
the international system, including in cyberspace.

The deputy national security adviser and former top NSA cyber official highlighted various executive orders
by the Biden administration that have shifted the burden of responsibility for hacks to corporations that could
prevent the hacks, whether they are a direct service provider or a software supplier.

Neuberger listed four key areas to improve in:
Securing critical infrastructure to protect national decision-making and making software more secure;

Working with partners to prepare for cyber incidents before they happen, including expanding cyber resources
aid to allies as was done in Ukraine;

Reinforcing norms of enforceable cyber, including at the UN and a 36-nation counter-ransom ware initiative;

Implementing the Department of Defense’s "defend forward” approach of holding state and non-state actors
responsible for attacks, just like in the physical world.

US National Cyber Director Chris Inglis said everyone must realize that the cyber sphere should be subordinate
and does not exist for its own sake.

Recalling the Colonial Pipeline mega hack that shook the US petroleum industry, Inglis said what was so
disconcerting was that it was caused by “one single individual, whose private network was not properly
configured.”

Recalling the Colonial Pipeline mega hack in May 2021 that shook the US petroleum industry, Inglis said what
was so disconcerting was that it was caused by “one single individual, whose private network was not properly
configured.”

He said the hackers "found if they beat one person, they could beat us all. This is a terrible situation. We need
to make it so that to beat any one of us, they need to beat all of us. We need to not just get the technology
right, we need to get the doctrine right. We need to get people in the right place and then we can bend
technology” to the purposes society designates it for.

Furthermore, Inglis overlapped with Neuberger, calling for enforcing cybersecurity by design on suppliers and
manufacturers so that security is not seen as an optional afterthought.
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Why did Russia’s cyber warfare against Ukraine fizzle
out?

The vice president of the Microsoft Threat Intelligence Center grants insight into the sudden
lack of aggression from Russia at the war’s outbreak.
ZACHY HENNESSEY

John Lambert, vice president of the Microsoft Threat Intelligence Center

The smart people over at Microsoft's Threat Intelligence have been keeping their eyes peeled for the latest
developments in cyber warfare, and the recent activity between Russia and Ukraine has given them a lot to
look at.

Speaking at Cyber Week 2022, John Lambert, vice president of the Microsoft Threat Intelligence Center, explained
the lessons that his department has gleaned from observing the cyber activity between the two nations.

“Many of the actors that we track have a global remit, they're going after, you know, defense, military and
intelligence diplomatic targets around the world,” said Lambert.

However, the actors involved in cyber warfare against Ukraine were much more focused. “They don't have a
global remit, but they focus heavily on Ukraine now but also border countries with Russia.”

Russia led up to the Ukraine war with several stages of cyber attacks, composed of DDoS attacks, massive
personal information leaks and wipers. ‘It was all about intimidation, psychological operations, all coordinating
together,” Lambert added.

Russia's attacks

Following the initial stage of attacks, Russia moved on to critical infrastructure attacks on government, energy
and financial organizations.

"After the Olympics, we saw a much bigger destructive wave of attacks affecting over 20 organizations [in
Ukraine]: hundreds and hundreds of systems wiped, heavily focused on the government and the banking
sector there."

However, after the war broke out there was relative silence on the cyber front as Russia resorted to more
traditional siege methods. Said Lambert: "At the beginning of the war, people were confused. Where's the big
cyber? Why did they not destroy the power grid at the beginning?”

"At the beginning of the war, people were confused. Where's the big cyber? Why did they not destroy the
power grid at the beginning?”

“The easiest explanation is that Russia believed in their war plans. They thought in 10 days they would be
governing the country, the government would fall and they didn't want to wreck the infrastructure of the
country," he said. “That did not go according to plan, and they had to adapt.”"

Another perspective on Russia's lack of cyber aggression during the war was offered by Professor Isaac Ben-
Israel is the director of the Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv University and co-
founder of Cyber Week.

“If you want your capability to be adaptive, you have to invest a huge effort in maintaining this capability” he
said. "Russia didn't do that, and that's why when the war started, you saw certain cyber actions, but that was
the end of it."
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Israel’s problem: Lots of jobs, not enough workers to
fill them - analysis

Unemployment is at a two-year low of 3.6%, about the same as in the United States but less
than the 6.8% average in the European Union countries and the 5% rate in the OECD.
HERB KEINON

Turn on your television and you will see ads aimed at recruiting preschool teachers. Pick up a newspaper and
you'll read how Israel granted permits to 3,500 Palestinians to work in manufacturing jobs. Stand on line waiting
to check in at Ben-Gurion Airport and you will realize there are not enough security screeners.

Wherever you turn, you are bound to notice that Israel is facing a severe labor shortage.

Unemployment is at a two-year low of 3.6%, the exact same as in the US but less than the 6.8% average in the
EU countries and the 5% rate in the OECD.

However, the employment rate, meaning the number of people in the 15-64 working-age population who are
actually employed, is lower in Israel — 66.6% at the end of 2021, according to OECD statistics — than the OECD
average of 67.7% and the EU average of 68.3%. In the US, the number stood at 69.4%.

Haredi men and Arab women

Israel's lower than OECD average employment rate can be attributed largely to haredi men and Arab women
who are vastly underrepresented in the workforce.

Now, as the economy is getting back to full speed after the corona pandemic, what is being discovered is that
there are plenty of jobs but not enough people to fill them. And this shortfall is being felt across the board in
many different professions, both low- and hi-tech

In recent days, the government has announced various plans and projects aimed at easing the situation. For
instance, the cabinet on Sunday approved the issuing of 3,500 permits for Palestinians to work in manufacturing
and service sector positions, bringing the number of such permits up to 12,000.

Currently, 100,000 Palestinians from the West Bank and Gaza — where unemployment is at more than 25%,
according to World Bank figures — have Israeli work permits, mostly for labor in agriculture or construction.

And last week, while in Morocco, Interior Minister Ayelet Shaked announced a project that would bring to
Israel Moroccan construction workers and caregivers for the elderly. The Morocco World News website quoted
the Histadrut's Yitzhak Moyal, who accompanied Shaked, as saying the Israeli job market can offer significant
incentives to Moroccan workers, including the potential to make twice as much as the average annual salary
in Morocco.

According to the website, Moyal said that Israel is looking to bring in 15,000 Moroccan construction workers
that “could really improve the pace of construction in Israel.”

Lack of workers in hi-tech

The lack of workers, however, is not only a problem in manufacturing, construction, healthcare and education,
but is also a problem — maybe even especially a problem — in hi-tech.

In March, a Moroccan business delegation was in Israel. According to an al-Monitor report, one issue raised
was for the Israeli hi-tech industry to use an abundance of Moroccan engineering graduates unable to find
work in Morocco's small hi-tech sector.

Prime Minister Naftali Bennett was asked on Tuesday at Tel Aviv University's Cyber Week conference what
Israel can do to relieve the urgent shortfall in hi-tech workers in the country.

Bennett said that there is “plenty of investment, plenty of everything, but we need more people,” and that the
country has “exhausted the immediate bucket of talent.” An astounding $25.6 billion was invested in Israeli
hi-tech last year, necessitating scores of engineers and programmers.

Where will workers come from?
Bennett enumerated four potential sources of workers for Israel's hi-tech industry.

The first source is haredi men, whom Bennett said are “really smart, but not inside the economy.” He said
getting them into hi-tech will be challenging, however, "because these folks don't know English."

He said the second pool of workers is Arab women, whom he described as “massively unemployed generally.”
According to Bennett, “there are lots of smart Arab women we want to bring in, and we are working on it." To
do so, he added, will require the hi-tech sector to be open to "bring in folks who are different, not from the
same club.”

The third source is Israel's periphery in the Galilee and the Negev, which he said were "underserved,” something
he characterized as just "stupid policy."

And the final source of potential workers, Bennett said, is to bring in Palestinians to work in hi-tech. “I hope to
see it work, that folks from Ramallah and Nablus can come. We'll see how it goes."

Microsoft senior executive Michal Braverman-Blumenstyk noted another potential source: Israelis working in
hi-tech abroad. She put the number of Israeli "hi-tech people” working outside Israel at more than 150,000,
and suggested appointing a coordinator to work to bring some of these people home by providing incentives.

Great idea, but to implement it, you need a government. And this illustrates yet another negative result of the
country going to an election again for the third time in three-and-a-half years: it severely limits the country's
ability both to plan and to implement those plans. For that, the country needs a degree of continuity in the
relevant government ministries — a degree of continuity it has not enjoyed for years.
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Cervello is here to protect trains from cyber threats

The company has developed a deliberate and tailored approach to railway cybersecurity.
ZACHY HENNESSEY

=", - —
Cervello’s co-founders (left to right): Shaked Kafzan, co-founder and CTO,; Nadav Avidan, co-founder and COO; Roie
Onn, co-founder and CEQ.

When one pictures a hacker, the target of the hooded figure's nefarious activity is typically an unassuming citizen’s
bank account, a website's password database, or a high school student's grades. Cervello is a cybersecurity
company focused on protecting a less-considered field: trains.

Cyber Week 2022 is currently underway, gathering hundreds of cybersecurity experts and companies to
discuss the current challenges and future potential of the industry. During the event, a panel on rail security
was moderated by Israel Baron, former chief information security officer of Israel Railways, and a current vice-
president at Cervello. The panel was Cyber Week's first on the subject, opening the opportunity for many more
niche topics to be deliberated at future iterations of the conference.

Railway mission-critical systems have long been considered secure because of their seemingly isolated network
approach.

However, recent cyber attacks in Italy, Belarus and the UK have highlighted the critically vulnerable state of
rail cybersecurity, as escalating global tensions coupled with industry-wide modernization have given greater
motivation and new avenues for malicious actors to infiltrate vulnerable and unprotected systems.

In response to these developments, Cervello has offered rail organizations a targeted solution via their proprietary
platform.

Cervello's security system passively monitors for vulnerabilities and threats across all connected infrastructure
assets, providing rail operators and infrastructure managers with continuous visibility of their network and
security posture, along with the intelligence and guidance they need to respond as necessary.

“Beyond feeling proud, we are truly excited to see rail cybersecurity receive the attention it deserves at such
a major cybersecurity conference,” said Roie Onn, CEO and co-founder of Cervello.

"Working with some of the largest rail organizations in the world, we are aware and sensitive to the needs
and challenges of the industry and look forward to sharing our own knowledge and experience with other
industry experts.”

"Working with some of the largest rail organizations in the world, we are aware and sensitive to the needs
and challenges of the industry and look forward to sharing our own knowledge and experience with other
industry experts.”

Roie Onn, CEO and co-founder of Cervello

As modern technology infrastructure has developed, so too has the technology used to breach it. The continuous
race to protect our tech systems is fueled by an endless supply of nefarious actors who, says Nir Zuk, founder
and CTO of cybersecurity company Palo Alto Networks, are pretty highly incentivized.

“It's becoming more and more prominent because we have more and more devices, and also it pays off more
and more to be a cyber criminal,” Zuk noted during a panel at the Jerusalem Post London Conference earlier
this year. "It's very lucrative, most of the activities are being done from countries where there is no downside
to being a cyber criminal.”
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Amid Global Push, TAU Seeks Enhanced Academic
Ties in Singapore

University leadership’s visit to Singapore included a special focus on new frontiers for cyber
security research

A delegation of senior Tel Aviv University leadership, led by TAU President Prof. Ariel Porat, met in Singapore this
week with top university and government leaders to explore new avenues for joint research collaboration in cyber
security, Al, aging, climate change, medicine and other fields.

Tel Aviv University has long-held relationships with institutions in Singapore under the framework of the decades-
long bilateral relations between Israel and Singapore. The countries, both recognized as world leaders in innovation
and technology, have an extensive record of collaboration in R&D, commercial business, arts and culture, and beyond.
The TAU delegation noted that the visit was an important step in the University's strategic focus on ramping up
academic ties with leading global institutions.

Professor Porat visited Singapore to participate in the International Academic Advisory Panel (IAAP) to the Singapore
Government on higher education. The presidents of other top global universities such as the University of Oxford,
McGill University, Australian National University, and the University of Tokyo were among those in attendance, as
well as industry leaders.

TThe TAU delegation met with leading Singaporean universities and government institutions responsible for academic
research, including the National University of Singapore, Nanyang Technological University, the Cyber Security Agency
of Singapore, and the National Research Foundation.

The visit focused on cyber security research collaboration, one of TAU's strengths. It came ahead of this year's Cyber
Week hosted at TAU, one of Israel's largest cyber security summits. In 2015, TAU forged its first joint cyber research
program with Singapore. The Blavatnik Interdisciplinary Cyber Center at TAU, a key engine of Israel's prowess in the
field with over 200 researchers from different disciplines, and the Cyber Security Agency of Singapore oversee the
collaboration. The program has since expanded to focus on a range of issues, including mobile app security, new
anti-phishing technology, and the cyber security of smart cities.

TAU President Prof. Ariel Porat: "As Israel's top university for innovation and entrepreneurship, Tel Aviv University
sees great potential in augmenting collaborations with institutions in Singapore, which is recognized as a fellow
powerhouse in emerging and cutting-edge technologies.”

TAU Vice President of International Collaboration Prof. Milette Shamir; "This trip represents another significant step in
TAU's strategic efforts to expand academic ties in the global arena. Singapore is at the vanguard of many industrious
and inspiring achievements. Together with our partners in Singapore, we look forward to driving further international
collaboration to benefit students and scientific discovery.”

Blavatnik Interdisciplinary Cyber Research Center CSO Dr. Yaniv Harel: “As the challenges in cyber security continue
to intensify, collaboration between countries, sectors, and people is needed to safequard the systems upon which
society relies. As a global player in cyber research, we've demonstrated the joint achievements that our teams produce,
and we look forward to forging new ways to solve complex cyber security issues with partners in Singapore.”

BENZINGA

Israel’'s 12th Annual Cyber Week Highlights
Unprecedented Changes in the Cyber Landscape and
the Critical Need For Coordinated Response

TEL AVIV, Israel, June 29, 2022 /PRNewswire/ -- Top Israeli government figures such as Prime Minister Naftali
Bennett and Defense Minister Benny Gantz, addressed the conference which is headed by Maj. Gen. (Ret.) Prof
Isaac Ben-Israel, known as the “father” of the Israeli Cyber industry. Leading American and British cyber officials
also contributed, including Chris Inglis the National Cyber Director at the Executive Office of the President at
the White House, Anne Neurberger the Deputy Assistant to the US President and Deputy National Security
Advisor for Cyber and Emerging Technologies at the White House, and Lindy Cameron CEO of the National
Cyber Security Centre. Private sector leaders including Ira Winkler, Chief Security Officer for Walmart, Tim
Brown CISO of SolarWinds, Jane Horvath, Chief Privacy Officer of Apple, Jason Chan, Former VP of Information
Security at Netflix, also addressed the conference. Supported by Israel's Ministry of Economy and Innovation,
attendees joined from over 80 countries from all over the world. Guests included startups and major investors,
together with numerous sponsors, and partners.

Cyber Week is jointly held by the Blavatnik Interdisciplinary Cyber Research Center (ICRC); The Yuval Ne'eman
Workshop for Science, Technology and Security at Tel Aviv University; and the Israeli National Cyber Directorate
under the Prime Minister's Office. The gathering occurred against the backdrop of unprecedented cyber
challenges and events including Russia's war on Ukraine. Speakers described a dramatic and concerning rise
in cyber warfare as well as cybercrime - cyber-related damage is predicted to hit $10.5 trillion annually by
2025, while cybersecurity spending on data protection and risk management could reach $172 billion globally
in 2022. Yet they also expressed hope in the effectiveness of properly implemented defenses and evolution in
defensive cyber techniques to meet the challenge.

Israel's Prime Minister Naftali Bennett pointed out how “inevitably cyber is going to become one if not the most
prominent dimensions of future warfare,” while drawing attention to the vital need for global collaboration in
the cyber sphere saying, “In cyber it's [collaboration] vital because the same bad guys who are attacking one
company or country are attacking others at the same time. If you can share that information everyone else
can defend themselves. It's like a pickpocket in a subway and if someone sprays them with red paint everyone
can see and defend themselves."

Chief Market Strategist, Matt Maley, has just released his latest pick, and investing in this company could be
like buying Amazon stock in 2017. Click Here before it's too late!

Ira Winkler: CISSP, Chief Security Architect, Walmart outlined the important role government plays saying,
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"at a high level, governance tells people how to do things correctly with cyber security at the forefront." He
also recognized the need to account for the human aspect of cyber and to be realistic when devising and
implementing strategy, "A user is as much as part of the system as a computer. Stop expecting people not to
click on suspicious content, but rather have a strong network protecting them."

Israel's Minister of Defense, Benny Gantz, outlined the increasing shift of conflict to the cybersphere and that
bad actors are already carrying out attacks via cyber, particularly Iran. The country uses “new [cyber] proxies
[who] “are terrorists with keyboards,” in addition to their direct actions. In response, Defense Minister Gantz
stressed the need for private companies to follow government guidelines and cooperate saying, “Iran is first
a global challenge, then it is a regional challenge, and only finally is it a threat to the State of Israel. The same
goes for the cyber dimensions and the same framework of cooperation vis-a-vis Iran is expanding to cyber."

About CyberWeek:

Cyber Week is a leading international cybersecurity event that provides a unique opportunity for experts from
industry, government, military and academia to share their knowledge about the challenges and opportunities
in the field. Cyber Week is hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval
Ne'eman Workshop for Science, Technology, and Security, at Tel Aviv University, headed by Major Gen. (Ret.)
Prof. Isaac Ben-Israel together with the National Cyber Directorate at the Prime Minister's Office, The Ministry
of Economy and Industry, and the Ministry of Foreign Affairs.

=g lgemeliner

Bayer to Establish Cybersecurity Hub in Israel

INS.org — Pharma giant Bayer has announced plans to establish a cybersecurity hub in Israel, which will be integrated
into Bayer's global cyber unit and will be one of the largest internal units of this kind in the company.

A delegation of top Bayer executives arrived in Israel on June 26 for a three-day visit, meeting with Economy
and Industry Ministry Director-General Ron Malka to discuss the German company's plans to deep-dive into
the Israeli market.

The delegation included, among others, Bijoy Sagar, Bayer's chief information technology and digital transformation
officer, and Gary Harbison, head of cybersecurity and risk management, who were the driving force behind
the move. The two also spoke at the main plenary of Cyber Week 2022, the annual international cybersecurity
expo hosted by Tel Aviv University.

“I am excited by the spirit of innovation, level of talent and pragmatism | witnessed in the start-up ecosystem,
the government and universities in Israel in the sphere of information technology," said Sagar. "“Bayer business
in Israel is strong and the cybersecurity hub is another great addition to our initiatives in Israel.

During Cyber Week, top TAU and Bayer executives also inked a cooperation agreement to promote groundbreaking
cybersecurity research from Tel Aviv University.

"As a company engaged in R&D in the core areas of life sciences, the ability to integrate with Israel's unique
cybersecurity ecosystem, alongside sectors such as medical innovation and agricultural development is an
opportunity to integrate as players in the Israeli market and provide added value for Bayer and for the ecosystem,”
said Hugo Hagen, managing director of Bayer Israel.

"As a Norwegian who has worked in Israel for three years, | feel a mission to promote Israel on Bayer's investment
map and to strengthen the company's position within Israel, as well as that of the Israeli headquarters within
the global headquarters,” said Hagen.

"The ecosystem here is impressive and it would be a mistake not to try to enjoy the possibilities that exist here,
and of course, | am proud that the decision was made to establish the new cyber security unit here,” he added.

“There is no doubt that such initiatives contribute to employment, innovation and Israel's image, and attract
other international investments," noted Malka. “We will continue to represent the best Israeli innovation has to
offer and link it to leading companies. We welcome Bayer's expansion in Israel and we are working to develop
future similar initiatives.”

Yael Mor, who will run the hub for Bayer, said, "It is exciting to create something the activities of which will
have an impact in the world beyond Israel's borders. Along with our focus on the cyber unit, we will engage
in locating Israeli innovation in cyber security.”

Bayer is one of the largest pharmaceutical and life sciences conglomerates in the world. Its main areas of
business include consumer healthcare products, agricultural chemicals, and seeds and biotechnology products.
The company set up its offices in Israel in 2008 and currently employs 150. Worldwide, Bayer maintains a
presence in 83 countries, employing some 100,000 people.
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Bennett Calls for Integration of Palestinians Into Israeli
Tech Sector

Speaking at Tel Aviv University's Cyber Week, Israel’s outgoing PM also predicted a significant
widening of the role of cyberwar, stating that he was 'surprised by the [relative] lack of cyber
tools in the war in Ukraine’

Sam Sokol

Prime Minister Naftali Bennett reiterated his desire for the integration of Palestinians and other marginalized groups
into the Israeli technology workforce on Tuesday, saying that Israel has “exhausted" its available "bucket of talent."

"We need just more good people,” the former technology CEO told attendees at Tel Aviv University's annual Cyber
Week.

‘| gave an approval, an official approval and the government approved the immediate joining of Palestinian employees
in Israeli high-tech, including free movement from the PA [Palestinian Authority] here, and | hope to see it work. |
think, folks from Ramallah or Nablus, or whatever, should come, we'll see how it goes.”

Last November, Bennett's government approved a plan to employ Palestinian workers in Israel's high-tech sector. The
plan, which was set to be implemented over three years, includes a quota of up to 500 Palestinian workers, similar
to quotas for other industries, and the employees will be able to work from Israel if required. The quota set in the
plan is small compared to the number of Palestinians already working in Israeli high-tech.

Not Even 500 Palestinians in Israeli High-tech Can Hide the Exploitation
These Arabs Are Fighting the Old Boys Club of Israeli Hi-tech
Israel foiled 1,500 hacking attempts this year, cyber chief says

Under the plan, these workers will have to earn a wage of no less than 150 percent of the average salary in Israel.
Such a quota will not completely solve the tech worker shortage currently facing Israeli high-tech, but the plan is
expected to whet the appetite of Israeli employers, as well as helping to advance the ailing Palestinian economy.

By enlisting ultra-Orthodox men, Arab women, residents of the periphery and Palestinians into the tech sector, "we
can unleash another wave of talent and growth in Israel,” Bennett said.

Turning to his tenure as prime minister heading the country’s most diverse coalition to date, which only lasted a year,
Bennett said that Israelis had learned that while "we all tend to have prejudices of folks with different opinions,” it
"turns out that they are very nice folks."

"When there's decent people and good people we can all work together for the betterment of Israel. That's the single
biggest achievement of this government.”

Bennett also addressed the tech sector's role in modern conflict, predicting a significant widening of the role of
cyberwar, though noting he was “surprised by the [relative] lack of cyber tools in the war in Ukraine. | thought it
would be much more advanced.”

"Today you can get stuff done hitting your enemy through cyber, which in the past would require to covertly send
50-100 commando soldiers behind enemy lines with huge risk, and now you can get a bunch of smart folks sitting
behind a keyboard with the same effect, which is why inevitably cyber is going to become one of the most prominent
dimensions of future warfare. It just makes sense," he said.

"0On the geopolitical level we're going to see a lot of investment across the world in cyber offense and that's on a
global level and obviously the same applies to crime.”

Likely responding to media reports of recent Israeli strikes against targets within Iran, Bennett said that Israel is
"doing pretty well on the defensive side."

“My approach with our enemies, especially Iran, we don't go around just wrecking havoc in Tehran. That's never
been our policy. But our policy is if you mess with Israel you'll pay a price and you can no longer hit Israel through
proxies and get away with it. We're not going to try and fight those folks but hit the bully."

In addition to Bennett's remarks, Gabi Portnoy, head of the National Cyber Directorate, also said during the conference
that Iran has become a key player in cyberspace, along with Hamas and Hezbollah. "We see them, we know how
they work and we are there," adding that Israel has blocked about 1,500 cyberattacks in the past year.

Omri Zerachovitz contributed to this report.
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If the Iranians Are Cyberterrorists, So Are Israelis

Defense Minister Benny Gantz owns the copyright to a new term: cyberterrorism. In a speech
last Wednesday at Cyber Week, an annual international cybersecurity conference held at Tel
Aviv University, he said "Iran is leading cyberterrorism.” He also added a threat, as though
the frequent threats by Israel’s leaders, the IDF chief of staff and the head of the Mossad
are insufficient: "lran operates proxies in the cyber dimension as well. The new proxies are
terrorists with a keyboard, who will be punished like other fighters in terrorist organizations.”
Sam Sokol
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‘This president loves Israel:’ U.S. ambassador talks Biden visit, ties with Saudi Arabia

There is seemingly no limit to Israel's desire to use the word “terror,” which took root in the Reign of Terror masterminded
during the French Revolution by Maximilian Robespierre. With time the word took on the meaning of using violence,
mainly against civilians, in order to create a climate of fear to achieve a political, military or personal goal. That's
terms like "acts of terror” and "terror attacks" entered the lexicon.

Since lIsraelis in general and the political and military leadership in particular are in love with the word because it
reinforces paranoia and victimhood, absurd derivatives have been added to ordinary terrorism: “diplomatic terrorism”
and "leqal terrorism." They aim to deny the Palestinians the right to fight the occupation with diplomatic tools — to
pressure or influence states to change their attitude toward Israel — or legal tools — to sue members of the Israeli
military in the International Criminal Court. But these Palestinian efforts are not terrorism. They are its exact opposite.
Someone who uses diplomatic or legal means, or even calls for a boycott against Israel, is not a terrorist. He is a
diplomat or a legal scholar or a BDS activist, who actually refrains from terrorist activities.

Nor is the use of digital tools terrorism. It is @ means, increasingly common in recent years, of achieving a large
variety of goals. It helps criminals commit economic offenses such as monetary theft, fraud and sex crimes; it enables

identity theft, impersonation and information theft. Cyber tools enable the dissemination of disinformation in an
effort to distort reality and create "alternative truths.” They can influence public awareness in order to try to change
election results, as Russian President Vladimir Putin tried to do in the 2016 elections in the United States, Britain,
France and other Western democracies.

In the military and security context cyber must be discussed in terms of warfare rather than terrorism. Since World
War |, war has been waged in three dimensions: on land, on sea and in the air. Less than 20 years ago the cybernetic
dimension began to develop, and now another dimension has been added — artificial intelligence.

The potential damage to the enemy through cyberwarfare is tremendous. It can cause the deaths of hundreds
of thousands of people. If hospital computer systems are paralyzed, people will die. Instead of firing a missile at
a power station, they hack its computers. If a nuclear power plant is shut down, it may emit radioactive fallout. If
computers operating dams are interfered with, there will be flooding. If water companies' computers are disabled,
water sources can be poisoned, as the deputy commander of the IDF Military Intelligence Unit 8200 revealed last
week during Cyber Week.

There is a reason why the U.S. president's authority to order cyberwarfare against an enemy state is based on their
authority to activate nuclear weapons. The damage from cyberwarfare can resemble that resulting from dropping a
nuclear bomb, with one difference: Cyberwarfare leaves no traces. This is a war that is hidden from the eye, creating
a gap for plausible deniability.

Israel and the United States (followed by China and Russia) were among the first countries in the world to understand
that. Both were also the first to develop far-reaching technological capabilities. Israel's Unit 8200 and the U.S.'s
National Security Agency and the Cyber Command used cyberwarfare against Iran. This was in 2008-09, when the
Stuxnet virus was introduced into the computers operating the centrifuges at the uranium enrichment facility in
Natanz. The “poisoning" of the computers damaged one-third of Iran's centrifuges. Since then Israel has improved its
capabilities; computers in army bases, crucial civilian infrastructure and other facilities in Iran are being bombarded
by cyberattacks attributed to the Mossad and Unit 8200. The movement of ships to the Bandar Abbas port was
stopped, as was the operation of gas stations and train stations. Last week there was a report of serious damage to
three steel manufacturing plants serving Iran’'s Revolutionary Guards.

When Iran realized that Israel and the United States were waging cyberwarfare against it, Tehran began to respond.
U.S. banks were hit, as were computers of the Saudi oil company Aramco. Not a day goes by that Iran doesn't attack
Israel, although with very little success.

If what Iran is doing is terrorism, Israel's activities are also terrorism. That's why it is hypocrisy on Gantz's part to
accuse Iran of cyberterrorism. Such statements are nonsense, and we would do well not to demonize our rival.
After all, a clandestine war between Iran and Israel has been ongoing for about 20 years using all available tools,
including cyberwarfare.
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'If you mess with Israel, you pay a price,’ says Bennett
iIn message to Iran

Speaking at TAU’s cyber week, outgoing premier says Israel never seeks to 'create destruction
and terror,” but will not allow its enemies to harm it without a response; adds cyber will be
'most prominent area of combat in future’

Nina Fox

Prime Minister Naftali Bennett said Tuesday
that when it comes to the Iranian threat, the
government's policy remains the same as with
any other enemy, adding that “if you mess with
Israel, you pay a price".

Speaking at a conference marking the start of
the annual cyber week at Tel Aviv University,
the premier said, “my attitude in general when
it comes to our enemies - especially Iran - is that
we do not work to create destruction and terror,
this has never been our policy.”

"My policy is that if you mess with Israel - you

will pay a price. You will not be able to harm Israel through proxies, Hezbollah or Hamas, thinking you can get away
with it.”

He added that in today’s world it's no longer necessary to send "100-50 commandos behind enemy lines" to inflict
damage on adversaries. "Today it is possible to do things - harm the enemy - through cyber warfare.

"Now, all you need is a few people and a keyboard. In the end, cyber will become the most prominent area of combat
in the future.”

He added: "I am quite surprised by the shortage, or relative shortage, of cyber tools used in the Ukraine war. At the
geopolitical level, we see a lot of investment around the world in cyber attacks."

He also acknowledged recent cyber attacks on civilian infrastructure in Israel, saying, "At the end of the day, companies
have a personal responsibility that they must take on. If our customers' information is hacked, it's the companies'
problem [to deal with].

"At the national level, Israel's cyber defense system works with companies to help them defend themselves. Just as
there is nuclear deterrence, there will be cyber deterrence. "

E mirmg movp

State Comptroller says Israeli elections aren't properly
guarded against cyberthreats

Tova Zimuki

Israel's State Comptroller said Wednesday elections in the country are not adequately protected against cyberattacks.

Speaking at a cyber conference at Tel-Aviv University, Matanyahu Engelman said said there were "major deficiencies
in readiness for cyber attacks in Israel's Central Election Committee.”

He added: "We're exposed, our data is exposed to too many people, our economy, children, health and security are
all exposed.”
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'Leading Cyber Ladies’' Help Empower Women In The
Cybersecurity Sector

Simona Shemer

Women account for 50 percent of the population, but they make up only about 28 percent of the cybersecurity
industry, according to Keren Elazari, Israeli security researcher and industry analyst who tells NoCamels she has
always encountered her fair share of unfavorable comments about how she was able to keep up with a male-
dominated industry

| was at a tech security conference this week and | had people coming up to me, people that are maybe half my
age, questioning whether | had a computer science degree. | answered, yeah, 20 years ago, please don't give me an
exam on infinite decimal math right now, because when | was studying it, you were still in kindergarten.”

This is just one of the reasons Elazari, a noted public speaker whose popular 2014 TED talk helped shape the global
conversation about the role of hackers and the evolution of cybersecurity, helped form Leading Cyber Ladies, a global
movement of top women in cyber tech coming together to talk trends, network, and provide support and resource
to each other in a comfortable and professional environment.

"What we're trying to achieve with leading cyber ladies, is to really increase that impact and the visibility of women
in cybersecurity, because we believe through role models, through networking, through shared experiences, we can
increase the impact of women in cybersecurity and getting more women into our field and into our communities.
That's our goal. That's our mission statement. And we started here in Israel. But we now have grown globally, and
we have chapters around the world. And even today, our Israeli community is our biggest community,” says Elazari.

The network, which now has chapters in Japan, Canada, New York, and UK, began its first chapter in Tel Aviv in
January 2015 with just 30 women. Today, there are around 3,000 globally, with over 1,000 in Israel. The first meetup
was the idea of Hila Meller, a cybersecurity expert and executive of CA Europe at the time, who is now the Vice
President for telecom giant BT Security. Meller suggested the idea to Elazari and together they set up the meeting
with speakers that included EL Al Airline's chief information security officer and the leading digital crimes prosecutor
in Israel, among others.

"We called ourselves the 'Leading Cyber Ladies,’ since we want to inspire others and lead more diversity and equality
in our industry," the group's official website says, "We felt it represented our commitment to lead for this change
to happen.”

Israeli incident response and security expert Reut Menashe, who is also the founder and CEO of Tetrisponse, an
incident response consultancy firm, tells NoCamels she joined Leading Cyber Ladies in 2017, to become part of an
enriching community in her field and help it expand worldwide.

"I believe in the purpose. | am in information security for a number of years. | know what it's like to be a woman
in this world," she continues, "Karen and Hila understood that there must be this community in order to empower
women in cybersecurity and | joined to help and support.”

Menashe is also one of the organizers of BsidesTLV, a security research community event in Israel, taking place
during Tel Aviv University's Cyber Week.

She says the ‘Leading Cyber Ladies’ network began to expand because women in the field from around the world
would come to Israel for cybersecurity or tech events and someone would invite them to come to speak at the
meetings or meet the other women. Elazari and Menashe also participate in and present at many international events
and will always talk up their network.

Elazari, who calls Menashe her co-pilot, is quick to different kinds of women that have become part of the group
over the years. "We've had the cybersecurity managers of Israeli airlines. We've had women from Israeli banks. We've
had women from innovative startups and founders of innovative cybersecurity startups. and omen who are leading
teams of dozens if not hundreds of people,” she explains, "“These are women that are already really successful, but
they are constantly tested and judged. We wanted to put the emphasis on leading.”

"This week, | got a request from someone in Africa that wants to start a group,” Elazari continues, “This person heard
me speak through a virtual conference in Nigeria and had the idea then and now they finally have a plan how to
do it. Women are really interested in organizing and it's easier for them when they hear there's already a movement
and a network. It's an opportunity to be part of something.”

Becoming visible

Elazari says that based on her own experience, women in the cybersecurity industry were never as visible as they
should have been for a variety of reasons. They were not connected to one another. They would not go to conferences
or give talks because they were not comfortable or because they were women, they had to prove themselves five
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or 10 times over.

"When [ first got started, more than 25 years ago, | was easily the only woman at a hacker conference or a security
conference or at the meeting table or on my team at a technology company. | was really used to being the only
woman around. We are proud to see it changing. There are more and more women around and in fact, the industry
surveys that look at the global cybersecurity workforce here in Israel and around the world say that the numbers
are getting higher and higher," Elazari says.

Reut Menashe, a co-creator at Leading Cyber Ladies

Indeed, the cybersecurity community, particularly in Israel, is making greater efforts to make sure women are part
of the conversation. This year's Cybertech Global 2022 conference in Tel Aviv included a panel devoted to cyber
tech women and opportunities in cybersecurity for underrepresented sectors in the industry featuring female
representatives from Israeli DevOps automation software company JFrog, authorization and identity management
solutions firm PlainID, AliceCode, an Israeli initiative teaching young girls how to code, and many more. Ruth Shoham,
CEO of The Open University of Israel also spoke about leading women in cybersecurity.

On International Women's Day, the Israel National Cyber Directorate sent out a list of prominent female experts in
the cybersecurity industry with the intention of increasing female representation in public appearances. The list,
which can be found here in Hebrew, includes names like Yuval Lazar, a senior security researcher at automated
penetration testing firm Pentera, Sivan Ashkenazi, a cloud security specialist at Deloitte, and Einat Meyron, a cyber
resilience specialist.

For their part, the Israeli chapter of ‘Leading Cyber Ladies' is empowering young women with aspiring cybersecurity
careers through mentorships, connecting them with other women that are already leading the field and have
established themselves in the sector. The group also runs events, like Capture The Flag, a competition that Elazari
says is very common in the cybersecurity world, but "you don't see a lot of women compete.”

The Leading Cyber Ladies are also very connected to each other in the world of social media, Menashe and Elazari tell
NoCamels, pointing to groups on What's App, Facebook, LinkedIn, and Instagram. It's a way for women in cybersecurity
to connect at events, even when they don't know each other, because they're part of the same group, Elazari says.

Elazari also says the team in Israel works very hard to provide professional development opportunities to the
community, like help for studying for specific exams, organizing product pitch events, and providing information on
how to get certain certifications. "We also spend 30 percent of our time if not more supporting our global network
come up with ideas for events and content,” says Menashe says, "And we are always looking for more women to join
the team!" she adds.

The events aren't even limited to women, she adds “We do invite women to our meetups, but we also invite men.
Change cannot come only from women. The change depends on everyone. Obviously, if most of the companies are
being managed by men then the change needs to come from them. So it's important to understand that we are in
it together. And | believe we are allies."

necamels

Israel’s Annual Cyber Week Returns To Tel Aviv
University Next Week

Max Kaplan-Zantopp

The annual international cybersecurity summit Cyber Week, will return to its in-person format next week beginning
Monday, June 27 at Tel Aviv University.

Over the past 12 years, Cyber Week has become one of the world’'s most recognized international cybersecurity
events, providing unique platforms for experts to share their knowledge regarding the challenges and opportunities
in the field.

The event will be hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval Ne'eman Workshop
for Science, Technology and Security.

Events will run for a full week and include over 40 roundtables, panels, workshops, forums, training sessions,
competitions, and more.

Thousands of attendees including cybersecurity experts, industry leaders, startups, investors, academics, diplomats,
and government officials from more than 80 countries are expected to arrive.

The 12th Annual International Cybersecurity Conference, the biggest and most highly anticipated event of Cyber
Week every year, will be held from June 28-29. Some of the most renowned names in the cyber world will discuss
crucial dilemmas and unsolved problems facing the public and private sectors of every company, city, and country
in the modern world.

Among this year's confirmed speakers are Prime Minister of Israel Naftali Bennett; Israel Minister of Defense Benjamin
Gantz; Deputy Assistant to the President and Deputy National Security Advisor for Cyber & Emerging Technologies,
White House, USA Anne Neuberger; National Cyber Director of the Executive Office of the US President Chris Inglis;
the Director General of the Israel National Cyber Directorate Gaby Portnoy; Conference Chairman of Cyber Week and
Director of Blavatnik Interdisciplinary Cyber Research Center at the Tel Aviv University Maj. Gen. (Ret.) Prof. Isaac Ben-
Israel; Chief Privacy Officer of Apple, Inc. Jane Horvath; CEO of the National Cyber Security Center Lindy Cameron;
CISO of SolarWinds Tim Brown; Founder of action:reaction and Netflix-star of Tinder Swindler Cecilie Fjellhay; and
Former VP, Information Security of Netflix Jason Chan.

"Cyber is an increasingly vulnerable space that is affecting everyone,” said Prof Isaac Ben-Israel. "Businesses must
wise up to the real and growing threat of cyber attacks, and cybersecurity experts must be ready to respond to the
escalating demand for cyber security with novel solutions. We must prepare now to be ready for what we know
tomorrow will inevitably hold."
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Tel Aviv University Leaders Explore Academic Ties In
Singapore
Isabel Engel

Tel Aviv University leaders met with top university and government
representatives in Singapore this week to explore potential research
collaborations in fields of cybersecurity, Al, aging, climate change,
medicine, and more.

The team at Tel Aviv University (TAU) — led by TAU President Professor
Ariel Porat — aimed to build off of long-standing relationships with
institutions in Singapore and decades-long bilateral relations
between Israel and Singapore. Both Israel and Singapore are leading
nations in innovation and technology, with extensive collaboration
in fields including R&D, arts and culture, and commercial business.
The TAU delegation noted that the visit was an important step in
the University's growing focus on academic ties with top global
institutions.

"As Israel's top university for innovation and entrepreneurship, Tel Aviv University sees great potential in augmenting
collaborations with institutions in Singapore, which is recognized as a fellow powerhouse in emerging and cutting-
edge technologies," said TAU President Professor Ariel Porat.

Professor Porat visited Singapore to partake in the International Academic Advisory Panel (IAAP) to the Singapore
Government on higher education. He was joined by industry leaders and presidents of other leading global universities,
including the University of Oxford, McGill University, Australian National University, and the University of Tokyo. The
TAU delegation team met with several Singaporean universities and governmental institutions including the National
University of Singapore, Nanyang Technological University, the Cyber Security Agency of Singapore, and the National
Research Foundation.

The visit placed a premium on cybersecurity research ahead of TAU's Cyber Week event, one of Israel's largest
cybersecurity summits. The Blavatnik Interdisciplinary Cyber Center at TAU — a key engine of Israeli cybersecurity
with over 200 researchers — has overseen collaboration between TAU and Singapore since it was initiated in 2015.

"As the challenges in cyber security continue to intensify, collaboration between countries, sectors, and people are
needed to safeguard the systems upon which society relies. As a global player in cyber research, we've demonstrated
the joint achievements that our teams produce, and we look forward to forging new ways to solve complex cyber
security issues with partners in Singapore,” said Blavatnik Interdisciplinary Cyber Research Center CSO Dr. Yaniv Harel.

necamels

Pharma Giant Bayer To Launch Cybersecurity Hub In
Israel

Isabel Engel

Global pharmaceutical giant company Bayer announced last week
that it would establish a cybersecurity hub in Israel.

The German multinational pharmaceutical and life sciences
corporation will be one of the largest internal cyber units of a
global company operating in Israel. The company will incorporate
the hub into Bayer's global cyber units.

By establishing a cyber branch in Israel, Bayer will be uniquely
positioned to bring added value to Israeli business and local operating
pharmaceutical companies. Additionally, the company will be able
to connect Israeli businesses to its global operations in the fields
of health, agriculture, and innovation.

"As a company engaged in R&D in the core areas of life sciences, the ability to integrate with Israel's unique cybersecurity
ecosystem, alongside sectors such as medical innovation and agricultural development is an opportunity to integrate
as players in the Israeli market and provide added value for Bayer and for the ecosystem,” said Hugo Hagen, managing
director Bayer Israel.

"As a Norwegian who has worked in Israel for three years, | feel a mission to promote Israel on Bayer's investment map,
and to strengthen the company’s position within Israel, and of the Israeli headquarters within the global headquarters.
The ecosystem here is impressive and it would be a mistake not to try to enjoy the possibilities that exist here, and
of course, | am proud that the decision was made to establish the new cyber security unit here," Hagen continued.

Several global Bayer executives came to Israel last week to explore the Israeli market and overall business environment
in light of the Hub establishment. The delegation brought many Bayer leaders to the Startup Nation, including Bijoy
Sagar, Chief Info. & Digital Transformation Officer; Gary Harbison, SVP CISO Head Cyber Security & Risk Management;
Saskia Steinacker, SVP Strategy & Digital Transformation; Jeanne Kehren, CIO Pharma; Chris Sawall, Bayer Crop Science
ISO & Head of Digital Security Services; Martin Bartel, Executive Management Support.

Two of these leaders, Sagar and Harbison, spoke at the Main Plenary of Tel Aviv University's (TAU) Cyber Week at the
end of June. Cyber Week, a large international cybersecurity event hosted each year, serves as a hub for cybersecurity
innovation in Israel. At the event, several senior Bayer executives met with Israeli professionals — including the CEO
of TAU's technology transfer company, Ramot, Keren Primor Cohen, and Head of TAU's Blavatnik Interdisciplinary
Cyber Studies Professor Isaac Ben-Israel — to sign a cooperation agreement to promote groundbreaking cybersecurity
research at TAU. By partnering with industry-leading companies like Bayer, Ramot is working to bolster TAU innovation
and research.
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Lindy Cameron speech at Tel Aviv Cyber Week

The CEO of the NCSC emphasises the ties between academia, industry and government in
countering cyber threats.

Good morning everyone. And it's fantastic to be here
again in Tel Aviv.

Thank you so much for inviting me. And thanks to
those of you who are joining us online - thanks for
tuning in. It's great to be back here for a 2nd year
running despite the challenges of COVID.

| would like to start by congratulating Gaby Portnoy
on his appointment as Director General of the Israel
National Cyber Directorate earlier this year.

My own organisation - the UK's National Cyber
Security Centre - and the INCD share an awful lot
in terms of mission and of outlook.

Our collaborations over the years have really delivered
and | look forward to expanding the partnership in
the years ahead.

Since | was here in Tel Aviv this time last year, the brutal Russian invasion of Ukraine has not only changed the geo-
political landscape but transformed the context for our work on cyber security.

When the first Russian tank crossed into Ukrainian territory, the unthinkable suddenly became a terrifying reality.
Millions of innocent people have had their lives, homes and families taken from them.

And while Russia inflicted this physical oppression, they were also conducting a cyber campaign. This came as no
surprise. Russia has consistently used cyber pressure to stress its rivals, distract them, and where possible disable
them.

But — just as they have done on the battlefield — Ukrainian cyber defenders have done an incredible job of repelling
many of these attacks. They are real heroes.

And | think resilience and preparation are at the heart of this success. I'll come back to this point shortly.

But for all the pernicious activity that we have seen from Russia in the last few months in cyber space and beyond,
we must not lose sight of the longer-term strategic challenges posed by the continued growth of China as a
technological and economic power.

Because in cyber security this challenge is particularly acute because of the globalised nature of digital technology.

The Chinese government's use of technology is about coercion and control. And the country's technological and
economic power mean they can export this vision very widely.

Once the world relies on technology delivered with an authoritarian bias, it will constrain our choices.

As allies...as equals...our more open systems can take time to reach agreement. And when we leave important choices
unmade, we leave gaps in our defences which will be rapidly exploited.

So these challenges - from China, Russia and others - make it impossible for us to leave cyber security for another day.
So now is the time to innovate, educate and empower our citizens.

The democracies of the world have to challenge themselves to develop technologies and systems which allow us
to avoid reliance on products not aligned with our values.

And | hope that the ‘start-up nation’ of Israel can play an important role in this innovation over the years to come.
But — even with a war raging in Ukraine — the biggest global cyber threat we still face is ransomware.
That tells you something of the scale of the problem.

Ransomware attacks strike hard and fast. They are evolving rapidly, they are all-pervasive, they're increasingly offered
by gangs as a service, lowering the bar for entry into cyber crime.

And that's what makes them such a threat — not just the nationally significant incidents that my team and | deal
with in the NCSC, but also the hundreds of incidents we see that affect the UK more widely every year.

These complex attacks have the potential to affect our societies and economies significantly, if it were not for the
expertise of our incident management operators working in collaboration with their counterparts in industry and
their international counterparts gathered here today.

So, we worked hard over the last year, to really understand, with our law enforcement partners, the criminal system
behind ransomware. We want to drive down profits and drive up the risk to the criminals. We continue to work on
understanding the scale, nature and evolution of their techniques.

We want to make ransomware an unprofitable and unattractive business.

Russia may dominate the headlines at the moment, but this threat of ransomware has not gone away — and nor
have we stopped our relentless focus on it.

But it's not all doom and gloom.

I've mentioned Ukraine, and closer to home, just look at the work undertaken by our hosts here in Israel - a shining
example of what can be done when a nation takes cyber security seriously.

The technology developed here is truly world class. The talent in the cyber security sector is second to none. And
your defences are some of the strongest in the world.

But making the most of our digital future is too big an issue for any one nation to handle alone.

Whether its drip feed irrigation or health and climate tech, Israel has always been proud to innovate for the benefit
of people, well beyond your borders.
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So, I hope you will continue to produce cyber security solutions which are safe, strong and affordable for the whole
world.

Because an isolationist stance is just not going to work, long term. | think the war in Ukraine is a case in point there.
Technology and tactics developed there won't remain local problems. We've all watched that carefully.

An important part of our response to this as an international community is a clearer definition and enforcement of
the rules that govern activity in cyberspace.

If we are to ensure that the digital world remains a place of opportunity, and to avoid it becoming a place of conflict
and struggle, we must be clearer about the guidelines and norms that transcend international borders. We must
explore innovative new technologies and share lessons learnt.

Last month, the UK's Attorney-General set out the UK views on how international law applies in cyberspace in peace
time.

She focused on providing more detail on the rule on prohibited intervention. Her speech brings this to life by providing
examples from key sectors of the sort of cyber behaviour that would be unlawful if conducted in peacetime.

She stressed that the United Kingdom's aim is to ensure that future frontiers evolve in a way that reflects our
democratic values and interests, as well as those of our allies.

We need clarity on the points of law if they are to be part of a framework for governing international relations and
if they are to rein in irresponsible cyber behaviour.

Another very significant element is the international regulation of sophisticated cyber capabilities. Some of which
have been pioneered here, in Israel.

If we're going to maintain a cyberspace which is a safe and prosperous place for everyone, it is vital that such
capabilities are produced and used in a way that is legal, responsible and proportionate.

| am delighted that Israel has tightened export controls around these tools, making it far more difficult for nations
with concerning records on privacy and human rights to acquire such intrusive spyware.

It is really important that every actor, from the developer to the end-user of these types of technology and capability
acts responsibly, with appropriate safequards to protect against misuse.

There is a key role here for those of you in the private sector, for our respective cyber industries and technology
companies in conducting due diligence and ensuring their products are not deployed in a manner that creates
harm or undermines these principles.

One of the great benefits of coming to fantastic events like this at Tel Aviv Cyber Week is the opportunity to learn
from others and exchange ideas.

In the UK, we take our ‘whole of society’ approach to cyber security really seriously. We want everyone ‘on the team,
pulling together to present a cohesive and resilient digital face to the world. Every citizen, business and utility, every
school, charity and hospital. And | think that is something that we look to you for some real lessons on.

We want to help create a society that is resilient to cyber attacks, where cyber security is second nature to all of us.

Israel is already some way ahead in this process. Your cyber security ecosystem of businesses, education, and
research is thoroughly inspirational. | am personally in awe of your cyber education programme — it is something
that the UK's CyberFirst scheme has learnt many lessons from.

And | appreciate that building this kind of depth of understanding, as Professor Ben-Israel said, takes time. But early
investment really pays dividends.

The same is true of organisations around the world as they build resilience to cyber compromises.

Which is why my organisation has been encouraging organisations throughout the UK to follow the advice that
we give as NCSC to improve their resilience — learning from the lessons we've seen in Ukraine of how to build that
resilience in the face of the Russian onslaught.

And learning the lessons of Ukrainian cyber security in recent months has been something we've tried to help our
companies in the UK to understand.

But to build this kind of resilience we need to create an environment where people are not too busy putting out the
little fires to focus on the longer term.

Which is why the NCSC is really proud of our Active Cyber Defence programme, which helps to reduce the volume
of low-level commodity attacks. And we've had some noteworthy successes.

Our 'Takedown project’, for example, removed 3.1 million malicious URLs in 2021. Which we think saved the UK £223
million.

In the same period, our ‘Protective DNS' service handled more than 600 billion requests. 160 million of which were
blocked from accessing known sources of malicious content.

And, one service that | am particularly proud of is our Suspicious Email Reporting Service, because we enlist the
great British public to help us. So far, the public have told us about 10.5 million suspicious emails, from which we've
taken down 76,000 online scams. It's a great example of our "whole of society” approach in action and it helps our
citizens feel as if they're helping us as a country, not just to protect themselves, but to protect the nation as a whole.

So, this ambitious approach to a whole of society approach to cyber. But | think to succeed, partnerships are essential.
So, we are building stronger ties between academia, industry and government.

We're reaching out to startups, with initiatives designed to spur the development of tools which will protect the UK's
smaller and medium sized businesses.

And we are engaging, as we are here, with our friends and allies.

We must come together around our shared values. Each nation bringing its own particular skills and strengths to
build a network which is naturally resilient to attack, one which favours innovation, discourse and creativity over
control and coercion.

They are big challenges, and they point to even larger actions. So, | look forward to discussing them with you here
at Cyber Week, and in the months and years to come.

Thank you for your time.
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Commercial cyber capabilities must be used legally
and responsibly, says UK NCSC CEO

Lindy Cameron'’s speech at Tel Aviv Cyber Week emphasised the importance of partnerships
and international requlation of sophisticated cyber capabilities.

The head of the UK's National Cyber Security Centre (NCSC) has delivered an international speech emphasising the
importance of legal and responsible use of commercial cyber capabilities.

Speaking to an audience at the globally prestigious Cyber Week hosted by Tel Aviv University, Lindy Cameron also
discussed how the ties between academia, industry, and governments are key to countering the latest cyber threats.

The CEO of the UK NCSC — which is part of the world-leading intelligence agency GCHQ — will say that even following
the illegal Russian invasion of Ukraine, ransomware remains the biggest global cyber threat most organisations must
manage.

She will also praised Ukrainian cyber defenders for their response to Russia's invasion, highlighting the resilience of
their networks in repelling many attacks. She said:

“Russia has consistently used cyber pressure to stress its rivals, distract them, and where possible disable them.

“But — just as they have on the battlefield — the Ukrainian cyber defenders have done an incredible job of repelling
many of these attacks. They are real heroes.

"And | think resilience and preparation are at the heart of this success."

The main focus of her speech was the international requlation of sophisticated cyber capabilities. Lindy Cameron said:

“If we're going to maintain a cyberspace which is a safe and prosperous place for everyone, it is vital that such
capabilities are produced and used in a way that is legal, responsible and proportionate.

“I am delighted that Israel has tightened export controls around these tools, making it far more difficult for nations
with concerning records on privacy and human rights to acquire such intrusive spyware.

“It is really important that every actor, from the developer to the end-user of these types of technology and capability
acts responsibly, with appropriate safequards to protect against misuse.”

Describing Israel as a “shining” example of what can be done when a nation takes cyber security seriously, she said:

"The technology developed here is truly world class. The talent in the cyber security sector is second to none. And
your defences are some of the strongest in the world.

"But making the most of our digital future is too big an issue for any one nation to handle alone.

"Whether it is drip feed irrigation or health and climate tech, Israel has always been proud to innovate for the benefit
of people, well beyond your borders.

"So, | hope you will continue to produce cyber security solutions which are safe, strong but also affordable for the
whole world."

Turning to ransomware and how the upward trend of the commercialisation of such capabilities dramatically lowers
the technical knowhow required to conduct criminal operations, she said:

"But - even with a war raging in Ukraine - the biggest global cyber threat we still face is ransomware. That tells you
something of the scale of the problem.

"Ransomware attacks strike hard and fast. They are evolving rapidly, they are all-pervasive, they're increasingly offered
by gangs as a service, lowering the bar for entry into cyber crime.

"And that's what makes them such a threat — not just the nationally significant incidents that my team and | we deal
with in the NCSC, but also the hundreds of incidents we see that affect the UK more widely every year.

"These complex attacks have the potential to affect our societies and economies significantly, if it were not for the
expertise of our incident management operators working in collaboration with their counterparts in industry and
their international counterparts gathered here today."

Returning to the theme of partnerships, Lindy Cameron emphasised that prosperous relationships between different
institutions are key to countering the latest cyber threats:

"To succeed, partnerships are essential. So, we are building stronger ties between academia, industry and government.

"We must come together around our shared values. Each nation bringing its own particular skills and strengths to
build a network which is naturally resilient to attack, one which favours innovation, discourse and creativity over
control and coercion.”
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IDF official: Israel thwarted cyberattack targeting US
power plants

‘It enabled preventing this threat, through tight collaboration with our fantastic American
partners’

Israel halted hackers from attacking US power plants, the deputy chief of the Israeli army's signals intelligence
branch, Unit 8200, said at Tel Aviv University's annual cyber week on Wednesday.

The IDF official said that his unit became aware of the cyber threat in the process of stopping another attack aimed
at Israel.

“We also found that they were attempting to target US power plants as well. This was the first indication of this
attack. It enabled preventing this threat, through tight collaboration with our fantastic American partners,” Colonel
U. told the audience, according to The Jerusalem Post.

He also explained how his unit dealt with the alleged Iranian attack in 2020 targeting Israel's water facilities.

“We saw this attacker attempting to poison the water in an attempt to claim human lives. We mitigated that threat
far ahead," he said at the conference.

Cyberattacks have become an increasing threat for states, and Israel is currently facing a cyber war with Iran.

In June, hackers from the Shiite country allegedly targeted Israel's rocket warning system, activating false rocket
warning sirens in Israeli cities.

It was revealed just a few days after senior Israeli officials were hacked by Iran to get access to email accounts,
stealing confidential information.

The commander also acknowledged the cyber threat Israel is facing, stressing that Unit 8200 is operating in a "quite
tough neighborhood."

"Counter cyber operations are a major part of our operations. Once we obtain superiority over the attacker, we then
act to deny their capabilities," he said according to The Jerusalem Post.

"First of all, by collaborating with industry and other agencies, but if necessary, we do it on our own, implementing
‘our tools' at some point, somewhere along the attack stream. 8200 won't rest until the threat is removed.”
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"L'lran est devenu le principal rival d’Israél dans le
domaine de la cybersécurité” (chef de la direction
nationale de la cybersecuriteé)

"Quiconque tentera une cyberattaque contre Israél en paiera le prix”, a affirmeé N. Bennett

Le Premier ministre sortant Naftali Bennett a averti mardi que quiconque tenterait une cyberattaque contre Israél
"en paierait le prix".

"Tout comme il y a la dissuasion nucléaire, il y a la cyberdissuasion. Si quelgu'un nous attaque dans ce domaine,
nous riposterons”, a déclaré Naftali Bennett, qui s'exprimait a l'occasion de la Cyber Week de ['Université de Tel-Aviv.

Ces commentaires interviennent au lendemain d'une cyberattaque d'envergure ayant paralysé momentanément
lindustrie sidérurgique iranienne, survenue quelques jours apres le piratage des systéemes d'alerte précoce en Israél,
qui a entrainé le déclenchement inopiné des alarmes a Jérusalem et Eilat.

Un groupe anonyme de hackers a revendiqué l'attaque sur les réseaux sociaux, affirmant qu'il avait ciblé les trois
plus grandes entreprises sidérurgiques iraniennes en réponse a “l'agression de la République islamique”.

Le groupe, se faisant appeler "Gonjeshke Darande”, a partagé des images présumées de l'usine de Khuzestan Steel
Co., montrant le dysfonctionnement d'une machinerie lourde sur une chaine de production de barres d'acier qui a
provoqué un important incendie.

Des correspondants militaires israéliens généralement bien informés, ont laissé entendre qu'lsraél était directement
responsable de la cyberattaque de lundi en Iran, menée en représailles au piratage présumé des systemes d'alerte
israéliens.

Lors du méme événement de la Cyber Week, Gaby Portnoy, chef de la direction nationale israélienne de la cybersécurité
(INCD), a affirmé que l'lran était devenu le principal rival d'lsraél dans le domaine de la cybersécurité avec le Hezbollah
et le Hamas.

“Nous les avons a l'eeil et nous savons comment ils opérent’, a affirmé Gaby Portnoy.

Le chef de la direction nationale israélienne de la cybersécurité a indiqué qu'lsraél était en train de construire un
‘cyber déme de fer" destiné a élever le niveau de la cybersécurité, en utilisant de nouveaux mécanismes et des
cyberparamétres qui “réduiront les attaques, fourniront de nouvelles mégadonnées, ainsi qu'une approche globale
de l'lA pour synchroniser la détection nationale en temps réel".

“Nous sommes en train de passer rapidement de la résilience a la défense proactive, en traquant les cyber-attaquants
dans leurs refuges numeériques’, a souligné Gaby Portnoy, plaidant pour la mise en place de protocoles de cybersécurité
pour les infrastructures, l'ensemble du secteur privé et les chaines d'approvisionnement.
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This is where we stand

Gantz: Iran, Hezbollah targeted UNIFIL operations in
Lebanon

Hamas' release of video of captive Israeli tantamount to "humanitarian blackmail,” defense
minister says. Unit 8200 deputy commander says Israel thwarted Iranian plan to poison Israel’s
water supply.

Lilach Shoval

Defense Minister Benny Gantz on Wednesday revealed
Iran and Hezbollah had worked together to attack UN
peacekeeping forces in Lebanon.

He called the incident “another blow by Iran and Hezbollah
to Lebanese citizens and stability in the country” in an
address to the 2022 Cyber Week conference at Tel Aviv
University.

Commenting on the footage released by Hamas of Hisham
al-Sayed, the Bedouin Israeli held by the terrorist group,
the defense minister said the video was an attempt at
blackmail through the use of a humanitarian issue: "Hamas
is holding the four boys [ al-Sayed, Avera Mengistu, and
IDF soldiers Hadar Goldin and Oron Shaul, the latter two of whom were killed in fighting in the Gaza Strip in 2014] in
violation of international law and ... ethics. Hamas is responsible for this, and our expectation from the international
community is to act against this vile conduct by Hamas.

“The State of Israel acts with a variety of means and continues to turn over every stone to bring the boys home. As
we've said in the past, this is @ humanitarian issue. That's how we see it, and on this basis, we will continue to act.
Attempts at blackmail and psychological warfare will not influence our stand and our conduct,” he said.

Describing joint activities by Iran and Hezbollah, the defense minister said: “Iran is also operating its emissaries in
the realm of cyber. | can reveal today that Iranian security forces, in cooperation with Hezbollah, recently acted to
harm the operations of UNIFIL forces in Lebanon. This is through the implementation of a cyber campaign aimed
at stealing material on UNIFIL preparedness in the area and its use by Hezbollah. This is another blow by Hezbollah
and Iran to Lebanese citizens and Lebanon's stability.”

He said, “Israel is familiar with the cyber systems of its rivals and its paths of action. In recent years, we have witnessed
a phenomenon of groups of Iranian-backed hackers who act against Israel and other countries. The new emissaries
are terrorists with keyboards who will meet the same fate as other terrorist organizations. We know who they are,

we strike them and their dispatchers. And today, too, they are in our crosshairs, and not just in the cyber dimension.
No attack on Israeli citizens will be ignored. And the responsibility is on the attackers and the state funding and
those dispatching them. A cyberattack can be met with a variety of means in the realm of cyber and other areas.”

Gantz said: "Iran is leading cyberterrorism and making moves aimed at influencing democratic processes and regimes,
as was the case in the US presidential elections and additional attempts Israel is aware of. Actions like those by the
Shahid Cawa unit that collected intelligence on ships, gas stations, and industrial factories in a number of countries
were carried out under the direct directive of the Iranian leadership and the Revolutionary Guards as was revealed
in the investigations.”

He noted that in recent years, Israel has prevented "many attempts to hack into private and public firms in Israel
and overseas. | also call on the public to demand ‘cyber accountability’ and punish companies and organizations
that do not act in accordance with the quidelines.”

Delineating Israel's plans to contend with various threats, Gantz said: "Our chief mission in the military, in the various
security industries and organizations, is to build the people, train them, and keep them. The [IDF] Chief of Staff [Lt.
Gen. Aviv Kochavi] and | have made this issue one of the central missions of the relevant units. We are constantly
examining the buildup of force — in terms of both manpower as well as the issue of training and the issue of missions.
In the coming years, we will also need to assess the organization, management, and operation of cyberwarfare, its
offensive and defensive traits in the IDF, and the entire security system.”

Gantz concluded by calling for cooperation with the world: “There is great importance to our cooperation with
the world against Iran and in the realm of cyber. We are expanding this cooperation we are building in the region
against Iran in regard to defense and various threats to the cyber realm as well.

In what was his first such public address, Ori, the deputy commander of the IDF's 8200 Intelligence unit, revealed
Israel had thwarted an attack on the country's water systems.

"The thwarting of cyber threats is a central part of our activity. Our goal is to achieve superiority over the attacks, to
succeed in identifying it, and to act to revoke their abilities. So, sometimes, we also find victims outside of Israel, and
then we make contact with other agencies when necessary. We do this both independently and through cooperation
with the industry and other agencies through the implementation and use of tools that we have developed. 8200
will not rest until the threat is removed,” Ori said.

He said the unit thwarted an attempt to “take over Israel's critical water systems and poison them a few years
ago. In another instance, we also identified that a certain enemy had attacked Israel and recognized that the
same attacker was also trying to target power stations in the US. This was the first indication of this attack.
We succeeded in thwarting this threat through close cooperation with our American partners.”



Y Cyber Week

June 27th-30th, z.

Tel Aviv University, Israe|

—~

% ‘i’CRC @O@ X ‘ = Cyber Israel

‘ ) National Cyber Dirg¢torat
Yuval Ne'eman Workshop Blavatnik In@fdisciplinary TEL AVIV -NO'0110IN | National Cyber Dirgctorate

for Science, Technology and Security Cyber Research Center UNIVERSITY 2NN
Tel Aviv University

In cooperation with: @ ‘, }i‘[ﬁ;‘,‘\'f‘é&‘ @

Ministry of Forgigh Affairs i ndus ISRAEL EXPORT INSTITUTE
Isral o on

ISRAEL LT

This is where we stand

Suspected cyberattack triggers sirens in Jerusalem,
Eilat

The strongest indicator of a hack is the fact that civilian — not military — alert systems
were compromised, National Cyber Directorate says. Local authorities instructed "to take
preventative measures against the threat.”

Ariel Kahana , Yori Yalon and Ronit Zilberstein

The air raid sirens that blared across parts of Jerusalem and the resort city of Eilat Sunday were most likely the result
of a cyberattack, the Israel National Cyber Directorate said.

The Cyber Directorate said in a statement that the strongest indicator that the sirens were the result of a hack rather
than a malfunction was the fact that the systems that were activated were municipal — not the ones controlled by
the IDF's Home Front Command.

"Local authorities have been instructed to take preventative measures against the threat,” the statement said.

The INCD said that the source of the attack is unclear at this time, adding that it was investigating whether Iranian
hackers were behind the alleged attack.

"It seems that the attack didn't compromise any infrastructure defined as critical, but at the same time, it again
became clear how compromising relatively simple civilian systems disrupts Israeli citizens' lives,”" CEO of Israel
Internet Association Yoram Hacohen told Israel Hayom.

He further noted that there is “a significant gap between the excellent protection the state offers what it defines
as critical infrastructure and the lacking protection of other civilian infrastructure.

"This isn't the first attack to illustrate this gap. We have to increase awareness and employ better cyber-defenses
across the board."

Deputy Economy and Industry Minister Yair Golan touched on the issue in an interview with Army Radio, saying,
"There have been many attempts by the Iranians to harm Israel using cyber [measures] and we take it seriously.”

Golan, a retired major general who served as deputy chief of staff, added that the fact the civilian warning
systems were hacked was “very troubling. If there's a breach it needs to be taken care of immediately.”

Omree Wechsler, a senior researcher at the Blavantnik Interdisciplinary Cyber Research Center, said that the
hacks targeted public address systems in Jerusalem and Eilat.

"As a clear Israeli symbol, it shows that this is an opportunistic attack and not a sophisticated and well-planned
attack launched years ago - the hackers attacked where they found loopholes. As many cyberattacks in the
world are focused on financial or espionage targets, the Iranian activity against Israel is in accordance with

the pattern of causing damage or creating panic. Such attacks are common and are part of a daily routine that
includes thousands of attempts to hack into any system or server whose damage would cause media coverage,
in contrast to the espionage activity that also takes place every day," Wechsler said.

Last week, Israeli cybersecurity giant Check Point uncovered an extensive phishing scheme by Iranian hackers
seeking to compromise former high-ranking Israeli officials, including former Foreign Minister Tzipi Livni, retired
Military Intelligence Amos Yadlin, and a former US ambassador to Israel.

In March, a massive cyberattack downed most Israeli government websites but swift action by the National
Cyber Directorate managed to fend it off within minutes.
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This is where we stand

State comptroller: Israel not ready for real cyberwar

"Our data is out there and we are exposed. World War Il will be dominated by hackers but the
world is not ready for it,” Matanyahu Englman warns.
Yair Altman

State Comptroller Matanyahu Englman warned last week that Israel is grossly underprepared for the ramifications
of an actual cyberwar.

"We are exposed. Our data is visible to too many people. Our transactions are exposed, our children are exposed,
our health [information] is exposed, our security is exposed. World War Il will be a cyberwar, but the world is not
ready for it,” Englman said Wednesday at Cyber Week 2022, the annual international cybersecurity expo hosted by
Tel Aviv University.

Audits by the State Comptroller's Office have found significant failures in Israel's cyber readiness in major hospitals,
Tax Authority, and municipal transportation direction systems, he said.

Many of the public bodies audited were found to have performed only basic hacking drills — some only during the
time of the audit he said.

He also warned that the central election committee was unprepared to ward off cyber threats — a point that
has significant implications given that Israel is heading toward its fifth elections in three years.

"We at the State Comptroller's Office undertake to continue to address this significant issue, for the benefit of
the Israeli public,” he concluded.
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This is where we stand

PM warns Iran not to ‘'mess with Israel’ as Doha talks
begin

Rob Malley, the US special representative for Iran, arrived in Qatar on Monday night ahead of
indirect negotiations separate from the official JCPOA nuclear talks in Vienna.
Tamir Morag

Prime Minister Naftali Bennett warned Iran on Tuesday that Israel would not stand idly by if it targets Israel. Speaking
at Tel Aviv University's annual international cybersecurity conference Cyber Week Bennett said, “My approach toward
our enemies — especially Iran — is that we are not going to create destruction, but those who mess with us will pay a
price, and if the thug sends people to hurt us we are going to hit the thug on every dimension.” Bennett then added,
“If someone attacks us via cyber, we are going to retaliate.”

Meanwhile, Iran and the United States appeared poised Tuesday to start indirect talks in Qatar aimed at finding a
way to save Tehran's tattered nuclear deal with world powers.

The state-owned Tehran Times posted a photograph of Iran’s top nuclear negotiator, Ali Bagheri Kani, in a hotel
lobby with Iranian Ambassador to Qatar Hamidreza Dehghani. The newspaper said Bagheri Kani was in Doha,
the Qatari capital, for the resumption of the talks.

Rob Malley, the US special representative for Iran, arrived in Qatar on Monday night ahead of the talks. The
US Embassy in Qatar said Malley met with Qatari Foreign Minister Mohammed bin Abdulrahman Al Thani to
discuss "joint diplomatic efforts to address issues with Iran," but declined to immediately offer any other details
about his trip.

Qatar's Foreign Ministry later issued a statement saying it "welcomed” hosting the talks. It said the talks aimed
to reestablish the deal "in a way that supports and enhances security, stability and peace in the region and
opens new horizons for broader regional cooperation and dialogue with the Islamic Republic of Iran.”

Iran and world powers agreed in 2015 to the nuclear deal, which saw Tehran drastically limit its enrichment of
uranium in exchange for the lifting of economic sanctions. In 2018, then-President Donald Trump unilaterally
withdrew America from the accord, raising tensions across the wider Middle East and sparking a series of
attacks and incidents.

Talks in Vienna about reviving the deal have been on a “pause” since March. Since the deal's collapse, Iran has
been running advanced centrifuges and rapidly growing stockpile of enriched uranium.

Even as negotiators convened in Doha, Iran’'s nuclear chief on Tuesday confirmed that Iran had begun installing
a new cascade of advanced centrifuges at its underground Fordo facility.

The International Atomic Energy Agency earlier reported that Iran was planning to enrich uranium through a
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new chain of 166 advanced IR-6 centrifuges at the site. A cascade is a group of centrifuges working together
to more quickly enrich uranium.

"We will follow measures according to the plans made," declared Eslami, without saying at which level the
new cascade will be enriching.

Earlier this month, Iran removed 27 surveillance cameras of the IAEA to pressure the West toward making a
deal. The IAEA's director-general warned it could deal a “fatal blow" to the accord as Tehran enriches uranium
closer than ever to weapons-grade levels.

Nonproliferation experts warn Iran has enriched enough up to 60% purity — a short technical step from
weapons-grade levels of 90% — to make one nuclear weapon, should it decide to do so.

Iran insists its program is for peaceful purposes, though UN experts and Western intelligence agencies say
Iran had an organized military nuclear program through 20083.

Building a nuclear bomb would still take Iran more time if it pursued a weapon, analysts say, though they warn
Tehran's advances make the program more dangerous. Israel has threatened in the past that it would carry out a
preemptive strike to stop Iran — and already is suspected in a series of recent killings targeting Iranian officials.
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This is where we stand

Bayer to establish cybersecurity hub in Israel

The pharma giant plans to integrate the hub into Bayer’s global cyber unit. Local center to be
one of the largest internal cyber units the multinational conglomerate operates.

Pharma giant Bayer on Thursday announced plans to establish a cybersecurity hub in Israel, which will be integrated
into Bayer's global cyber unit and will be one of the largest internal units of this kind in the company.

A delegation of top Bayer executives arrived in Israel on June 26 for a three-day visit and met with Economy
and Industry Ministry Director-General Ron Malka to discuss the German company's plans to deep-dive into
the Israeli market.

The planned cybersecurity hub places Bayer Israel in a unique position among locally operating pharma
companies, as it will allow it to bring added value to the Israeli business sphere via opportunities to connect
to its global operations in health, agriculture, and innovation.

The delegation included, among others, Bijoy Sagar, Bayer's chief information technology and digital transformation
officer, and Gary Harbison, head of cybersecurity and risk management, who were the driving force behind
the move. The two also spoke at the main plenary of Cyber Week 2022, the annual international cybersecurity
expo hosted by Tel Aviv University.

“I am excited by the spirit of innovation, level of talent, and pragmatism | witnessed in the startup ecosystem,
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the government, and universities in Israel in the sphere of information technology,” Sagar said. "“Bayer business
in Israel is strong and the cybersecurity bub is another great addition to our initiatives in Israel.”

During Cyber Week, top TAU and Bayer executives also inked a cooperation agreement to promote groundbreaking
cybersecurity research from Tel Aviv University.

Managing Director of Bayer Israel Hugo Hagen (Courtesy)

"As a company engaged in R&D in the core areas of life sciences, the ability to integrate with Israel's unique
cybersecurity ecosystem, alongside sectors such as medical innovation and agricultural development is
an opportunity to integrate as players in the Israeli market and provide added value for Bayer and for the
ecosystem," Managing Director of Bayer Israel Hugo Hagen said.

"As a Norwegian who has worked in Israel for three years, | feel a mission to promote Israel on Bayer's investment
map and to strengthen the company'’s position within Israel, as well as that of the Israeli headquarters within
the global headquarters. The ecosystem here is impressive and it would be a mistake not to try to enjoy the
possibilities that exist here, and of course, | am proud that the decision was made to establish the new cyber
security unit here."

"There is no doubt that such initiatives contribute to employment, innovation, and Israel’'s image, and attract
other international investments,” Malka noted. “We will continue to represent the best Israeli innovation has to
offer and link it to leading companies. We welcome Bayer's expansion in Israel and we are working to develop
future similar initiatives."

Yael Mor, who will run the hub for Bayer, said, "It is exciting to create something the activities of which will
have an impact in the world beyond Israel's borders. Along with our focus on the cyber unit, we will engage
in locating Israeli innovation in cyber security.”

Bayer is one of the largest pharmaceutical and life sciences conglomerates in the world. Its main areas of
business include consumer healthcare products, agricultural chemicals, and seeds and biotechnology products.
The company set up its offices in Israel in 2008 and currently employs 150. Worldwide, Bayer maintains a
presence in 83 countries, employing some 100,000 people.

ISRAELDEFENSE

Israel is promoting "national Cyber Dome,"” says cyber
chief

INCD head Gabi Portnoy referred to the ongoing cyber war with Iran, saying it has "become out
dominant rival”

In his first public speech, Gaby Portnoy, Director
General of Israel National Cyber Directorate (INCD),
presented the new INCD project aimed to diminish
cyber-attacks: The Cyber-Dome - a new big-
data, Al, overall approach to proactive defense.
Portnoy presented in the annual Cyber Week
event led by the INCD and Tel-Aviv University
cyber research center.

INCD data presented in the conference revealed
that 1,500 attacks were halted during the last
year by INCD's teams.

Relating to attackers, Portnoy said: “There is no
longer only one-type of an ideological official
enemy. On the one hand - Iran has become our dominant rival in cyber, together with, Hezbollah and Hamas. We see
them, we know how they work, and we are there. On the other hand, the spectrum also was stretched - to attackers,
attack groups, proxies, independent crime-organizations, and private people’.

Portnoy presented the INCD's new project: Cyber Dome — an analogy to Israel's Iron-Dome. “The Cyber Dome will
elevate national cyber-security by implementing new mechanisms in the national cyber perimeter, reducing the
harm from cyber-attacks at scale.

“The Cyber Dome will also provide tools and services to elevate the protection of the national assets as a whole. The
Dome is a new big-data, Al, overall approach to proactive-defense. It will synchronize nation-level real-time detection,
analysis, and mitigation of threats.”

Portnoy added that “We need to protect our national assets in the best possible way and make cybersecurity protocols
we use for critical infrastructure available for more sectorial organizations - government and private”. He stressed
that "You cannot fight cyber aggression alone. You have to have partners, at home, in your defense community, in
the government, in the different sectors, in the academy;, in the private sector and around the world".
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Iranische Cyber-Angreifer versuchen, Israel in Panik zu
versetzen — bislang ohne Erfolg

Beobachter sagen, der iranisch-israelische Cyberkrieg habe gezeigt, dass die Iraner
"opportunistische Schlupflocher” nutzen — Die EinfiUhrung des Quantencomputers konnte
neue Maglichkeiten im Cyberbereich eréffnen.

Yaakov Lappin

(JNS) Die iranischen Cyberangreifer, die Israel ins Visier genommen haben, haben sich darauf konzentriert, Panik
zu verbreiten, ohne jedoch fortgeschrittene Cyberangriffsfahigkeiten zu aktivieren, sagen Beobachter in Israel und
warnen, dass die feindlichen Akteure weiterhin nach neuen Schwachstellen suchen werden.

In diesem Monat haben iranische Cyberangreifer Berichten zufolge die Raketenwarnanlagen der Stadtverwaltungen
von Jerusalem und Eilat aktiviert und die E-Mails hochrangiger israelischer und amerikanischer Beamter und
Fuhrungskrafte ins Visier genommen.

Im November richtete sich eine Reihe von Cyberangriffen auf iranische Tankstellen und Autobahnschilder im ganzen
Land, wobei Berichten zufolge jede Tankstelle im Land lahmgelegt wurde, wahrend gleichzeitig Anzeigen tbernommen
und subversive regimefeindliche Botschaften angezeigt wurden.
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Der israelisch-iranische Cyber-Schattenkrieg scheint also kein Ende zu nehmen. Das 2012 eingerichtete Nationale
Cyber-Direktorat Israels (ursprunglich bekannt als Nationales Cyber-Buro) ist eine Regulierungsbehorde, die sicherstellt,
dass kritische Webseiten des privaten und 6ffentlichen Sektors geschutzt sind, und die Mindestschutzniveaus festlegt,
die fur alle kritischen Infrastrukturen und Unternehmen des privaten Sektors erforderlich sind.

.Die Hacks zielten insbesondere auf 6ffentliche Adressensysteme in Jerusalem und Eilat ab*, sagte Omree Wechsler, ein
leitender Forscher am Blavatnik Interdisciplinary Cyber Research Center der Universitat Tel Aviv. ,Als klares israelisches
Symbol zeigt es, dass es sich um einen opportunistischen Angriff handelt und nicht um einen ausgeklugelten und
gut geplanten Angriff, der vor Jahren gestartet wurde; die Hacker griffen dort an, wo sie Schlupflécher fanden."

.Da sich viele Cyberangriffe in der Welt auf Finanz- oder Spionageziele konzentrieren, entsprechen die iranischen
Aktivitaten gegen Israel dem Muster, Schaden anzurichten oder Panik zu verbreiten. Solche Angriffe sind tblich
und Teil einer taglichen Routine, die Tausende von Versuchen umfasst, sich in jedes System oder jeden Server zu
hacken, dessen Beschadigung ein Medienecho hervorrufen wurde, im Gegensatz zu den Spionageaktivitaten, die
ebenfalls jeden Tag stattfinden’, erklarte er.

Raum fur Verbesserungen in allen Bereichen

Professor Oberst a.D. Gabi Siboni, Experte fur Cybersicherheit, militarische Strategie und Technologie am Jerusalemer
Institut fur Strategie und Sicherheit, erklarte gegenuber JNS, er sei der Meinung, dass ,Israel tber ein gut funktionierendes
System verfugt,, um mit diesen Bedrohungen umzugehen, und das die Bereitschaft aufrechterhalt. Naturlich gibt
es keine Immunitat, und es ist fur die Angreifer immer moéglich, eine Lucke zu finden und durch sie einzudringen.”

Siboni, der als leitender Berater fur die israelischen Verteidigungskrafte und andere israelische Sicherheitsorganisationen
tatig ist, sagte, es sei wichtig, daran zu denken, dass ,nicht nur Regierungssysteme angegriffen werden kénnen, sondern
auch zivile Systeme, und dies kann zu erheblichen Schaden fuhren”, bemerkte er und verwies auf den Ransomware-
Angriff auf die israelische Versicherungsgesellschaft Shirbit im Jahr 2020, der sich als auBerst schadlich erwies.

.0bwohl das israelische staatliche Verteidigungssystem auch zivile Systeme beruhrt, ist der zivile Bereich unabhangig
und sensibler’, sagte er. ,Es gibt immer Raum fur Verbesserungen in allen Bereichen."

Wechsler sagte, dass es bei der Bewertung der Bereitschaft Israels fur diese Art von Angriffen und im weiteren Kontext
iranischer Cyberangriffe ,wichtig ist, eine Grenze zu ziehen zwischen der Verteidigung militarischer Systeme und
Anlagen, kritischer Infrastruktur, deren Bedeutung fur den Schutz im Cyberspace Israel als erste Nation erkannt hat,
und der Situation im privaten Sektor und den lokalen Gemeinden. Kritische Infrastrukturen, deren Angriffe physische
Schaden verursachen kénnen, unterliegen der Leitung des National Cyber Directorate und sind daher gut geschutzt.”

Er sagte: ,Das Gleiche qilt fur militarische und nationale Sicherheitssysteme. Diese Angriffe auf die kommunalen
Adressensysteme zeigen aber, dass es an Bewusstsein, Regulierung und Durchsetzung mangelt, wenn es um die
Cybersicherheit dieser Einrichtungen geht. Das Gleiche gilt fur viele private Organisationen, insbesondere fur
kleine und mittlere Unternehmen, bei denen es keine Behorde gibt, die die Sicherheitsverfahren durchsetzen und
Uberwachen kann."

Auf die Berichte in den internationalen Medien Uber angebliche israelische Cyber-Offensiven gegen den Iran
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angesprochen, sagte Siboni, er versuche, die Gesamtstrategie Israels in dieser Kampagne zu verstehen. ,Zwei Seiten
tauschen Schlage aus, hin und her, aber was ist die Strategie in diesem Zusammenhang? Diese Frage stelle ich mir
immer, und ich kenne die Antwort darauf nicht’, raumte er ein.

Wechsler zufolge ,gilt Israel in allen Bereichen als hochentwickelter Cyber-Akteur, etwa bei der Cyber-Verteidigung
und der Sammlung von Informationen, und verfugt tber ein florierendes lokales Cyber-Okosystem. Wie sich im Laufe
der Jahre herausgestellt hat, rangiert Israel auch bei den offensiven Cyberfahigkeiten ganz oben und hat in diesem
Bereich weitaus fortgeschrittenere Fahigkeiten als der Iran bewiesen."

.Wir kbnnen zwar davon ausgehen, dass diese Fahigkeiten in groBem Umfang zum Sammeln von Informationen genutzt
werden, aber die Storangriffe von [Berichten uber] Stuxnet [Cyberangriff auf iranische Zentrifugenmaschinen] im
Jahr 2010 bis hin zu dem Angriff auf den Schahid-Rajai-Hafen in Bander Abbas [Iran] im Mai 2020 zeigen, dass Israel
seine Fahigkeiten angeblich nutzt, um den iranischen Nuklearplan zu stéren und zu beeintrachtigen, den Israel als
existenzielle Bedrohung ansieht’, so Wechsler. ,Wir kénnen die Sabotage anderer [iranischer] Plane, wie ballistische
Raketen und fortschrittliche Drohnen, und [israelische] VergeltungsmalRnahmen gegen Angriffe auf seine eigene
kritische Infrastruktur nicht ausschlielen."

Mit Blick auf die Zukunft sind sich Siboni und Weschler einig, dass das Quantencomputing einen Durchbruch bei
den Fahigkeiten zur Cyber-Kriegsfuhrung darstellen wird.

.Die Fahigkeiten entwickeln sich standig weiter, sowohl bei Angreifern als auch bei Verteidigern®, sagte Siboni. ,Ich
sehe keinen grol3en Durchbruch, solange wir nicht in den exotischen Bereich der Quanteninformatik vordringen,
was wahrscheinlich in absehbarer Zeit geschehen wird. Bis dahin wird sich jede Seite schrittweise verbessern,
Schwachstellen finden und darauf reagieren.

Wechsler sagte, dass ,die Fortschritte bei den Cyber-Bedrohungen und -Fahigkeiten in zwei Richtungen verlaufen’.

,Einerseits’, erklarte er, ,ist es kein Geheimnis, dass die Staaten viele Ressourcen investieren, um fortschrittlichere
Fahigkeiten zu entwickeln, die sie zur Nachrichtengewinnung und als Teil des militarischen Instrumentariums
einsetzen. Andererseits sind wir umso anfalliger fur diese Bedrohungen, je digitaler und vernetzter wir werden.
Trends wie ,alles vernetzen' und das Internet der Dinge (IoT) vergroBRern die Angriffsflache, wahrend aufkommende
oder kunftige Technologien wie kunstliche Intelligenz und Quantencomputer sowohl die Verteidigungs- als auch
die Angriffsfahigkeiten durch mehr Rechenleistung und Automatisierung verbessern durften.

Dieselben Technologien konnten jedoch auch die Sicherheit erhéhen, schatzte er ein, und fugte hinzu, dass ,wir mit
den richtigen Vorschriften, Grundsatzen und Normen auch viele der Risiken abmildern kénnten."

Noticias de Israel

Ciberataques de Iran intentan sin exito sembrar el
panico en Israel

"Dado que muchos ciberataques en el mundo se centran en objetivos financieros o de
espionaje, la actividad irani contra Israel se ajusta al patron de causar danos o crear panico.

Los ciberatacantes iranies contra Israel se han centrado en intentar sembrar el panico; sin embargo, no han activado
capacidades avanzadas de ciberataque, dicen los observadores en Israel, al tiempo que advierten que los actores
hostiles sequiran buscando nuevas vulnerabilidades.

Este mes, los ciberatacantes iranies habrian activado las sirenas de cohetes de las autoridades municipales de Jerusalén
y Eilat, ademas de atacar los correos electronicos de altos funcionarios y ejecutivos israelies y estadounidenses.

En noviembre, una serie de ciberataques tuvieron como objetivo gasolineras y senales de carretera iranies en todo
el pais, al parecer inutilizando todas las gasolineras del pais, al tiempo que secuestraban pantallas y proyectaban
mensajes subversivos contra el régimen irani.

De este modo, parece que la ciberguerra en la sombra entre Israel e Iran no tiene un final a la vista. La Direccion
Cibernética Nacional de Israel, creada en 2012 (originalmente conocida como Oficina Cibernética Nacional), es un
regulador que garantiza la proteccién de los sitios web criticos del sector publico y privado, y define los niveles
minimos de proteccion necesarios para todas las infraestructuras criticas y empresas del sector privado.

“"En concreto, los hackeos se dirigieron a los sistemas de direccion publica de Jerusalén y Eilat", dijo Omree Wechsler,
investigador principal del Centro Interdisciplinario de Investigacién Cibernética Blavatnik, de la Universidad de Tel
Aviv. "Como claro simbolo israeli, demuestra que se trata de un ataque oportunista, y no de un ataque sofisticado y
bien planificado lanzado hace anos; los hackers atacaron donde encontraron resquicios".

"Dado que muchos ciberataques en el mundo se centran en objetivos financieros o de espionaje, la actividad irani
contra Israel se ajusta al patron de causar dafnos o crear panico. Este tipo de ataques son comunes y forman parte
de una rutina diaria que incluye miles de intentos de hackear cualquier sistema o servidor cuyo dano pueda causar
cobertura mediatica, en contraste con la actividad de espionaje que también tiene lugar cada dia", afirmo.

"Espacio para mejorar en todos los ambitos".

El profesor coronel (res.) Gabi Siboni, experto en ciberseguridad, estrategia militar y tecnologia en el Instituto de
Estrategia y Sequridad de Jerusalén, dijo a JNS que evalua que “Israel tiene un sistema bien engrasado para hacer
frente a estas amenazas y que mantiene la preparacion. Por supuesto, no hay inmunidad, y siempre es posible que
los atacantes localicen una brecha y entren por ella".

Siboni, que trabaja como asesor principal de las Fuerzas de Defensa de Israel y de otras organizaciones de sequridad
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israelies, dijo que era importante recordar que “no soélo los sistemas gubernamentales pueden ser atacados: los
sistemas civiles pueden verse perjudicados, y se pueden causar danos significativos", senalo, refiriéndose al ataque
de ransomware de 2020 a la compania de seguros israeli Shirbit, que resultdé muy perjudicial.

"Aunque el sistema de defensa del Estado israeli también toca los sistemas civiles, la esfera civil es independiente
y mas sensible”, dijo. "Siempre hay margen de mejora en todas las esferas".

Wechsler dijo que al evaluar la preparacion de Israel para este tipo de ataques y en el contexto mas amplio de
los ciberataques iranies, “es importante trazar una linea entre las defensas aplicadas a los sistemas e instalaciones
militares; las infraestructuras criticas, de las que Israel fue la primera nacion en reconocer la importancia de proteger
en el ciberespacio; y la situacion en el sector privado y los municipios locales". Las infraestructuras criticas, cuyo
ataque puede causar danos fisicos, estan sujetas a la direccion de la Direccion Cibernética Nacional y, por tanto,
estan bien protegidas”.

Dijo que “lo mismo ocurre con los sistemas militares y de seguridad nacional. Estos ataques a los sistemas de la
direccion municipal indican una laguna en la concienciacion, la regulacién y la aplicacion de la ley en lo que respecta
a la ciberseguridad de estas entidades. Lo mismo ocurre con muchas organizaciones privadas, especialmente
las pequenas y medianas empresas, donde no hay ningun organismo que pueda hacer cumplir y supervisar los
procedimientos de sequridad".

Cuando se le pidié que comentara las informaciones aparecidas en los medios de comunicacion internacionales
sobre supuestas operaciones israelies de ciberofensiva contra Iran, Siboni dijo que esta tratando de entender la
estrategia general de Israel en esta campana. “Las dos partes intercambian golpes, de ida y vuelta, pero ;cual es la
estrategia en este contexto? Siempre esta pregunta, y aqui no sé cual es la respuesta”, reconocio.

Segun Wechsler, “se considera que Israel es un actor cibernético sofisticado en todos los ambitos, como la ciberdefensa
y la recopilacion de informacion, y que tiene un floreciente ecosistema cibernético local’. Por lo que se ha revelado
a lo largo de los anos, Israel también ocupa un lugar muy alto en las capacidades cibernéticas ofensivas y ha
demostrado tener capacidades mucho mas avanzadas que Iran en ese campo”.

"Aunque ciertamente podemos suponer un amplio uso de estas capacidades para la recopilacion de inteligencia,
los ataques de interrupcion desde [los informes sobre el] Stuxnet [ciberataque a las maquinas centrifugas iranies]
en 2010 hasta el ataque que tuvo como objetivo el puerto de Shahid Rajai en Bander Abbas [Iran] en mayo de 2020
muestran que Israel supuestamente utiliza sus capacidades para interrumpir y degradar el plan nuclear de Iran, que
Israel ve como una amenaza existencial”, dijo Wechsler. "No podemos descartar el sabotaje de otros planes [iranies],
como los misiles balisticos y los drones avanzados, y las represalias [israelies] contra los ataques que tienen como
objetivo sus propias infraestructuras criticas".

De cara al futuro, tanto Siboni como Weschler coincidieron en que la computacion cuantica representaria un gran
avance en las capacidades de ciberguerra.

"Las capacidades siempre se estan desarrollando, tanto para los atacantes como para los defensores”, dijo Siboni.
“No veo un avance importante a menos que entremos en el area exética de la computacion cuantica, lo que
probablemente ocurrira en un futuro previsible. Hasta entonces, cada parte mejorara gradualmente, encontrando

puntos débiles y actuando sobre ellos".
Wechsler dijo que "los avances en las amenazas y capacidades cibernéticas son bidireccionales’.

"Por un lado”, explico, "no es ningun secreto que los Estados invierten muchos recursos para desarrollar capacidades
mas avanzadas que aplicar para la recopilacion de informacion y como parte de la caja de herramientas de sus
ejércitos. Por otro lado, cuanto mas digitales y conectados estamos, mas susceptibles somos a estas amenazas.
Tendencias como “conectarlo todo" y el Internet de las cosas (loT) amplian la superficie de ataque, mientras que se
espera que las tecnologias emergentes o futuras, como la inteligencia artificial y la computacién cuantica, aumenten
las capacidades defensivas y ofensivas al anadir mas potencia de calculo y automatizacion’.

Sin embargo, las mismas tecnologias podrian, segun él, impulsar también la seguridad, anadiendo que “con los
reglamentos, principios y hormas adecuados, también podriamos mitigar muchos de los riesgos'.
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ANALYSIS: Israel Further Escalates Covert War Against
Iran as Nuclear Talks Resume

Disgruntled Iranian commanders admit Israel is getting the better of them, as the Jewish
state’'s cyber superiority takes center stage.
Yochanan Visser

Talks over a new or amended nuclear deal between Iran and some world powers resumed on Tuesday in Qatar, the
only Arab Gulf state with which Iran has good relations.

This was very much against the wishes of Israel, and outgoing Foreign Minister Yair Lapid expressed disapproval
of these renewed negotiations that will take place despite increasing aggression by Iran in its conflict with Israel.

The resumption of indirect talks between a team of US negotiators and representatives of the radical regime in
Tehran had been encouraged by the European Union.

Joseph Borrell, the EU diplomat responsible for the organization's foreign policy, was in Tehran last week and wrote
on Twitter that it was necessary to break the current "dynamics of escalation.”

Iran, however, remained coy about the ‘breakthrough’ and told the US to remain “realistic,"” meaning all sanctions
against the Islamic Republic must be lifted.

The US government of President Joe Biden responded to news that Borrell had managed to break the deadlock by
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making another concession to Tehran.

Media in the US and Israel reported that some members of the Islamic Revolutionary Guard Corps would now be
re-allowed to enter the United States.

Lapid lashes out
Lapid, who this week will take over as Israel's interim prime minister, condemned Borrell's visit to Iran.

Lapid said Borrell's position was "very disappointing” in light of the latest Iranian sabotage activity in the monitoring
of the Islamic Republic's nuclear facilities by the International Atomic Energy Agency (IAEA).

Iran recently removed IAEA cameras from a number of its nuclear facilities, and this led to strong condemnations
from most members of the IAEA and the adoption of a resolution by the agency's governors censuring the Islamic
Republic.

The removal of the IAEA monitoring cameras rendered the inspection of Iran’'s nuclear activities useless, said Rafael
Grossi, the Director-General of the UN nuclear watchdog.

See: Iran Will Go Nuclear, Laments IAEA Chief

Lapid personally told Borrell that his actions were a “strategic mistake that sent the wrong signal” to Iran.
The top Israeli diplomat accused his EU counterpart of a “worrying lack of concern for the lives of Israeli citizens."
See: Our Lukewarm and Fearful Responses to Iran Are Not Biblical

This was a reference not only to Iran’s nuclear threat but also to the events in Turkey, where members of Iran’s Islamic
Revolutionary Guard Corps (IRGC) hunted down Israeli civilians last week.

What to do about Iran?

In Israel, top military and intelligence officials are divided over the usefulness of resuming nuclear negotiations with
Iran in Qatar.

For example, Aviv Kochavi, the Chief of Staff of the Israel Defense Forces (IDF), opposes the renewed negotiations
with Iran.

The same goes for David Barnea, the current head of Mossad, Israel's foreign secret service.

Both Kochavi and Barnea believe that the only way to stop Iran from advancing its nuclear program and curb its
imperialist actions in the Middle East is for Israel to use its military and intelligence superiority.

Others think, however, that a new nuclear deal could still keep Iran from breaking out to an atomic bomb.

The EU team in Qatar on Thursday morning announced that two days of indirect negotiations had failed to bring
the anticipated breakthrough.

Iran reportedly stuck to old positions and even demanded new things not related to the nuclear dossier.
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This shows again that the Israeli intelligence and military chiefs were right about Iran’s stalling tactics and the need
to use covert warfare tactics to halt Iran's nuclear and imperialistic drive.

Shadow war

Under Barnea, Mossad has recently stepped up its activities against Iran, especially within the borders of the Islamic
Republic, and infiltrated the IRGC, a disgruntled top member of the organization admitted this week.

The New York Times reported on Wednesday that Hossein Ta'ab the head of the IRGC's intelligence division, who
was removed from his position last week, had told the paper that Israel's actions inside Iran had "undermined our
most powerful intelligence organization.”

Ta'ab's admission finally confirmed that the Israeli intelligence organizations are aware of most of Iran's terrorist plots
against targets within and outside the Jewish state.

Ta'ab's removal from one of Iran’s top jobs came after the secret arrest of another IRGC general, Ali Nasari, who also
served in the IRGC's intelligence service and was reportedly spying for Mossad.

Cyber superiority
On Monday, General Kochavi visited IDF Unit 8200, which is also known as SIGINT.
SIGINT is a special intelligence unit of the Israeli army that is responsible for most cyber attacks on targets in Iran.

These cyber-attacks are increasingly part of the so-called ‘covert war' between Iran and Israel, which has escalated
significantly in recent months.

This escalation was the result of a political decision by outgoing Prime Minister Naftali Bennett, who in January said
that Israel should take the fight against Iran to the "head of the octopus.”

Since then, not a week has gone by in Iran without sabotage acts, assassinations, or cyber attacks that were mostly
attributed to Mossad or the SIGINT unit.

The latest cyber attack on vital installations in Iran took place last Monday, when three major factories producing
steel were sabotaged.

As a result of these cyber attacks, Iran's entire steel production came to a standstill, which in turn had serious
consequences for the large military industry of the Islamic Repubilic.

The attacks were carried out by a group of hackers called 'Predatory Sparrow,’ a group that was previously responsible
for cyber attacks that paralyzed fuel supply and rail transport in Iran.

The group must have the backing of “a state-actor," Israeli cyber experts say.

Without precise intelligence about the three steel factories and the physical presence of collaborators, these cyber
attacks could not have caused the damage that almost destroyed the facilities.

Military commentators later stated that Israel was definitely behind the new cyber attacks on Iran.

The group of hackers was previously associated with the Israeli security apparatus, specifically the IDF's SIGINT unit.

After the attack, the group of hackers released a statement on social media saying it was a response to “the aggression
of the Islamic Republic.”

Iranian hackers thwarted

The new cyber attack on Iran's metal industry came more than a week after sirens suddenly went off in the Israeli
cities of Eilat and Jerusalem.

The IDF's Home Front division later announced that the sirens were false alarms caused by a cyber attack from a
group of hackers in Iran.

SIGINT's deputy commander ‘Uri' also made a rare appearance at the Cyber Conference of Tel Aviv University, where
he explained how his unit prevented a group of Iranian hackers from poisoning Israel's fresh water supply.

SIGINT was aware of the planned hack long before the attack was carried out and managed to neutralize it before
scores of Israelis would have been killed, ‘Uri' said.

Due to the military censor, the full name of the SIGINT commander was barred from publication.

Israel's National Cyber Directorate has now launched a new project called “Digital Iron Dome" to protect companies
and other civilian projects from cyber attacks.

The name Iron Dome was taken from the successful anti-missile shield of the IDF.
Don't mess with Israel
Bennett addressed the Iranian cyber threat to Israel during a speech at a week-long Cyber Conference in Tel Aviv.

"We are not causing havoc on the streets of Tehran, that has never been our policy. Our policy is that if you mess
with Israel, you will pay a price," Bennett said.

He added that just as there is a nuclear deterrent, there is also deterrence in the Cybersphere.

It was clear that Bennett also disagrees with Borrell's position that negotiations with Iran will “break the dynamics
of escalation.”

Bennett will continue to be in charge of overseeing the covert war against Iran after handing over the task of Prime
Minister to Yair Lapid, who is not an expert on military issues.
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Iran is dominant rival to Israel in cyberwarfare, Israel
cyber chief admits

Israel's cybersecurity chief has admitted that Iran — along with the militant groups, Hezbollah and Hamas — is its
most dominant rival in regards to cyberwarfare, as the cyberwar between Tehran and Tel Aviv continues to escalate.

The Israel National Cyber Directorate (INCD) head, Gaby Portnoy, made the comments at Tel Aviv University's Cyber
Week today, saying that “We see them, we know how they work and we are there."

Portnoy confirmed that Israel is constructing a “cyber iron dome" which will use new mechanisms and technology
to strengthen the country’s cybersecurity sphere, “reduce cyberattacks, provide new big data and an Al [artificial
intelligence] overall approach to synchronise nationwide real-time detection”.

He stressed that "we are moving faster from resilience to proactive defence" by targeting attackers in their online
and digital safe havens. The INCD head also expressed the need for the application of “cybersecurity protocols for
infrastructure” for the wider public, which would involve providing tools and skills to the Israeli private sector and
supply chains.

Portnoy's acknowledgment of Iran being Israel's dominant cyber rival comes a day after a cyberattack hit the major
Iranian steel firm, Khuzestan Steel Company and its facilities yesterday, forcing it to halt production.

Although the attack was not directly carried out by Israel and was, instead, conducted by an Iranian opposition hacker
group, it came a week after false siren alert went off in the cities of Jerusalem and Eilat, which Tel Aviv suspects was
caused by an Iranian cyberattack.
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Israel’s Bennett says cyber tech could replace
commandos

h—

Israeli Prime Minister Naftali Bennett said yesterday that Israeli IT specialists on their keyboards could replace sending
commandos to fight in battlefields.

Speaking at the Tel Aviv University Cyber Week, Bennett said: “Just like there is nuclear deterrence, there is going
to be cyber deterrence.”

He added: "My approach generally, and especially with Iran is that we do not go around wreaking havoc in Tehran,
that has never been our policy, but our policy is if you mess with Israel, you will pay a price."

The outgoing Israeli prime minister also said: "You can no longer hit Israel indirectly and through proxies and think
you'll get away with it."

“If you are a bully who sends folks — we will try to hit you... Anyone attacking us in cyber, we are going to attack
back. We are not going to be feeble here."

"We can get stuff done hitting your enemy through cyber. Before we needed to send 50-100 commandos behind
enemy lines with huge risks."

"Now, we get a bunch of smart folks together sitting at a keyboard and achieve the same effect...It is inevitable that
cyber is going to become one, if not the most, prominent dimension of future warfare.”
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CyberWeek: A grand showcase of Israel’s cybersecurity
supremacy
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The international media, invited by the Israeli government to join the 12th annual cyberweek. CyberWeek, held jointly by the
Blavatnik Interdisciplinary Cyber Research Center (ICRC), The Yuval Ne'eman Workshop for Science, Technology and Security, Tel
Aviv University, the Israeli National Cyber Directorate under the Prime Minister's Office, and the Ministry of Foreign Affairs is a
leading international conference in cybersecurity.

His Excellency the Hon. Ilan Fluss, Ambassador of Israel to the Philippines invited the Manila Bulletin Technews to
participate in this year's Cyberweek, an annual international cybersecurity event hosted at Tel Aviv University in
Israel. Over the past 12 years, Cyber Week has become internationally acclaimed as one of the top cybersecurity
events in the world.

Cyberweek is where cybersecurity experts, industry leaders, startups, investors, academics, diplomats, and government
officials openly share knowledge, methods, and ideas on how to stay safe from cybercriminals and nation-state attacks.
A nation-state attack is a serious and growing threat faced by organizations of all sizes. Attackers' primary objective
is to gain a strategic advantage for their country by stealing secrets, gathering cyber intelligence, and conducting
surveillance against another country.

Israel’s initiative to gather all who matter in cybersecurity in one place is an extraordinary achievement. With more
than a hundred different events, seminars, and meetings, and a limited time to cover everything, Ran Natanzon, the
Head of Innovation and Brand Management of the Foreign Ministry of Israel, with Adva Weiss expertly arranged
the schedule of the select group of international media to understand Israel's complicated cybersecurity industry

Cybercrime dramatically increased during the pandemic. Online scams spiked by more than 400% in 2020 compared

to previous years. Phishing emails grew significantly that Google blocked over 18 million malware and phishing emails
related to COVID-19 daily. This includes spear-phishing for espionage purposes. A recent study titled “The impact of
COVID-19 on cybercrime and state-sponsored cyber activities” by Johannes Wigg found out that groups of hackers
believed to be sponsored by Russia, China, and North Korea used personalized emails containing references to the
pandemic to infect their targets with malware or steal passwords. And according to the US Healthcare Cybersecurity
Market 2022 report, more than 90% of healthcare organizations suffered at least one cybersecurity breach. With
all these and the previous threats throughout the years, plus the recent cyber attacks targeting civilians, there is a
need for a place to talk about and face these threats head-on.

Cyberweek highlights the need for everyone to take cybersecurity seriously as cybercriminals not only target
government agencies and private institutions. Senior citizens, ordinary employees, and even kids are now targeted
as they are the most vulnerable sector of society.

Cyberweek also reminds the governments that to take down state-sponsored attackers, they need to cooperate and
work together. Gaby Protnoy, Director General of Israel National Cyber Directorate, said, “To stop hackers and protect
every citizen, we need everyone's cooperation. We need to collaborate to win against online threats." Portnoy added,
"you cannot fight cyber aggression alone, and you have to have partners. At home, in your defense community, the
government, the different sectors, the academy, the private sector, and worldwide." At Cyberweek, Cyber Emergency
Response Team — Israel (CERT-IL) also emphasized the need to spend to protect networks and systems. CERT-IL
handles cyber incidents in the civilian sphere in Israel. "You need to have a budget for advanced tools and invest
in people to use these tools efficiently,” Erez Tidhar, Executive Director of CERT-IL told the media at the CERT-IL
headquarters in Beer Sheva, Israel. "Every dollar you spend on cybersecurity, you save 80 dollars when sophisticated
hackers target you,” he added.

The 12th Cyberweek in Tel Aviv shows that governments are willing to share and cooperate to contain cyber attacks
from nation-state attackers and cyber criminals victimizing ordinary netizens. Israel also presented to the world its
superiority when it comes to cybersecurity, an accomplishment many countries are trying to emulate. The Philippines,
for example, sent delegations from the Technical Education and Skills Development Authority (TESDA) and the
Philippine National Police (PNP) to learn how Israel successfully integrated cybersecurity into the people's lives. (I
will publish the out-of-this-world cybersecurity research and innovation Israel is doing in a separate story.) Most
importantly, Cyberweek brought together ethical cybersecurity enthusiasts and decision-makers to discuss how to
effectively fight cyber criminals and nation-state attackers on the Internet without breaking any law.
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12th Annual Cyber Week kicks off in Israel

Cyber Week is an annual international cybersecurity event hosted at Tel Aviv University in Israel. Over the past 12
years, Cyber Week has become internationally acclaimed as one of the top cybersecurity events in the world.

With more than 9,000 attendees from more than 80 countries, Cyber Week is a place where cybersecurity experts,
industry leaders, startups, investors, academics, diplomats, and government officials share knowledge, methods, and
ideas on how companies and individuals stay safe from cybercriminals and internet bad actors.

Governments and businesses have prioritized cybersecurity, especially during the pandemic, where cybercriminals
have increased and improved their tactics to breach organizations because of the hybrid work and online learning
setups.

Cybercrime dramatically increased during the pandemic. 1) Online scams spiked by more than 400% in 2020 compared
to previous years. 2) Phishing emails grew significantly that Google blocked over 18 million malware and phishing emails
related to COVID-19 daily. This includes spear-phishing for espionage purposes. 3) A recent study titled “The impact
of COVID-19 on cybercrime and state-sponsored cyber activities" by Johannes Wigg found out that groups of hackers
believed to be sponsored by Russia, China, and North Korea used personalized emails containing references to the
pandemic to infect their targets with malware or steal passwords. And 4) More than 90% of healthcare organizations
suffered at least on cybersecurity breach, according to the US Healthcare Cybersecurity Market 2022 report.

Cyber Week 2022 will not only help face these issues head-on, but it will also try to assist governments and organizations
in confronting cyber threats by introducing the latest technologies and techniques in fighting cybercriminals.

Cyber Week is held jointly by the Blavatnik Interdisciplinary Cyber Research Center (ICRC), The Yuval Ne'eman
Workshop for Science, Technology and Security, Tel Aviv University, the Israeli National Cyber Directorate under the
Prime Minister's Office, and the Ministry of Foreign Affairs is a leading international conference in cybersecurity.

Manila Bulletin Technews will be here in Israel to bring you the latest in cybersecurity during the duration of the
Cyber Week 2022.
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TESDA, to offer national certification for cybersecurity

(Following the steps of the Israeli government to secure its country against cyber attacks, the Technical Skills, and
Education Authority (TESDA) of the Philippines is planning to offer a national certification (NC) for cybersecurity.
TESDA Executive Director for Information and Communications Technology Jeffry lan Dy was recently invited to
the 12th Cyberweek to learn how the Israeli government successfully integrated cybersecurity into the schools'
curricula. TESDA, through Dy's recommendation, seeks the assistance of Israel to develop the Philippines' national
certification for cybersecurity. Below are his learnings and reflections on the recently concluded Cyberweek — Art
Samaniego, editor)

The Deputy Commander of Unit 8200 of the Israel Defense Force (IDF) gave his keynote address at the 12th annual
Cyberweek here in Tel Aviv, Israel. Unit 8200 is an Israeli Signals Intelligence Corps created to defend Israel's information
assets from online attacks. The unit is also responsible for collecting signal intelligence (SIGINT) and code decryption.

Introduced only as “Colonel Yuri," he repeatedly reminded the audience that it is not his real name. He talked
about his experience with an ongoing silent war on the internet. He gave more pragmatic and practical
information on the same picture presented by the incumbent and former Directors of National Cyber Directorates
and National Security Advisors of major NATO powers who spoke before him. His presentation was full of
examples of national government sites and critical infrastructures being attacked, not only by nation-states
but by cybercriminals who were encouraged by the relatively profitable and easy-to-enter field of cybercrime.
His message was that in the last two years, cybercriminals not only target individuals or corporations, but
they now target national databases. These cybercriminals use triple extortion schemes, first, where they ask
for ransom money to reveal the system's weaknesses. Second, get ransom money for not disclosing that the
system was compromised to the public, and third, get a ransom not to leak citizens' personal information to
other cybercriminals. Also, cybercriminals can endanger lives as ransomware attacks can cause massive power
failures, hospital information systems to go down, and national citizens’ databases to be compromised.

Col. Yuri's keynote lasted only 15 minutes. Still, it was enough to terrify me so much that | started reflecting
on whether or not my country, the Philippines, is prepared to defend our information assets in cyberspace.

Note that 80% of the war against cybercriminals is waged silently. This war is made by professionals on
both sides behind computers and keyboards. In most cases, the public is only informed by cybercriminals
themselves as part of their triple extortion modus to frighten the public and pressure governments to concede
to their demands. Take the example of Costa Rica when in 2021, President Rodrigo Chavez declared a National
Emergency as cyber crooks from a hacking hive named “Conti" held hostage through ransomware, the country's
public hospital system. The same modus operandi also happened recently in the Philippines. During the last
election, a group called “XSOX" (who are amateurs compared to Conti as the latter now has a US $10M bounty
from the US State Department) tried to extort money from Philippine Election provider Smartmatic. When the
company refused, XSOX leaked Smartmatic employee information, which in some included full names and

mobile numbers, to the public. This led to a Senate investigation. While XSOX revealed some relevant election
information, the senate investigation made it clear that the election was not compromised as a result of the
hack. While the security breach could not change the outcome of the polls, Comelec and Smartmatic officials
who denied that no breach ever took place were publicly humiliated.

Then there is the problem of attribution. As a cyberwar rage on the internet, it is always difficult to pinpoint
who is responsible for the crime. Is the country equipped with the proper tools and personnel to identify the
perpetrators accurately? Going back to our example on XS0X, they are now out on bail because the evidence is
weak. | am confident the PNPs Cybercrime group will reveal more evidence, but it is what it is right now. In most
cases, the perpetrators can only be determined by counter-hacking. This is a practice where law enforcement
agencies also hack the other group in an effort to plant a "tracker” in the cybercriminals’' computers which
helps law enforcement find the criminals and also makes digital forensics easier.

But the most critical aspect of cybersecurity is human capital. Does the Philippines have enough human
resources trained in cybersecurity to defend our information assets? Manila Bulletin published an interesting
article in December 2021. The article's central thesis is that in a survey of industries, it was clear we lack
cybersecurity professionals in the country. Consider that higher learning courses in Information Security was
only introduced in the country within the last five years. These schools, including my alma mater, the University
of the Philippines, lack suitable cyber ranges and laboratories to give students hands-on experience in blue
and red team cyber operations. Most of our country’s cybersecurity professionals were certified by private
vendors. But the outlook is improving. The Technical Skills and Education Authority (TESDA) is trying to build
a vendor-neutral national certification for cybersecurity. As per TESDA's competency-based qualifications
framework, the qualification will be designed with the assistance of the private sector, companies engaged in
cybersecurity, the academe, and government offices primarily engaged in cybersecurity (e.g., the Department
of Information and Communications Technology). This is the reason why TESDA officials were invited by the
Israel Ambassador to the Philippines, HE Ilan Fluss to attend Cyberweek. TESDA reached out to the Israel
government, arguably the cybersecurity capital of the world, to assist in developing the country's national
certification for cybersecurity.

This brings us to my last point: Cybersecurity needs a multidisciplinary approach that ties up not only technical
personnel but also psychologists, sociologists, political scientists, and lawyers, among others. This is not a
job for the government only. Our defenses are only as good as the weakest link. So perhaps the approach to
cybersecurity should be changed from assigning the task to a central government agency but by creating a
council where the academe and the private sectors in each industry can contribute. The council can share
ideas and even share tools. The national cyber range purchased by the DICT can be shared with council
members to enhance the country's disaster preparedness in case of cyber-attacks. The information must be
shared across all units.

This is the only way to fight this war. By giving cybercriminals a message: “If you mess with one of us, you
mess with all of us."
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Israel National Cyber Directorate announces national

'cyber-dome’

The "proactive defense” will use a big-data and artificial intelligence approach to "synchronize
nation-level, real-time detection, analysis and mitigation of threats,” says National Cyber
Directorate head.

(June 28, 2022 / JNS) Israel's National Cyber Directorate is promoting the formation of a “cyber dome," its director
general said on Tuesday.

Speaking at Tel Aviv University's annual Cyber Week conference, Gaby Portnoy outlined the make-up of the dome,
saying it featured a new, big-data and artificial intelligence approach to “proactive defense” against cyber threats.

According to the Directorate, some 1,500 attacks were thwarted by its teams in the past year.

"There is no longer only one type of ... enemy," said Portnoy. "On one hand, Iran has become our dominant rival in
cyber, together with Hezbollah and Hamas. We see them, we know how they work, and we are there," he added.

On the other hand, he continued, the range of attackers had expanded, and now included hacker collectives, proxies,
independent criminal organizations and even private individuals.

“The cyber-dome will elevate national cyber-security by implementing new mechanisms in the national cyber
perimeter, reducing the harm from cyber-attacks at scale,” said Portnoy.

"The cyber-dome will also provide tools and services to elevate the protection of the national assets as a whole. ... It
will synchronize nation-level, real-time detection, analysis and mitigation of threats," he added.

Effective cyber security, he said, was a cooperative effort.

"You cannot fight cyber aggression alone. You have to have partners, at home, in your defense community, in the
government, in the different sectors, in the academy, in the private sector and around the world," said Portnoy.

o
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n News
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Israeli defense minister accuses Iran, Hezbollah of
trying to hack UNIFIL

Iran and Hezbollah attempted to steal materials about UNIFIL activities and deployment in the
area, says Israeli Defense Minister Benny Gantz.

(June 30, 2022 / INS) Israel's defense minister said on Wednesday that Iran and Hezbollah had attempted to hack
the United Nations peacekeeping force in Lebanon, and threatened retaliation.

Speaking at Tel Aviv University's annual Cyber Week conference, Gantz said, “Iranian security institutions in cooperation
with Hezbollah [recently] launched a cyber operation with the aim of stealing materials about UNIFIL activities and
deployment in the area, for Hezbollah's use,” according to Reuters.

"This is yet another direct attack by Iran and Hezbollah on Lebanese citizens and on Lebanon's stability," he said.

In response to Gantz's announcement, UNIFIL said that it was aware of the Israeli defense minister's remarks, but
had not yet received any direct information regarding the matter, according to Reuters.
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Bayer to establish cyber-security hub in Israel

The pharma giant plans to integrate the hub into Bayer’s global cyber unit. Local center to be
one of the largest internal cyber units the multinational conglomerate operates.

(July 3, 2022 / Israel Hayom) Pharma giant Bayer has announced plans to establish a cyber-security hub in Israel,
which will be integrated into Bayer's global cyber unit and will be one of the largest internal units of this kind in
the company.

A delegation of top Bayer executives arrived in Israel on June 26 for a three-day visit, meeting with Economy and
Industry Ministry Director General Ron Malka to discuss the German company's plans to deep-dive into the Israeli
market.

The delegation included, among others, Bijoy Sagar, Bayer's chief information technology and digital transformation
officer, and Gary Harbison, head of cyber-security and risk management, who were the driving force behind the
move. The two also spoke at the main plenary of Cyber Week 2022, the annual international cybersecurity expo
hosted by Tel Aviv University.

"I am excited by the spirit of innovation, level of talent and pragmatism | witnessed in the startup ecosystem, the
government and universities in Israel in the sphere of information technology,” said Sagar. "Bayer business in Israel
is strong and the cybersecurity bub is another great addition to our initiatives in Israel.”

During Cyber Week, top TAU and Bayer executives also inked a cooperation agreement to promote groundbreaking
cybersecurity research from Tel Aviv University.

Subscribe to The JNS Daily Syndicate by email and never miss our top stories
Your email

"As a company engaged in R&D in the core areas of life sciences, the ability to integrate with Israel's unique cyber-
security ecosystem, alongside sectors such as medical innovation and agricultural development is an opportunity
to integrate as players in the Israeli market and provide added value for Bayer and for the ecosystem," said Hugo
Hagen, managing director of Bayer Israel.

"As a Norwegian who has worked in Israel for three years, | feel a mission to promote Israel on Bayer's investment
map and to strengthen the company’s position within Israel, as well as that of the Israeli headquarters within the
global headquarters,” said Hagen.

"The ecosystem here is impressive and it would be a mistake not to try to enjoy the possibilities that exist here, and
of course, | am proud that the decision was made to establish the new cyber-security unit here,” he added.

"There is no doubt that such initiatives contribute to employment, innovation and Israel’'s image, and attract other
international investments," noted Malka. "We will continue to represent the best Israeli innovation has to offer and
link it to leading companies. We welcome Bayer's expansion in Israel and we are working to develop future similar
initiatives."

Yael Mor, who will run the hub for Bayer, said, ‘It is exciting to create something the activities of which will have
an impact in the world beyond Israel's borders. Along with our focus on the cyber unit, we will engage in locating
Israeli innovation in cyber security.”

Bayer is one of the largest pharmaceutical and life sciences conglomerates in the world. Its main areas of business
include consumer health-care products, agricultural chemicals and biotechnology products. The company set
up its offices in Israel in 2008 and currently employs 150. Worldwide, Bayer maintains a presence in 83 countries,
employing some 100,000 people.
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Iranian cyber-attackers trying, and so far failing, to
create panic in Israel

Observers say lIranian-Israeli cyber war has seen Iranians employ "opportunistic loopholes” «
Advent of quantum computing could see new capabilities surface in cyber domain.

(June 24, 2022 / JNS) Iranian cyber-attackers targeting Israel have focused on trying to create panic; however, they
have not activated advanced cyber-attack capabilities, say observers in Israel while cautioning that the hostile actors
will continue to search for new vulnerabilities.

This month, Iranian cyber-attackers reportedly activated rocket sirens belonging to municipal authorities in Jerusalem
and Eilat, as well as targeting the emails of senior Israeli and American officials and executives.

In November, a series of cyber strikes targeted Iranian gas stations and highway signs across the country, reportedly
disabling every gas station in the country, while hijacking displays and screening subversive anti-regime messages.

As such, it appears as if the Israeli-Iranian shadow cyber war has no end in sight. Israel's National Cyber Directorate,
set up in 2012 (originally known as the National Cyber Bureau), is a regulator that ensures that critical private- and
public-sector websites are protected, and defines the minimum levels of protection needed for all critical infrastructure
and private-sector companies.

"Specifically, the hacks targeted public-address systems in Jerusalem and Eilat," said Omree Wechsler, a senior
researcher at the Blavatnik Interdisciplinary Cyber Research Center, at Tel Aviv University. "As a clear Israeli symbol,
it shows that this is an opportunistic attack, and not a sophisticated and well-planned attack launched years ago;

the hackers attacked where they found loopholes."

"Since many cyberattacks in the world are focused on financial or espionage targets, the Iranian activity against
Israel is in accordance with the pattern of causing damage or creating panic. Such attacks are common and part of
a daily routine that includes thousands of attempts to hack into any system or server whose damage would cause
media coverage, in contrast to the espionage activity that also takes place every day," he stated.

‘Room for improvement in all of the spheres'

Professor Col. (res.) Gabi Siboni, an expert on cyber security, military strategy and technology at the Jerusalem
Institute for Strategy and Security, told JNS he assesses that “Israel has a well-oiled system for dealing with these
threats and which maintains readiness. Of course, there is no immunity, and it is always possible for the attackers to
locate a breach and enter through it."

Siboni, who serves as a senior consultant to the Israel Defense Forces and other Israeli security organizations, said
it was important to remember that "it is not just government systems that can be attacked—civilian systems can be
harmed, and significant damage can be caused," he noted, referring to the 2020 ransomware attack on the Israeli
insurance company Shirbit, which proved highly damaging.

"Although the Israeli state defense system also touches on civilian systems, the civilian sphere is independent and
more sensitive," he said. "There is always room for improvement in all of the spheres.”

Gabi Siboni. Credit: Courtesy.

Wechsler said that when evaluating Israel's readiness for these kinds of attacks and in the wider context of Iranian
cyber attacks, "it is important to draw a line between the defenses applied to military systems and installations; critical
infrastructure, of which Israel was the first nation to acknowledge the importance of protecting in cyberspace; and
the situation in the private sector and the local municipalities. Critical infrastructure, the attacking of which can
cause physical damage, is subject to the direction of the National Cyber Directorate and is therefore well-protected.”

He said "the same is true for military and national security systems. These attacks on the municipal address systems
indicate a gap in awareness, requlation and enforcement when it comes to the cyber security of these entities. The
same is true for many private organizations, especially small and medium businesses, where there is no agency that
can enforce and oversee security procedures.”

Asked to comment on reports in the international media on alleged Israeli cyber-offensive operations against Iran,
Siboni said he is seeking to understand Israel's overall strategy in this campaign. “Two sides exchange blow, back
and forth, but what is the strateqy in this context? | always this question, and here | don't know what the answer
is," he acknowledged.

According to Wechsler, "Israel is considered to be a sophisticated cyber actor across all domains, such as cyber
defense and intelligence collection, and having a flourishing local cyber ecosystem. From what was revealed through
the years, Israel also ranks very high in offensive cyber capabilities and has demonstrated much more advanced
capabilities than Iran in that field."
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"While we can certainly assume an extensive use of these capabilities for intelligence-gathering, disrupting attacks
from [reports on the] Stuxnet [cyber attack on Iranian centrifuge machines] in 2010 to the attack that targeted the
Shahid Rajai port in Bander Abbas [Iran] in May 2020 show that Israel allegedly uses its capabilities to disrupt and
degrade Iran's nuclear plan, which Israel views as an existential threat," said Wechsler. "We cannot rule out the
sabotage of other [Iranian] plans, such as ballistic missiles and advanced drones, and [Israeli] retaliation against
attacks that targeted its own critical infrastructure.”

Looking ahead, both Siboni and Weschler agreed that quantum computing would represent breakthroughs in cyber-
warfare capabilities.

"Capabilities are always developing, for attackers and defenders,” said Siboni. "I do not see a major breakthrough
unless we get into the exotic area of quantum computing, which will likely happen in the foreseeable future. Until
then, each side will improve incrementally, finding weaknesses and acting on them.”

Wechsler said that "advances in cyber threats and capabilities are bidirectional.”

"On the one hand,” he explained, “it is no secret that states invest many resources in order to develop more advanced
capabilities to apply for intelligence-gathering and as part of their militaries’ toolbox. On the other hand, the more
digital and connected we become, the more susceptible we are to these threats. Trends such as ‘connect everything’
and the Internet of Things (loT) expand the attack surface, whereas emerging or future technologies, such as artificial
intelligence and quantum computing are expected to boost both defensive and offensive capabilities by adding
more computation power and automation.”

However, the same technologies could, he assessed, also boost security, adding that “with the right reqgulations,
principles and norms, we could also mitigate many of the risks."

MIRAGE

Nnews

Cyber Week 2022 at Tel Aviv University: Combating 'Real
and Growing' Threats

Cyber Week, one of the top cybersecurity events in the world, is making a full return to Tel Aviv University campus
in its usual in-person format on June 27th — 30th.

With thousands of attendees from more than 80 countries, including top CISOs and government decision makers
from around the globe, this year's conference offers a thought-provoking exchange of knowledge, methods, and
ideas on burning topics like fraud, crypto, cloud, the supply chain, cybersecurity for aviation, maritime, automotive,
data protection, capacity building, the future cyber landscape and more.

The events will run for a full week and include over 40 roundtables, panels, workshops, forums, competitions, and more.
Pressing Need for Cyber Security Solutions

Cybercrime has never been a bigger threat than it is now, with a 600% increase in malicious emails since the
beginning of the pandemic and related damage predicted to hit $10.5 trillion annually by 2025.

Furthermore, since the outbreak of Russia's war on Ukraine, cyber experts have seen a dramatic and concerning
rise in cyber warfare activity, with a sustained and ongoing conflict which still threatens to escalate dramatically.

It has become increasingly important as a result, to inspire innovation and effective cyber security solutions in the
industry. Major Gen (Ret) Prof. Issac Ben Israel Head of the Blavatnik Interdisciplinary Cyber Research Center and
Chairman of the Conference stresses, "Cyber is an increasingly vulnerable space that is affecting everyone. Businesses
must wise up to the real and growing threat of cyber-attacks, and cybersecurity experts must be ready to respond
to the escalating demand for cyber security with novel solutions. We must prepare now to be ready for what we
know tomorrow will inevitably hold."

Cyber Week's events span a wide variety of topics dealing with all aspects of the issue, including regulation and law,
startup innovation, artificial intelligence, financial technologies, healthcare and cyber defense, and aims to inspire
innovation, drive solutions and encourage collaboration.

Israeli outgoing Prime Minister Naftali Bennett spoke at last year's Cyber Week conference at Tel Aviv University
Experts from Near and Far

The Conference is now in its 12th year, and its Main Plenary Event (held from June 28th to June 29th) is the largest
and most anticipated event of Cyber Week each year, during which some of the most renowned names in the cyber
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world will discuss crucial dilemmas and issues facing the public and private sectors of every company, city, and
country in the world today.

This year's speakers include: Outgoing Prime Minister of Israel Naftali Bennett; Benjamin Gantz, Israel Minister of
Defense; Anne Neuberger, Deputy Assistant to the President & Deputy National Security Advisor for Cyber & Emerging
Technologies, White House, USA; Chris Inglis, National Cyber Director of the Executive Office of the US President;
Gaby Portnoy, the Director General of the Israel National Cyber Directorate; Maj. Gen. (Ret.) Prof. Isaac Ben-Israel,
Conference Chairman of Cyber Week and Director of Blavatnik Interdisciplinary Cyber Research Center at the Tel
Aviv University; Jane Horvath, Chief Privacy Officer of Apple, Inc.; Lindy Cameron, CEO of the National Cyber Security
Center; Tim Brown, CISO of SolarWinds; Cecilie Fjellhay, Founder of action:reaction, Netflix-star Tinder Swindler; Jason
Chan; Former VP, Information Security of Netflix and many more.

Cyber Week is hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval Ne'eman Workshop for
Science, Technology and Security, at Tel Aviv University, headed by Major Gen. (Ret.) Prof. Isaac Ben-Israel, together
with the National Cyber Directorate at the Prime Minister's Office, The Ministry of Economy and Industry and the
Ministry of Foreign Affairs.

MIRAGE
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Tackling Worrying Rise in Cyber Crimes and Warfare
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Israel's 12th Annual Cyber Week Conference was attended last week by 300 speakers, 7000 in person and 2000
online attendees from 80 countries. The speakers included top Israeli government figures such as then Prime
Minister Naftali Bennett and Defense Minister Benny Gantz; leading American and British cyber figures, including
Chris Inglis, the National Cyber Director at the Executive Office of the President at the White House and Lindy
Cameron CEO of the British National Cyber Security Centre, and security executives from large companies, such as
Walmart, SolarWinds,Apple and Netflix.

TAU researchers presented different academic perspectives on cybersecurity challenges, demonstrating the broad
interdisciplinary scientific research on cybersecurity at TAU: Prof. Eran Toch from the Department of Industrial
Engineering on "The Science of Cybersecurity in Organizations: Why is it so hard and what it takes to do it right”;
Prof. Niva Elkin-Koren from The Buchmann Faculty of Law on "Digital Surveillance: Rethinking the Design Approach”
and Prof. Yehuda Afek from the Blavatnik School of Computer Science on “Securing the DNS System.”

This year's gathering took place against the backdrop of unprecedented cyber challenges and events including
Russia's war on Ukraine. Speakers described a dramatic and concerning rise in cyber warfare as well as cybercrime
— cyber-related damage is predicted to hit $10.5 trillion annually by 2025, while cybersecurity spending on data
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protection and risk management could reach $172 billion globally in 2022. Yet they also expressed hope in the
effectiveness of properly implemented defenses and evolution in defensive cyber techniques to meet the challenge.

The Human Aspect of Cyber

Ira Winkler, CISSP, Chief Security Architect of Walmart, outlined the important role government plays saying, “at a high
level, governance tells people how to do things correctly with cyber security at the forefront.” He also recognized
the need to account for the human aspect of cyber and to be realistic when devising and implementing strategy, ‘A
user is as much as part of the system as a computer. Stop expecting people not to click on suspicious content, but
rather have a strong network protecting them."

The human face of fraud victims was highlighted through Norwegian Netflix star, Cecilie Fjellhay, from "Tinder
Swindler," who was scammed of hundreds of thousands of US dollars by a man she knew as Simon Leviev. Fjellhay
uses her own experience to fight for justice for fraud victims around the world, and discussed the subject of “the
day after” for those affected and what we as a society can learn from it.

Cecilie Fjellhgy from "Tinder Swindler used her own experience to speak up for fraud victims (Photo: Chen Galili)

In contrast, self-professed "Hacker, Helper and Human," Jason E. Street, VP Infosec, Sphere NY, USA, illustrated weak
points — human factors were highlighted — of companies and institutions with regard to security breaches. Street
showed video footage of himself strolling into banks and compromising their security on the highest level in next
to no time. He reminded those in the audience who were shaking their heads and laughing that their companies
could be next in line, and urged them to prepare for such a scenario.

Terrorists with Keyboards

Israel's former Prime Minister Naftali Bennett pointed out how “inevitably cyber is going to become one, if not the
most, prominent dimensions of future warfare,” while drawing attention to the vital need for global collaboration in
the cyber sphere. In cyber, he reasoned, the same actors who attack one company or country are often attacking
others at the same time. Information sharing can help all vulnerable parties defend themselves.

Israel's Minister of Defense, Benny Gantz, outlined the increasing shift of conflicts to the cybersphere, noting that
bad actors are already carrying out cyberattacks, particularly Iran. The country uses new [cyber] proxies, who Gantz
referred to as "terrorists with keyboards,” in addition to their direct actions. He stressed the need for private companies
to follow government guidelines and cooperate on a response, stressing that “Iran is first a global challenge, then it
is a regional challenge, and only finally is it a threat to the State of Israel. The same goes for the cyber dimensions
— the same framework of cooperation vis-a-vis Iran is expanding to cyber."

W themedialine

worthy mideast news =

Israel Presents Cyber Dome Defense at International
Forum in Tel Aviv

We are creating a global cybersecurity collaboration network, PM Bennett says

The Cyber Dome, a big data, artificial intelligence approach to proactive defense, "will elevate national cybersecurity
by implementing new mechanisms in the national cyber perimeter, reducing the harm from cyberattacks at scale”
Gaby Portnoy, the director-general of the Israel National Cyber Directorate (INCD), said on Tuesday.

Portnoy spoke as he presented the organization's newest project at the June 27-30 Cyber Week 2022 event held at
Tel Aviv University by the INCD and the university's Blavatnik Interdisciplinary Cyber Research Center.

The Cyber Dome name was chosen to draw a parallel to Israel's successful Iron Dome air defense system.
Cyber is going to become one, if not the most prominent dimension, of future warfare

Israeli Prime Minister Naftali Bennett pointed out at the event that inevitably, “cyber is going to become one, if not
the most prominent dimension, of future warfare."

He continued, "Collaboration is always a beautiful word, but in cyber it's vital because the same bad guys who are
attacking one company, or one country are attacking at the same time a bunch of other countries. And if you can
share that information, then everybody else can defend themselves."

Israel is investing in creating a global collaboration network in the cybersecurity arena together with its allies, Bennett
said. "It's vital and we are going to pursue that," he continued.

Anne Neuberger, the American deputy national security adviser for cyber and emerging technology, pointed out during
her speech at the conference the main reasons the US is investing in cooperation with its allies on cybersecurity.

First, working together reinforces the trust and communication across countries, she stressed. Also, Neuberger
continued, various "malicious attackers use many of the same techniques, so sharing information enables each of
us to better protect against emerging threats."

Lastly, she added that the international community can build norms and practices as the world has in other domains
to maintain stability and prevent conflict.

This is our vision, Neuberger said, “like-minded countries working together to ensure that the global community can
gain the benefits of cyberspace and avoid the harms.”

Collaboration, cooperation, and integration is the way forward

Dr. Melanie Garson, cyber policy lead for Europe, Israel, and the Middle East at the Tony Blair Institute for Global
Change, told The Media Line that cybersecurity is not a solo endeavor.
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"Collaboration, cooperation, and integration is the way forward,” she said.

Garson added that for most countries, the greatest security threat is the perception that they are not at risk, leaving
them as "low hanging fruits for cybercriminals, state-backed or not, to pick up.”

Israel in particular, she noted, has always lived in the perception of threat. “They have tightened their defenses
because of the experience of threat,” she said.

Srdjan Rajcevic, minister of scientific and technological development, higher education, and information society in
the Republika Srpska government, in Bosnia and Herzegovina, said his country seeks to further collaborate with Israel.

“Currently we are seeking to cooperate more with the State of Israel in terms of sharing experience and threat
intelligence. We want to acquire the defense mechanism and know-how from the Israelis so that we can be better
prepared for cyber incidents,” he told The Media Line.

To this end, said Rajcevic, they are cooperating with ELTA Systems, a subsidiary of Israel Aerospace Industries, to
establish the first cyber academy in the Republic of Srpska.

"Cyberwarfare is a reality, and we need to be aware of this. And if we know that cyberwarfare is here to stay, we
need to be prepared,” Rajcevic stressed.

Ari Uusikartano, deputy director-general for information and documentation at the Finnish Foreign Ministry, discussed
the importance of international cooperation on cybersecurity in an interview with The Media Line.

Cyber knows no limits, borders, or barriers, he said. “That is why he must have the ability to exchange information,
interact, and also face the threats together. Cyber does not limit itself within the nation-state," he said.

He added that Finland, as well as the European Union, is worried by cyberthreats coming from Russia in the context
of the invasion of Ukraine and stressed the need for the EU to increase cooperation to counter these threats.

Bruno Gencarelli, head of the unit for international data flows and protection at the European Commission, said
cybersecurity has become such an important issue because of the evolution of technology and of threats.

In a digital world, “crime has also become digital and borderless and that's also why we need to cooperate on these
threats,” Gencarelli told The Media Line.

Cybersecurity is now an essential part of the EU's cooperation with all of its closest partners, “on the other side of
the Atlantic, here in this region [the Middle East], including Israel of course, with countries in the Asia-Pacific area,"
he added.

“It is now an integral policy to our bilateral relationships with many countries that are facing the same threats. Israel
has of course the expertise, the know-how which is in the top class in the world,” Gencarelli said.

J-Wire

Australian professionals attend Israel Cyber Week

The Israel Trade and Economic Commission in Sydney and the Trans-Tasman Business Circle have taken a business
delegation of 18 cyber security professionals from Australia and New Zealand to Tel Aviv.

The delegation was led by cyber security professional Alistair MacGibbon.

Israel Cyber Week was held between June 27and June 30 and attracted more than 9000 attendees from more than
80 countries, and showcased the latest tech in the rapidly-changing world of cyber security.

Israel's former Prime Minister, Naftali Bennett, was interviewed on stage by Microsoft Israel's CEO Michal Braverman-
Blumenstyk, while moments earlier, the Australian and New Zealand Delegation to Israel Cyber Week was lauded as
the first-ever in-person delegation from the region.

Mike Rodgers, former National Security Agency Director and Australian Ambassador to Israel Paul Griffiths addressed
the delegation.

Alistair MacGibbon, CSO at CyberCX, joined an illustrious panel, expounding their thoughts on the global cyber
security world in 2030. The panel and former Prime Minister Bennett spoke about geopolitical issues, including the
Iranian threat and the Russian- Ukrainian war, through the lens of state-based actors attacking critical infrastructure
and sovereign entities.

The Israel Trade and Economic Commission's Jeremy Ungar is responsible for cyber security. He said: "A small and
dynamic group of cyber professionals became instant friends and gained a wealth of knowledge that supersedes
Zoom meetings and introductions”.

The value achieved with the Australian-New Zealand outbound delegation to Israel for Cyber Week is already tangible
with sign-ups for the next Israel Cyber Week delegation already registered.
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PR Newswire

Israel’s 12th Annual Cyber Week Highlights
Unprecedented Changes in the Cyber Landscape and
the Critical Need For Coordinated Response

TEL AVIV, Israel, June 29,2022 /PRNewswire/ -- Top Israeli government figures such as Prime Minister Naftali Bennett
and Defense Minister Benny Gantz, addressed the conference which is headed by Maj. Gen. (Ret.) Prof Isaac Ben-Israel,
known as the “father” of the Israeli Cyber industry. Leading American and British cyber officials also contributed,
including Chris Inglis the National Cyber Director at the Executive Office of the President at the White House, Anne
Neurberger the Deputy Assistant to the US President and Deputy National Security Advisor for Cyber and Emerging
Technologies at the White House, and Lindy Cameron CEO of the National Cyber Security Centre. Private sector
leaders including Ira Winkler, Chief Security Officer for Walmart, Tim Brown CISO of SolarWinds, Jane Horvath, Chief
Privacy Officer of Apple, Jason Chan, Former VP of Information Security at Netflix, also addressed the conference.
Supported by Israel's Ministry of Economy and Innovation, attendees joined from over 80 countries from all over
the world. Guests included startups and major investors, together with numerous sponsors, and partners.

Cyber Week is jointly held by the Blavatnik Interdisciplinary Cyber Research Center (ICRC); The Yuval Ne'eman
Workshop for Science, Technology and Security at Tel Aviv University; and the Israeli National Cyber Directorate
under the Prime Minister’s Office. The gathering occurred against the backdrop of unprecedented cyber challenges
and events including Russia's war on Ukraine. Speakers described a dramatic and concerning rise in cyber warfare
as well as cybercrime - cyber-related damage is predicted to hit $10.5 trillion annually by 2025, while cybersecurity
spending on data protection and risk management could reach $172 billion globally in 2022. Yet they also expressed
hope in the effectiveness of properly implemented defenses and evolution in defensive cyber techniques to meet
the challenge.

Israel's Prime Minister Naftali Bennett pointed out how "inevitably cyber is going to become one if not the most
prominent dimensions of future warfare,” while drawing attention to the vital need for global collaboration in the
cyber sphere saying, “In cyber it's [collaboration] vital because the same bad guys who are attacking one company or
country are attacking others at the same time. If you can share that information everyone else can defend themselves.
It's like a pickpocket in a subway and if someone sprays them with red paint everyone can see and defend themselves."

Ira Winkler: CISSP, Chief Security Architect, Walmart outlined the important role government plays saying, “at a high
level, governance tells people how to do things correctly with cyber security at the forefront." He also recognized
the need to account for the human aspect of cyber and to be realistic when devising and implementing strategy, ‘A
user is as much as part of the system as a computer. Stop expecting people not to click on suspicious content, but
rather have a strong network protecting them.”

Israel's Minister of Defense, Benny Gantz, outlined the increasing shift of conflict to the cybersphere and that bad
actors are already carrying out attacks via cyber, particularly Iran. The country uses "new [cyber] proxies [who] “are
terrorists with keyboards," in addition to their direct actions. In response, Defense Minister Gantz stressed the need
for private companies to follow government guidelines and cooperate saying, “Iran is first a global challenge, then
it is a regional challenge, and only finally is it a threat to the State of Israel. The same goes for the cyber dimensions
and the same framework of cooperation vis-a-vis Iran is expanding to cyber."

About CyberWeek:

Cyber Week is a leading international cybersecurity event that provides a unique opportunity for experts from industry,
government, military and academia to share their knowledge about the challenges and opportunities in the field.
Cyber Week is hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval Ne'eman Workshop for
Science, Technology, and Security, at Tel Aviv University, headed by Major Gen. (Ret.) Prof. Isaac Ben-Israel together
with the National Cyber Directorate at the Prime Minister's Office, The Ministry of Economy and Industry, and the
Ministry of Foreign Affairs.
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Pursuing the Unknown

Tackling a Worrying Rise in Cyber Crimes and Warfare

Israel’s 12th annual Cyber Week highlights critical need for coordinated response

Israel's 12th Annual Cyber Week Conference was attended last week by 300 speakers, 7000 in person and 2000
online attendees from 80 countries. The speakers included top Israeli government figures such as then Prime Minister
Naftali Bennett and Defense Minister Benny Gantz; leading American and British cyber figures, including Chris
Inglis, the National Cyber Director at the Executive Office of the President at the White House and Lindy Cameron
CEO of the British National Cyber Security Centre, and security executives from large companies, such as Walmart,
SolarWinds,Apple and Netflix.

TAU researchers presented different academic perspectives on cybersecurity challenges, demonstrating the broad
interdisciplinary scientific research on cybersecurity at TAU: Prof. Eran Toch from the Department of Industrial
Engineering on "The Science of Cybersecurity in Organizations: Why is it so hard and what it takes to do it right";
Prof. Niva Elkin-Koren from The Buchmann Faculty of Law on "Digital Surveillance: Rethinking the Design Approach”
and Prof. Yehuda Afek from the Blavatnik School of Computer Science on “"Securing the DNS System.”

This year's gathering took place against the backdrop of unprecedented cyber challenges and events including Russia's
war on Ukraine. Speakers described a dramatic and concerning rise in cyber warfare as well as cybercrime - cyber-
related damage is predicted to hit $10.5 trillion annually by 2025, while cybersecurity spending on data protection
and risk management could reach $172 billion globally in 2022. Yet they also expressed hope in the effectiveness of
properly implemented defenses and evolution in defensive cyber techniques to meet the challenge.

The Human Aspect of Cyber

Ira Winkler, CISSP, Chief Security Architect of Walmart, outlined the important role government plays saying, “at a high
level, governance tells people how to do things correctly with cyber security at the forefront.” He also recognized
the need to account for the human aspect of cyber and to be realistic when devising and implementing strategy, ‘A
user is as much as part of the system as a computer. Stop expecting people not to click on suspicious content, but
rather have a strong network protecting them."

The human face of fraud victims was highlighted through Norwegian Netflix star, Cecilie Fjellhay, from "Tinder
Swindler,” who was scammed of hundreds of thousands of US dollars by a man she knew as Simon Leviev. Fjellhgy
uses her own experience to fight for justice for fraud victims around the world, and discussed the subject of “the
day after” for those affected and what we as a society can learn from it.

Cecilie Fjellhgy from "Tinder Swindler used her own experience to speak up for fraud victims (Photo: Chen Galili)

In contrast, self-professed "Hacker, Helper and Human," Jason E. Street, VP Infosec, Sphere NY, USA, illustrated weak
points - human factors were highlighted - of companies and institutions with regard to security breaches. Street
showed video footage of himself strolling into banks and compromising their security on the highest level in next
to no time. He reminded those in the audience who were shaking their heads and laughing that their companies
could be next in line, and urged them to prepare for such a scenario.

Terrorists with Keyboards

Israel's former Prime Minister Naftali Bennett pointed out how “inevitably cyber is going to become one, if not the
most, prominent dimensions of future warfare,” while drawing attention to the vital need for global collaboration in
the cyber sphere. In cyber, he reasoned, the same actors who attack one company or country are often attacking
others at the same time. Information sharing can help all vulnerable parties defend themselves.

Israel's Minister of Defense, Benny Gantz, outlined the increasing shift of conflicts to the cybersphere, noting that
bad actors are already carrying out cyberattacks, particularly Iran. The country uses new [cyber] proxies, who Gantz
referred to as "terrorists with keyboards," in addition to their direct actions. He stressed the need for private companies
to follow government guidelines and cooperate on a response, stressing that “Iran is first a global challenge, then it
is a regional challenge, and only finally is it a threat to the State of Israel. The same goes for the cyber dimensions
- the same framework of cooperation vis-a-vis Iran is expanding to cyber.

Then Israeli Prime Minister Naftali Bennett speaks at Cyber Week 2022 conference at Tel Aviv University (Photo:
Chen Galili)

About Cyber Week

Cyber Week is a leading international cybersecurity event that provides a unique opportunity for experts from
industry, government, military and academia to share their knowledge about the challenges and opportunities in the
field. Cyber Week is jointly held by the Blavatnik Interdisciplinary Cyber Research Center (ICRC); The Yuval Ne'eman
Workshop for Science, Technology and Security at Tel Aviv University; and the Israeli National Cyber Directorate
under the Prime Minister's Office.
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12th Annual Cyber Week: An international
cybersecurity event hosts at Tel Aviv
University in Israel

Cyber Security: Global Attention on the Rise as Cyber

Raeess Sayyad

Cyber Week -~ =/
fune 27+ 30%, 300

Digital Week is a yearly international cybersecurity event hosted at Tel Aviv University in
Izrael. Throughout recent vears, Cyber Week has became internationally acclaimed as one of
the top cybersecurity events in the world.

With in excess of 9,000 attendees from in excess of B0 countries, Cyber Week is a place where
cybersecurity experts, industry leaders, startups, investors, academics, diplomats, and
government officials share knowledge, methods, and ideas on how companies and individuals

stay safe from cybercriminals and internet bad actors.

Governments and businesses have pricritized cybersecurity, particularly during the pandemic,

where cybercriminals have expanded and warked on their tactics vo breach organizations in

view of the mixture of work and online leaming setups.
Cybercrime dramatically expanded during the pandemie,

1) Omline scams spiked by over 400% in 2020 compared with earlier years.

1) Phishing emails developed significantly that Google blocked more than 18 million malware

amd phishing emails connected with COVID-19 day to day. This incorporates spear phishing
for espionage purposes.

3 A recent study titled "The impact of COVID- 19 on cybercrime and state-sponsored cyber
activities™ by Johannes Wigg fgured out that groups of hackers accepted o be sponsored by
Russia, China, and North Korea utilized personalized emails containing references to the
pandemic to taint their tarpets with malware or steal passwords.

4) More than 90% of healthcare organizations suffered 1o least cvbersecurity breach, as

indicated by the US Healthcare Cybersecurity Market 2022 report.

Digital Week 2022 wont just assist with dealing with these issues directly, it will likewise
attempt to help governments and organizations in confronting cyber dangers by presenting

the most recent technologies and vechniques in battling cvbercriminals.

Cyber Week is held together by the Blavatnik Interdisciplinary Cyber Research Center (ICRC),

The Yuval Neteman Workshop for Science, Technology and Security, Tel Aviv University, the
Israeli National Cyvber Directorate under the Prime Minister's Office, and the Ministry of

Foreign Affairs is a main international conference in cybersecurity.

Download the
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Attacks Escalate
Abderrazak Trebak

The need for cybersecurity to protect systems, networks and data is increasing worldwide, with the accelerating
digital transformation of societies and various economic and social activities, as well as the risks of mass cyber
attacks, fraud and hacking.

Recent studies reveal an alarming rise in war and cybercrime, and estimate that the associated damage will reach
$10.5 trillion annually by 2025 globally.

Cyber attacks are often aimed at accessing sensitive information to steal or destroy it, disrupt networks or obtain funds.

Faced with this situation, governments and companies are opting for cybersecurity solutions to protect infrastructure,
equipment, facilities, and various economic and financial systems.

"Governments are required to work more to protect networks and information systems, and to invest in cyber scientific
research and human capital in order to efficiently use these tools,” Ran Natanzon, Head of innovation & Country
branding, Public Diplomacy Division at Ministry of Foreign Affairs of Israel, told MAP on the sidelines of a visit of a
delegation of international journalists to Tel Aviv.

In Israel, cyber industry data show that in 2021, a significant number of transactions were made, reaching a record
level of $8.8 billion.

For his part, Major General and mathematician Issac Ben-Israel, a pioneer in Israel's cyber-industry program, said
that “with the use of the Internet, ‘everything becomes exposed'. Data is visible, and funds are discovered, as well
as privacy, health and security, in addition to the activities of government administrations".

He added that Israel sets itself to be "among the five major powers in the world in the field of cyberindustry and stands
out as an electronic force, and that is why we have established an electronic research center in every university,
and today we teach cybersecurity in secondary schools."

This interest in the cyber sector is most evident in the remarkable development of the new technological pole in
the city of Beersheba in the Negev desert, which currently hosts more than 70 of the largest companies employing
nearly 2,500 people, most of whom are information engineers.

Ran Natanzon indicated that the strategic plan for the coming years foresees that this center will include 15 intelligent
buildings, providing about ten thousand jobs in artificial intelligence and computer engineering, and highly developed
centers for research, innovation, alert and response to computer attacks, some of which will be under the supervision
of specialized teams from the army.
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This pole in the city of Beersheba also houses the electronic units of the army and the major Israeli companies in
the field, especially the software companies CheckPoint, Nir Zuk's Palo Alto Networks, SentinelOne and Cybereason,
in addition to centers of the largest international companies such as Google, Intel, and Microsoft, among others.

Ran Natason pointed out that the Beersheba center complements the others in Tel Aviv and Haifa, which aim to
make Israel one of the world's leading countries in the field of cybersecurity.

He also stressed that this trend will strengthen the scientific research and development sector, which in Israel
represents 5.4% of the gross domestic product (GDP) (2021), given the fact that the per capita GDP amounted to
44,214 dollars in the fourth quarter of 2021.

This rate places Israel at the top world rank in terms of scientific research and development intensity, and at the
fifth world rank in modern technology density (per population), while the share of Israeli exports in the high-tech
sector has reached about 54 percent in 2021.

As for the percentage of workers in the high-tech sector, it reached 10.4 percent of the total workforce in 2021.

To develop the Beersheba Center, Israel's Cyberspace Directorate provides support to companies that set up shop
in the area.

From the same city, the National Cyber Directorate manages the “Iron Dome in Cyber Defense" project, which aims
to monitor and track various cyber attacks that target all infrastructure in Israel.

In a statement to MAP, Roy Yarom, executive director of policy and strategy at the Israeli Department of Cybersecurity,
said that the “Iron Dome in Cyber Defense" project will provide comprehensive protection of economic and
administrative facilities, and even personal computers, in a way that enhances the defense of Israeli cyberspace
and strengthens its structure in both shielding and confrontation.

Rom Yarom pointed out that the Internet will inevitably become one of the dimensions of future warfare, if not the
most important.

He said that everyone should take cybersecurity seriously because cybercriminals target not only government
agencies and private institutions, but also employees, ordinary people, and even children and minors because they
are the most vulnerable sectors of society.

On the other hand, he stressed that there are promising opportunities for cooperation between Morocco and Israel
in the cyber and digital field for open, reliable, secure, and stable cyberspace.

Yarom highlighted the promising opportunities for cooperation in the academic and scientific fields, research, and
development, in addition to exchanging information and skills, as well as students and organizing joint research.

He stressed the importance of promoting information exchange to respond to common cross-cutting threats and
to implement standards of responsible behavior in cyberspace.

In view of the significant development of the cybersecurity sector in Israel, the number of transactions it carries
out and its growing attractiveness on a global scale, a reqular annual international event is organized under the
name of "Cyber Week", the latest edition of which was held at Tel Aviv University last June, in cooperation with the
Israeli Ministry of Foreign Affairs.

The week is an international event that provides an opportunity for experts from industry, government, defense,
and academia to share their knowledge on challenges and opportunities in the field, and to discuss cyberattacks,
damage to countries' critical infrastructure, public spending on information technology, the pace of spending on
cyber protection, and privacy infringement.

According to the results of a study presented at the last session of the conference, spending on cybersecurity for
data protection and information risk management is expected to reach $172 billion worldwide in 2022.

Another study reported that cybercrime increased significantly during the Covid 19 pandemic, and online fraud
increased by more than 400% in 2020 compared to previous years, and fraudulent messages dramatically doubled
as Google blocked more than 18 million malicious and phishing emails during the pandemic.

This includes scams, theft as well as the implementation of malicious tracking and spyware.
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Cybersecurité: Un interét mondial croissant face aux

nombreuses cyberattaques
Abderrazak Trebak

Tel-Aviv — A travers le monde, la cybersécurité s'avere de plus en plus importante dans la protection des systemes,
des réseaux et des données, d'autant plus que l'accélération de la transformation numérique des sociétés et des
diverses activités économiques et sociales, s'accompagne, le plus souvent, de risques élevés des cyberattaques, de
fraude et de piratage.

Des études récentes démontrent une augmentation “alarmante” de cyber-guerre et de la cybercriminalité, estimant
gue les dommages y afférents atteindront annuellement les 10,5 trillions de dollars en 2025.

Les cyber-attaques visent souvent a accéder a des informations sensibles pour les voler ou les détruire, perturber
les réseaux ou obtenir des fonds.

Face a ces données, les gouvernements et les entreprises optent pour des solutions de cybersécurité, dans le dessein
de protéger les infrastructures, les équipements, les installations, ainsi que les différents systemes économiques et
financiers.

Dans ce sens, Ran Natanzon, directeur du Département des systémes d'information et de l'innovation au ministere
israélien des Affaires étrangéres, a confié a la MAP, en marge de la visite d'une délégation de journalistes internationaux
a Tel-Aviv, que "les gouvernements sont appelés a dépenser davantage pour protéger les réseaux et les systemes
d'information, et a investir dans la recherche scientifique cybernétique et le capital humain pour une exploitation
efficace de ces outils".

En Israél, les données de la cyber-industrie relevent qu'en 2021, un nombre important de transactions a été réalisé,
atteignant un niveau record de 8,8 milliards de dollars.

De son coté, le major-général et mathématicien, Issac Ben-Israel, un pionnier du programme de la cyber-industrie
en Israél, a indiqué qu'avec l'utilisation d'Internet, +tout devient exposé+. Les données sont visibles, et les fonds
sont découverts, au méme titre que la vie privée, la santé et la sécurité, en plus des activités des administrations
gouvernementales”.

“Israél s'est fixé l'objectif de faire partie des cing grandes puissances mondiales dans le domaine de la cyber-industrie
et s'imposer comme une force en la matiere. C'est pourquoi, nous avons établi un centre de recherche électronique
dans chaque université, et aujourd’hui nous enseignons la cybersécurité dans les écoles secondaires”, a-t-il mis en
avant.

Ce grand intérét pour le secteur cybernétique se manifeste clairement dans le développement remarquable du
nouveau pole technologique de la ville de Beer-Sheva dans le désert du Néquev, qui comprend actuellement plus

de 70 grandes entreprises employant environ 2.500 personnes, dont la plupart des ingénieurs en informatique.

Ainsi, Ran Natanzon indique que le plan stratégique pour les années a venir prévoit que ce pole comprendra 15 batiments
intelligents, fournissant une dizaine de milliers d'emplois en intelligence artificielle et en ingénierie informatique,
et des centres tres développés de recherche, d'innovation, d'alerte et de riposte aux attaques informatiques, dont
certains seront sous la supervision d'équipes spécialisées de l'armée.

Le pole de la ville de Beer-Sheva abrite les unités électroniques de l'armée et les grandes entreprises israéliennes,
notamment les éditeurs de logiciels CheckPoint, Palo Alto Networks de Nir Zuk, SentinelOne et Cybereason, ainsi
que les centres des grandes entreprises internationales telles que Google, Intel, Microsoft, entre autres.

Le Centre de Beer-Sheva vient, ainsi, compléter les autres de Tel-Aviv et de Haifa, qui visent a faire d'Israél 'un des
plus grands pays du monde dans le domaine de la cybersécurité, met en relief Ran Natanzon.

Il a également souligné que cette tendance renforcera la force du secteur de la recherche scientifique et du
développement, qui représente en Israél 5,4% du produit intérieur brut (2021), sachant que la part par habitant du
PIB s'est élevée au quatriéme trimestre de 2021 a environ 44 mille 214 dollars.

Il ajoute que ce taux place Israél au premier rang mondial dans le domaine de la recherche et du développement, et
au cinquieme dans les technologies modernes (compte tenu de la population), tandis que la part des exportations
israéliennes dans le domaine de la haute technologie a atteint environ 54% en 2021.

Quant a la part des employés dans le secteur de la haute technologie, elle s'éléve a 10,4 % de la main-d'ceuvre totale
en 2021.

Afin de développer le centre de Beer-Sheva, la Direction du cyberespace d'Israél apporte son soutien aux entreprises
qui s'installent dans la région.

Depuis la méme ville, le centre de gestion des cyber-incidents gére le projet "“Déme de fer”, qui vise en général a
surveiller et a suivre diverses cyberattaques ciblant toutes les infrastructures en Israél.

Dans une déclaration a la MAP, le directeur exécutif de la politique et de la stratégie au département israélien de la
cybersécurité, Roy Yarom a indiqué que le projet "“Dome de fer" fournira une protection complete des installations
économiques et administratives, ainsi que des PC a méme d'améliorer la défense du cyberespace israélien et
renforcer sa structure de bouclier.

M. Yarom souligne, en outre, qu'Internet deviendra inévitablement l'une des dimensions de la guerre future, sinon
la plus importante.

Il dit également que tout le monde devrait prendre la cybersécurité au sérieux car les cybercriminels ciblent non
seulement les agences gouvernementales et les institutions privées, mais aussi les employés, les gens ordinaires et
méme les enfants et les mineurs, les catégories les plus vulnérables de la société.

D'autre part, il a mis en avant qu'il existe des opportunités prometteuses de coopération entre le Maroc et Israél
dans le domaine de la cybersécurité et du numérique pour un cyberespace ouvert, fiable, sécurisé et stable.

M. Yarom a mis en exergue les opportunités prometteuses de coopération dans les domaines académique et
scientifique, la recherche et le développement, en plus de l'échange d'informations et de compétences, d'étudiants
et l'organisation de recherches conjointes.
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Il a également souligné l'importance d'améliorer ces échanges, afin de répondre aux menaces mondiales et d'asseoir
des normes de comportement responsable dans le cyberespace.

Au vu du développement important du secteur de la cybersécurité en Israél, du nombre de transactions qu'il réalise
et de lattractivité croissante qu'il connait a 'échelle mondiale, un rendez-vous international annuel régulier est
organisé sous le nom de "Cyber Week", dont la derniere édition a été tenue a I'Université de Tel-Aviv en juin dernier,
en coopération avec le ministére israélien des Affaires étrangéres.

Cet événement international offre aux experts de l'industrie, du gouvernement, de la défense et du milieu universitaire
loccasion de partager leurs connaissances sur les défis et les opportunités dans ce domaine, de discuter des
guestions des cyberattaques, des dommages causés aux infrastructures vitales des pays, des dépenses publiques
deédiées au secteur de l'informatique, des dépenses allouées a la cyber-protection et de la violation de la vie privée.

Selon les résultats de l'une des études présentées lors de la derniére édition de cette conférence, les dépenses
de cybersécurité destinées a la protection des données et a la gestion des risques liés a linformatique devraient
atteindre 172 milliards de dollars dans le monde en 2022.

Une autre étude a rapporté que la cybercriminalité a considérablement augmenté pendant la pandémie de Covid-19,
la fraude en ligne s'est accrue de plus de 400% en 2020 par rapport aux années précédentes et les messages
frauduleux ont doublé de fagon spectaculaire alors que Google a bloqué quotidiennement plus de 18 millions d'e-
mails malveillants et d'hameconnage durant la pandémie.

Cela comprend les escroqueries, le vol ainsi que limplantation de logiciels de suivi malveillants et d'espionnage.
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Ciberseguridad: Un interes global creciente frente a
un aumento de los ciberataques

Tel Aviv - Por Abderrazak Trebak La necesidad de la ciberseguridad para proteger sistemas, redes y datos esta
aumentando en todo el mundo, con la aceleracién de la transformacion digital de las sociedades y diversas actividades
economicas y sociales, asi como los riesgos de un aumento de los ataques cibernéticos, el fraude y la pirateria.

Estudios recientes registran un alarmante aumento de la guerra y los delitos cibernéticos, y estiman que los dafnos
asociados a estas amenazas alcanzan los 10,5 billones de dolares anuales para 2025 en todo el mundo.

Esos ciberataques suelen tener por objeto el acceso a informacion delicada para robar o destruir, interrumpir redes
u obtener fondos, lo que requiere una gran demanda por parte de los gobiernos y las empresas de soluciones
cibernéticas para proteger la infraestructura, los equipamientos, las instalaciones y diversos sistemas economicos,
financieros y otros.

"Los gobiernos deben gastar mas para proteger las redes y los sistemas de informacion, e invertir en investigacion
cibercientifica y en tripulaciones humanas para usar estas herramientas eficientemente’, dijo Ran Natanzon, director
del Departamento de Sistemas de Informacion e Innovacion del Ministerio de Asuntos Exteriores israeli, en una
declaracion a la MAP, al margen de la visita de una delegacion de periodistas internacionales a Tel Aviv.

En Israel, los datos de la industria de la sequridad cibernética muestran que en 2021 se logré un numero récord de
transacciones de 8,8 mil millones de délares.

El general mayor, el matematico Isaac Ben-Israel, conocido como el padre del programa de la ciberindustria israeli,
subrayo, en su reunion con la delegacion de periodistas internacionales, que “al usar Internet, todos estan expuestos,
los datos son visibles para muchos, el dinero esta expuesto, la vida personal, la salud y la seguridad, asi como las
actividades de los departamentos gubernamentales’.

Y anadié que Israel se ha fijado como obijetivo ser "una de las cinco mayores potencias del mundo en el ambito
de la ciberindustria y su consolidacion como fuerza electronica, asi que hemos creado un centro de investigacion
electronica en cada universidad, y hoy impartimos clases de ciberseguridad en las escuelas secundarias’.

Este gran interés por el sector cibernético se refleja en el notable desarrollo conocido por el nuevo polo tecnhologico
en la ciudad de Beerseba, en el desierto del Néguev, que actualmente incluye a mas de 70 grandes empresas que
emplean aproximadamente a 2.500 personas, la mayoria de las cuales son ingenieros de informacion.

El plan estratégico para los préximos anos estipula que este polo estara compuesto por 15 edificios inteligentes que
ofrecen 10.000 empleos en inteligencia artificial e ingenieria, centros de investigacion innovadores para alarma y
respuesta a ataques informaticos, algunos de los cuales estan supervisados por equipos especializados del ejército.
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Dentro de este polo en la ciudad de Beerseba, hay unidades electronicas pertenecientes al ejército, y las principales
empresas israelies en el sector, especialmente las companias de programacion CheckPoint, Nir Zuk's Palo Alto
Networks, SentinelOne y Cybereason, asi como centros para grandes empresas internacionales como Google, Intel,
Microsoft y otros.

El centro de Beerseba complementara otros centros en Tel Aviv y Haifa y tiene como objetivo hacer de Israel uno
de los mejores cibercentros del mundo, agregd Ran Natanzon.

También senald que esta tendencia fortaleceria el sector de la investigacion cientifica y el desarrollo, que en Israel
representa el 4,5% del producto interno bruto (2021), teniendo en cuenta que el producto interno bruto (PIB) per
capita alcanzo los 44.214 dolares en el cuarto trimestre de 2021.

El mismo agrego que este promedio convierte a Israel en lider mundial en materia de densidad de la investigacion
cientifica e innovacién, y la quinta a nivel mundial en la densidad de las nuevas tecnologias (en comparacion con el
numero de habitantes). En cuanto a las exportaciones israelies en el ambito de las tecnologias punteras alcanzo el
54% en 2021, mientras que el promedio de los empleados en el dominio de las altas tecnologias se situd en el 10,4%
del total de la mano de obra en 2021.

Con el fin de desarrollar el centro de Beerseba, la Direccion Israeli para el Espacio Electronico ofrece apoyo a las
empresas que se trasladan a esta region.

En la misma ciudad, el Centro de Gestion de Eventos Cibernéticos gestiona el proyecto del "Domo de Hierro en
la Defensa Cibernética” que identifica y sigue los diferentes ataques cibernéticos dirigidos contra las diferentes
infraestructuras en Israel.

En una declaracion a la MAP, Roy Yarom, director ejecutivo para politica y estrategia en la Direccion Israeli de
Seqguridad Cibernética, indico que "el Domo de Hierra en la Defensa Cibernética" garantizara una proteccion completa
para las instalaciones economicas y administrativas e incluso para los ordenadores personales, lo que consolidara
la proteccion del espacio electronico israeli y reforzara su estructura en la defensa y el enfrentamiento.

Segun Yarom, que asegura que internet sera sin duda una, o la mas importante, dimension de las guerras del futuro,
todo el mundo tiene que tomar con seriedad la seguridad cibernética, puesto que los criminales cibernéticos no
atacan solamente las agencias gubernamentales y las instituciones privadas, sino también a los funcionarios y las
personas de a pie, e incluso a los ninos y los menores, que son las categorias mas vulnerables de la sociedad.

Por otra parte, destaco que hay una oportunidad prometedora de cooperacidn entre Marruecos e Israel en el ambito
cibernético y la tecnologia digital a favor de un espacio electronico abierto, seguro y estable.

Asimismo, Yarom puso de relieve las oportunidades prometedoras de cooperacion en los dominios universitario
y cientifico y de la investigacion y el desarrollo, ademas del intercambio de informaciones y experiencias, y el
intercambio de estudiantes y la organizacion de investigaciones conjuntas.

En la misma linea, subrayo la importancia de consolidar el intercambio de informaciones para hacer frente a las
amenazas globales comunes y aplicar las medidas del comportamiento responsable en el espacio cibernético.

Vista la importante evolucion que experimenta el ambito de la seguridad cibernética en Israel, el volumen de negocios
que registra y la atraccion creciente que conoce a nivel mundial, se organiza un encuentro anual regular bautizado
"Semana Cibernética", cuya ultima edicion tuvo lugar, el 30 de junio, en la Universidad de Tel-Aviv, en cooperacion
con el ministerio israeli de Asuntos Exteriores.
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La "Semana Cibernética” es un evento internacional que ofrece a los expertos de la industria, los gobiernos, la defensa
y los circulos académicos, la oportunidad de compartir sus conocimientos sobre los desafios y las oportunidades
en este ambito, ademas de examinar las cuestiones de los ataques electronicos y los dafos a la infraestructura vital
de los Estados, y la financiacion publica sobre la tecnologia de la informacion y el ritmo de la financiacion de la
sequridad electrdnica y la violacion de la privacidad.

Segun un estudio que fue presentado durante la ultima edicion de este encuentro, se prevé que la financiacion de la
sequridad cibernética dirigida a la proteccion de datos y la gestion de riesgos digitales alcance los 172 mil millones
de dolares a nivel mundial en 2022.

Otro estudio afirma que el cibercrimen crecio considerablemente durante la pandemia de Covid-19, mientras que las
operaciones de fraude a través de internet subieron mas de 400% en 2020 en comparacion con los anos anteriores.
Igualmente, los mensajes fraudulentos se multiplicaron notablemente, hasta el punto de que Google tuvo que prohibir
cada dia, durante la pandemia, 18 millones de mensajes electronicos maliciosos y fraudulentos. Estos mensajes
incluyen el fraude, el robo y la implantacion de programas daninos de localizacion y espionaje.
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Cyber Security: Global Attention on the Rise as Cyber
Attacks Escalate

The need for cybersecurity to protect systems, networks and data is increasing worldwide, with the accelerating
digital transformation of societies and various economic and social activities, as well as the risks of mass cyber
attacks, fraud and hacking.

Recent studies reveal an alarming rise in war and cybercrime, and estimate that the associated damage will reach
$10.5 trillion annually by 2025 globally.

Cyber attacks are often aimed at accessing sensitive information to steal or destroy it, disrupt networks or obtain funds.

Faced with this situation, governments and companies are opting for cybersecurity solutions to protect infrastructure,
equipment, facilities, and various economic and financial systems.

"Governments are required to work more to protect networks and information systems, and to invest in cyber scientific
research and human capital in order to efficiently use these tools,” Ran Natanzon, Head of innovation & Country
branding, Public Diplomacy Division at Ministry of Foreign Affairs of Israel, told MAP on the sidelines of a visit of a
delegation of international journalists to Tel Aviv.

In Israel, cyber industry data show that in 2021, a significant number of transactions were made, reaching a record
level of $8.8 billion.

For his part, Major General and mathematician Issac Ben-Israel, a pioneer in Israel's cyber-industry program, said
that "with the use of the Internet, ‘everything becomes exposed'. Data is visible, and funds are discovered, as well
as privacy, health and security, in addition to the activities of government administrations”.

He added that Israel sets itself to be "among the five major powers in the world in the field of cyberindustry and stands
out as an electronic force, and that is why we have established an electronic research center in every university,
and today we teach cybersecurity in secondary schools.”

This interest in the cyber sector is most evident in the remarkable development of the new technological pole in
the city of Beersheba in the Negev desert, which currently hosts more than 70 of the largest companies employing
nearly 2,500 people, most of whom are information engineers.

Ran Natanzon indicated that the strategic plan for the coming years foresees that this center will include 15 intelligent
buildings, providing about ten thousand jobs in artificial intelligence and computer engineering, and highly developed
centers for research, innovation, alert and response to computer attacks, some of which will be under the supervision
of specialized teams from the army.
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This pole in the city of Beersheba also houses the electronic units of the army and the major Israeli companies in
the field, especially the software companies CheckPoint, Nir Zuk's Palo Alto Networks, SentinelOne and Cybereason,
in addition to centers of the largest international companies such as Google, Intel, and Microsoft, among others.

Ran Natason pointed out that the Beersheba center complements the others in Tel Aviv and Haifa, which aim to make
Israel one of the world's leading countries in the field of cybersecurity.

He also stressed that this trend will strengthen the scientific research and development sector, which in Israel
represents 5.4% of the gross domestic product (GDP) (2021), given the fact that the per capita GDP amounted to
44,214 dollars in the fourth quarter of 2021.

This rate places Israel at the top world rank in terms of scientific research and development intensity, and at the
fifth world rank in modern technology density (per population), while the share of Israeli exports in the high-tech
sector has reached about 54 percent in 2021.

As for the percentage of workers in the high-tech sector, it reached 10.4 percent of the total workforce in 2021.

To develop the Beersheba Center, Israel's Cyberspace Directorate provides support to companies that set up shop
in the area.

From the same city, the National Cyber Directorate manages the "Iron Dome in Cyber Defense” project, which aims
to monitor and track various cyber attacks that target all infrastructure in Israel.

In a statement to MAP, Roy Yarom, executive director of policy and strategy at the Israeli Department of Cybersecurity,
said that the "Iron Dome in Cyber Defense" project will provide comprehensive protection of economic and administrative
facilities, and even personal computers, in a way that enhances the defense of Israeli cyberspace and strengthens
its structure in both shielding and confrontation.

Rom Yarom pointed out that the Internet will inevitably become one of the dimensions of future warfare, if not the
most important.

He said that everyone should take cybersecurity seriously because cybercriminals target not only government
agencies and private institutions, but also employees, ordinary people, and even children and minors because they
are the most vulnerable sectors of society.

On the other hand, he stressed that there are promising opportunities for cooperation between Morocco and Israel
in the cyber and digital field for open, reliable, secure, and stable cyberspace.

Yarom highlighted the promising opportunities for cooperation in the academic and scientific fields, research, and
development, in addition to exchanging information and skills, as well as students and organizing joint research.

He stressed the importance of promoting information exchange to respond to common cross-cutting threats and
to implement standards of responsible behavior in cyberspace.
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In view of the significant development of the cybersecurity sector in Israel, the number of transactions it carries out
and its growing attractiveness on a global scale, a regular annual international event is organized under the name
of “Cyber Week’, the latest edition of which was held at Tel Aviv University last June, in cooperation with the Israeli
Ministry of Foreign Affairs.

The week is an international event that provides an opportunity for experts from industry, government, defense,
and academia to share their knowledge on challenges and opportunities in the field, and to discuss cyberattacks,
damage to countries' critical infrastructure, public spending on information technology, the pace of spending on
cyber protection, and privacy infringement.

According to the results of a study presented at the last session of the conference, spending on cybersecurity for
data protection and information risk management is expected to reach $172 billion worldwide in 2022.

Another study reported that cybercrime increased significantly during the Covid 19 pandemic, and online fraud
increased by more than 400% in 2020 compared to previous years, and fraudulent messages dramatically doubled
as Google blocked more than 18 million malicious and phishing emails during the pandemic.

This includes scams, theft as well as the implementation of malicious tracking and spyware.

AMAN £

Alliance of Mediterranean News Agencies

MAP - Cyber Security: Global Attention on the Rise as
Cyber Attacks Escalate

By Abderrazak Trebak -Tel Aviv -July 22,2022-(MAP)- The need for cybersecurity to protect systems, networks and
data is increasing worldwide, with the accelerating digital transformation of societies and various economic and
social activities, as well as the risks of mass cyber attacks, fraud and hacking.

Recent studies reveal an alarming rise in war and cybercrime, and estimate that the associated damage will reach
$10.5 trillion annually by 2025 globally.

Cyber attacks are often aimed at accessing sensitive information to steal or destroy it, disrupt networks or obtain funds.

Faced with this situation, governments and companies are opting for cybersecurity solutions to protect infrastructure,
equipment, facilities, and various economic and financial systems.

“Governments are required to work more to protect networks and information systems, and to invest in cyber scientific
research and human capital in order to efficiently use these tools," Ran Natanzon, Head of innovation & Country
branding, Public Diplomacy Division at Ministry of Foreign Affairs of Israel, told MAP on the sidelines of a visit of a
delegation of international journalists to Tel Aviv.

In Israel, cyber industry data show that in 2021, a significant number of transactions were made, reaching a record
level of $8.8 billion.

For his part, Major General and mathematician Issac Ben-Israel, a pioneer in Israel's cyber-industry program, said
that "with the use of the Internet, ‘everything becomes exposed'. Data is visible, and funds are discovered, as well
as privacy, health and security, in addition to the activities of government administrations”.

He added that Israel sets itself to be "among the five major powers in the world in the field of cyberindustry and stands
out as an electronic force, and that is why we have established an electronic research center in every university,
and today we teach cybersecurity in secondary schools."

This interest in the cyber sector is most evident in the remarkable development of the new technological pole in
the city of Beersheba in the Negev desert, which currently hosts more than 70 of the largest companies employing
nearly 2,500 people, most of whom are information engineers.

Ran Natanzon indicated that the strategic plan for the coming years foresees that this center will include 15 intelligent
buildings, providing about ten thousand jobs in artificial intelligence and computer engineering, and highly developed
centers for research, innovation, alert and response to computer attacks, some of which will be under the supervision
of specialized teams from the army.
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This pole in the city of Beersheba also houses the electronic units of the army and the major Israeli companies in
the field, especially the software companies CheckPoint, Nir Zuk's Palo Alto Networks, SentinelOne and Cybereason,
in addition to centers of the largest international companies such as Google, Intel, and Microsoft, among others.

Ran Natason pointed out that the Beersheba center complements the others in Tel Aviv and Haifa, which aim to
make Israel one of the world's leading countries in the field of cybersecurity.

He also stressed that this trend will strengthen the scientific research and development sector, which in Israel
represents 5.4% of the gross domestic product (GDP) (2021), given the fact that the per capita GDP amounted to
44,214 dollars in the fourth quarter of 2021.

This rate places Israel at the top world rank in terms of scientific research and development intensity, and at the
fifth world rank in modern technology density (per population), while the share of Israeli exports in the high-tech
sector has reached about 54 percent in 2021.

As for the percentage of workers in the high-tech sector, it reached 10.4 percent of the total workforce in 2021.

To develop the Beersheba Center, Israel's Cyberspace Directorate provides support to companies that set up shop
in the area.

From the same city, the National Cyber Directorate manages the “Iron Dome in Cyber Defense” project, which aims
to monitor and track various cyber attacks that target all infrastructure in Israel.

In a statement to MAP, Roy Yarom, executive director of policy and strategy at the Israeli Department of Cybersecurity,
said that the "Iron Dome in Cyber Defense” project will provide comprehensive protection of economic and
administrative facilities, and even personal computers, in a way that enhances the defense of Israeli cyberspace
and strengthens its structure in both shielding and confrontation.

Rom Yarom pointed out that the Internet will inevitably become one of the dimensions of future warfare, if not the
most important.

He said that everyone should take cybersecurity seriously because cybercriminals target not only government
agencies and private institutions, but also employees, ordinary people, and even children and minors because they
are the most vulnerable sectors of society.

On the other hand, he stressed that there are promising opportunities for cooperation between Morocco and Israel
in the cyber and digital field for open, reliable, secure, and stable cyberspace.

Yarom highlighted the promising opportunities for cooperation in the academic and scientific fields, research, and
development, in addition to exchanging information and skills, as well as students and organizing joint research.

He stressed the importance of promoting information exchange to respond to common cross-cutting threats and
to implement standards of responsible behavior in cyberspace.

In view of the significant development of the cybersecurity sector in Israel, the number of transactions it carries
out and its growing attractiveness on a global scale, a regular annual international event is organized under the
name of “Cyber Week", the latest edition of which was held at Tel Aviv University last June, in cooperation with the

Israeli Ministry of Foreign Affairs.

The week is an international event that provides an opportunity for experts from industry, government, defense,
and academia to share their knowledge on challenges and opportunities in the field, and to discuss cyberattacks,
damage to countries' critical infrastructure, public spending on information technology, the pace of spending on
cyber protection, and privacy infringement.

According to the results of a study presented at the last session of the conference, spending on cybersecurity for
data protection and information risk management is expected to reach $172 billion worldwide in 2022.

Another study reported that cybercrime increased significantly during the Covid 19 pandemic, and online fraud
increased by more than 400% in 2020 compared to previous years, and fraudulent messages dramatically doubled
as Google blocked more than 18 million malicious and phishing emails during the pandemic.

This includes scams, theft as well as the implementation of malicious tracking and spyware.
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Israel once is not enough (1)

As the world faces a huge challenge from COVID-19, Israel is one of the countries that has managed to cope with and
cope with the devastating pandemic of the virus that has been closely monitored around the world. In particular, it
was a rapid pioneer in public vaccination programs, being among the first countries to initiate vaccination certificates
or the Green Pass to keep society and business moving forward. Including being the first nation to launch injection
booster vaccine Even confident that they are ready to accept tourists from all over the world, whether they are
vaccinated against COVID-19. come or not without having to test for infection by PCR before arrival And do not have
to detain from 21 May after opening the border in March. Tourists, after receiving a visa, just fill out the Israel Entry
Form. Check details at https://israelsafe.com/ and that's the end of the story.

Israel is a small country in the Middle East connecting Europe, Asia and Africa, located on the eastern coast of the
Mediterranean Sea. Bordering Egypt, Jordan, Lebanon and Syria, it is a land with a long and complicated history. With
the diversity of races, religions and cultures merging into a distinctive charm. At the same time, there are unique
landscapes, including valleys, mountains, deserts, lakes, grasslands, forests and coastlines. making it one of the must-
visit destinations. In the past, we have only heard news of war and conflict. obscure the fact that Israel is one of
the great powers of innovation and technology. as well as being a production center for world-class entrepreneurs
until being called “Start-up Nation”

The first place that must be visited is inevitable , “ Tel Aviv ", the coolest city of the Mediterranean. One of the bustling
cities full of life. Plus the trailer with the 6th highest cost of living in the world. With 14 kilometers of soft white
beaches stretching along the Mediterranean coast with almost year-round sunshine. making it possible to see the
atmosphere of people doing outdoor activities uninterrupted This old city that has been nicknamed The ‘city that
doesn't sleep” boasts pub bars at night. Coffee shop - stylish food wheeling with retro architecture Let's talk about
the other side of Tel Aviv next time. Take us back to the ancient atmosphere at the * Old Jaffa " district, home to one
of the oldest harbors in the world from thousands of years to the present.
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Israel once is not enough (2)

Last time | had the opportunity to tell you about my experience of visiting Tel Aviy, Israel 's second largest city,
although it was only a short time, but | felt the color, the energetic, lively, full of energy. The meaning of the city is *
Hill of Spring *, while passing through the residential areas, you can feel the peace and security. You can see people
walking their dogs along the community in a familiar way. until a local Israelite told him, This cool city is not only
a source of technology experts. It is recognized as having one of the best startup ecosystems in the world. It also
ranks among the top dog and pet friendly cities.

From Tel Aviv's cutting edge We're heading south. To return to the atmosphere of the ancient world at the district
" Jaffa ", also known as " Yafo “, which is one of the oldest port cities in the world. From more than 4,000 years ago
it was an important transport route in the past to the late 19th century by Jews from around the world returning to
their ancestral homeland of Israel via the port of Jaffa until the end of the 19th century. A port for local fishing boats
and small yachts to date.

This area is located on a hill. overlooking the Mediterranean Sea up close It is unique from a long history. Importantly,
it is @ harmonious community of Muslims, Christians, and Jews. In addition, the Bible states that Japheth, the son of
Noah, found a beautiful hill overlooking the water. therefore chose to settle Until later became a famous city in the
reign of King Solomon. of Israel in 950 B.C.

was restored to its glorious past in 1968 as a cultural and entertainment hub. It doesn't take long to walk through
small winding alleyways. surrounded by houses made of stone But you can feel the atmosphere of the ancient city
that is magical. This may be because Jaffa doesn't have a rich religious history like the old city of Jerusalem. So it's
easy to explore and fall in love with Jaffa.
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Open the world of "Cyber Threats” in Israel

It is undeniable that computers The Internet, digital media, and social networks play an important role in life in all
walks of life. whether it is a personal matter in general like communication spending make financial transactions
Mass storage of personal data of an organization to control the use of electronic devices via the Internet and the
pandemic of COVID-19 That is a great challenge for humanity, severely affecting people around the world. both living
and working Stimulate the use of digital technology by leaps and bounds.

And when using the Internet, it opens the door to cyber attacks at any time and in any form. Cybercriminals are not
only targeting individuals. but also focus on public infrastructure systems as well as private businesses with money
as an incentive "Cyber security” is therefore not a distant matter, but is an issue that all parties must focus on.

At the international conference on “Cyber Security” or " Cyber Week ", a large annual event that has been regarded
as the most recognized important “event” in the world. Under the cooperation of the Cyberblavatnik Center (ICRC),
the Yuval Neman Science, Technology and Security Workshop, Tel Aviv University, Israel National Cyber Directorate
within Under the Prime Minister's Office and the Israeli Foreign Ministry co-hosted the event from 27-30 June at Tel
Aviv University. in Tel Aviv Israel's second largest city, known by many as the "Silicon Valley of the Middle East," is
one of the hottest and most advanced technology hubs in the world.

The event provides opportunities for experts from the industry. government agency academic soldier educational
institution Including startups, investors, as well as more than 9000 diplomats of all genders and ages from 80
countries to present innovations, exchange knowledge and technology. Share experiences and challenges from
the dilemma. "Cyber threats” are becoming more and more complex and serious. as well as open a forum on a
variety of issues to stimulate new ideas. in the most energetic and energetic atmosphere And most importantly,
the international news team of Thairath Newspaper also received a special opportunity from the "Embassy of
Israel in Thailand” to be one of the media from a few countries to learn from this event as well.

In 2021, ransomware attacks occur every 11 seconds, compared to every 39 seconds in 2019, with almost half
of cyber attacks in 2021 targeting small and medium-sized businesses. The damage amount is up to 20 billion
dollars. And attacks will also increase by 400 percent during the coronavirus pandemic in 2021, with the average
cost to recover $1.85 million, or about 66.6 million baht, more than double from 2019. Cyber-related damage will
reach $10.5 trillion annually by 2025, while cybersecurity spending could reach $172 billion globally by 2022.

One of the key figures speaking at the event was Israeli Defense Minister Benny Gantz. that sums up the
dynamics of the growing and increasingly violent cyber conflict. It also stressed the need for private companies
to follow government guidelines and cooperate to prevent potential risks. It also clearly stated that “Iran” is a
key player in cyberattacks. This was originally a global challenge and later a regional challenge. Even in the
end poses a threat to Israel.

The highlight of the opening day of the first day was the queue of Prime Minister Naftali Bennett that day. who
currently stepped down from office after serving only a year and announced the dissolution of the parliament
Prepare to hold the fifth general election in three and a half years and pass the wood to Mr. Yail Lapid, Minister
of Foreign Affairs Acting as the Prime Minister By Bennett emphasizes the The importance of global cooperation
for cybersecurity especially sharing knowledge and experiences with friends. and warned that Israel has
never had a policy of harming or offending anyone. But if anyone attempting a cyber attack against Israel must
“Receive the consequences of that action.”

Bennett also said that “Cyber has become the future dimension of warfare. Instead of sending troops to risk
their lives in battle outside. It just takes a group of people to fight behind a computer anywhere in the world
without risking their lives."

Before the end of the keynote, Bennett also gave advice to the full auditorium attendees, most of them CEOs.
Corporate executives, experts and representatives from various departments from around the world that
When deciding what to do, you need to act quickly, without hesitation, and try to find a way to get the right
information. And finally, don't play politics.
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"Cyber Dome” Fights Threats

Cybersecurity threats have been a hot topic that has been heard a lot in recent years. Whether it is an attack from
viruses, hackers, as well as malware. Especially in today's era where the world is driven by internet technology and
the COVID-19 outbreak. That pushes people around the world to change their lifestyles to live in the digital world by
leaps and bounds. Cyber attacks are thus undeniably growing in shadow. Meanwhile, Russia's invasion of Ukraine
exemplifies the urgent global awareness of the importance of cybersecurity.

Israel, one of the leading countries in technology innovation, has one of the highest venture capital investments in
the world by population (or about 5.4 percent), becoming the center of the cybersecurity ecosystem over the course
of the year. 2021 has raised a record $8.8 billion in startup funding. One-third of cybersecurity unicorn startups
worldwide, or 33 percent, are based in Israel. Still, it is affected more frequently by cyberattacks than countries like
France, Japan, the US and Germany, according to Israeli cybersecurity firm Check Point.

The results showed that Cyber attacks targeting Israel increased 92 percent from the previous year. Globally, it increased
by around 50 percent, especially in the second half of the year, with an average global cyberattack of 925 per week.
The industries most affected are Education/research, followed by government/military agencies. communication
company and internet service providers, followed by public health services All of these hits increased by at least 47
percent, while the trend of email-targeted attacks also saw a marked increase.

Check Point also revealed that the major threats currently come in the form of Business Email Compromise
(BEC), or email attacks to trick individuals in an organization into transferring money or for identity theft. This is
often aimed at individuals or small entities and attacks on the supply chain. in the case of hacking “Solar Winds"
to infiltrate the information of many government agencies, private companies, think tanks. a few years ago
including ransomware or ransom hacks that see a shift in targeting from individual attacks to more organizations.

And when the digital attack intensifies Israel's cyber army has therefore restructured its combat operations
from "Cyber Resi lience," or "Preparation,” to respond and restore its systems to "Proactive Defense.” Hunt for
cyber attackers No matter where you are hiding in the digital world without interference. At the same time,
the importance of preparation "Cybersecurity protocols” for infrastructure for broad public use. This includes
providing effective resources and transferring necessary skills to the entire private sector. Build capacity to
participate in all dimensions of cyber defense.

Gaby Portnoy, director of the Israel National Cyber Directorate (INCD), unveiled plans for a major public speech
for the first time since his appointment in August. At the end of last month, Cyber Week 2022, an annual event
held at Tel Aviv University in Tel Aviy, Israel. By presenting the project “Cyber Dome" (Cyber Dome), INCD's
initiative to enhance the fight against cyber threatAll forms while acting as Big Data and Artificial Intelligence
to work together. Detect real-time national cyber attacks do an analysis and mitigate the dangers of cyber-
attacks. Proactively protect national assets as a whole, just like the “Iron Dome" (Iron Dome) short-range air

defense system with cutting-edge technology to identify and destroy threats before they cause damage.

Although more than 1,500 cyberattacks were detected and stopped in the past year, INCD still believes it is
imperative to intensify its defenses, so the “cyber dome” is the answer. Various attack challenges

format and extend to private hacker groups hired gunner independent organized crime And even individuals,
while the main "antagonist” in Israel's cyberspace is Iran, alongside Hezbollah and Hamas. The most effective
cybersecurity is not a “technology” in the world, but a “collaboration”.

"You cannot fight cyber invasion alone. You need partners at home, in your community, in governments, across
sectors, including educational institutions, the private sector, and allies around the world."
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Join the Cyber Defense

Israel was one of the first nations to commit to building a body of knowledge in cybertechnology, making it not
limited to intelligence and security purposes. but also open to research studies Business development including
application in daily life Until there is a breakthrough in innovation at the top level in the world. And with the idea that
dealing with and fighting criminals online cannot be accomplished alone. requires cooperation Share knowledge
and experience It is therefore the origin of the cooperation in cyber defense of Israel and friends around the world.

at the beginning of last month The Israeli National Cyber Office and the National Cybersecurity Commission (NSC)
have signed a "MoU on Cooperation on Cybersecurity” by Israeli Ambassador Orna Zaif. in Thailand On behalf of
the Israeli National Cyber Office and General Prachya Chalermwat, Secretary-General of the NBTC, this marks the
beginning of cooperation for the development of cybersecurity between Israel and Thailand.

Mrs. Sakif said Through years of intense fighting experience, Israel knows who its enemies are and where their borders
are. But cyber attacks In addition to the location is not specified, it is also without borders. This requires cooperation
and sharing of experiences. In order to effectively tackle this threat, the signing also marked the friendship and
trust between the two nations, which the embassy served as a bridge to help both sides face common challenges.
more strongly

The upcoming cooperation activities include the exchange of knowledge and events. to personnel development, both
on study tours and cyber seminars and facilitating various activities to further strengthen the potential in the future.

Amornda Ponguthai
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Cyber Security: Global Attention on the Rise as Cyber
Attacks Escalate

The need for cybersecurity to protect systems, networks and data is increasing worldwide, with the accelerating
digital transformation of societies and various economic and social activities, as well as the risks of mass cyber
attacks, fraud and hacking.

Recent studies reveal an alarming rise in war and cybercrime, and estimate that the associated damage will reach
$10.5 trillion annually by 2025 globally.

Cyber attacks are often aimed at accessing sensitive information to steal or destroy it, disrupt networks or obtain funds.

Faced with this situation, governments and companies are opting for cybersecurity solutions to protect infrastructure,
equipment, facilities, and various economic and financial systems.

“Governments are required to work more to protect networks and information systems, and to invest in cyber scientific
research and human capital in order to efficiently use these tools," Ran Natanzon, Head of innovation & Country
branding, Public Diplomacy Division at Ministry of Foreign Affairs of Israel, told MAP on the sidelines of a visit of a
delegation of international journalists to Tel Aviv.

In Israel, cyber industry data show that in 2021, a significant number of transactions were made, reaching a record
level of $8.8 billion.

For his part, Major General and mathematician Issac Ben-lIsrael, a pioneer in Israel's cyber-industry program, said
that "with the use of the Internet, ‘everything becomes exposed'. Data is visible, and funds are discovered, as well
as privacy, health and security, in addition to the activities of government administrations".

He added that Israel sets itself to be "among the five major powers in the world in the field of cyberindustry and stands
out as an electronic force, and that is why we have established an electronic research center in every university,
and today we teach cybersecurity in secondary schools."

This interest in the cyber sector is most evident in the remarkable development of the new technological pole in
the city of Beersheba in the Negev desert, which currently hosts more than 70 of the largest companies employing
nearly 2,500 people, most of whom are information engineers.

Ran Natanzon indicated that the strategic plan for the coming years foresees that this center will include 15 intelligent
buildings, providing about ten thousand jobs in artificial intelligence and computer engineering, and highly developed
centers for research, innovation, alert and response to computer attacks, some of which will be under the supervision
of specialized teams from the army.

This pole in the city of Beersheba also houses the electronic units of the army and the major Israeli companies in
the field, especially the software companies CheckPoint, Nir Zuk's Palo Alto Networks, SentinelOne and Cybereason,
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in addition to centers of the largest international companies such as Google, Intel, and Microsoft, among others.

Ran Natason pointed out that the Beersheba center complements the others in Tel Aviv and Haifa, which aim to make
Israel one of the world's leading countries in the field of cybersecurity.

He also stressed that this trend will strengthen the scientific research and development sector, which in Israel
represents 5.4% of the gross domestic product (GDP) (2021), given the fact that the per capita GDP amounted to
44,214 dollars in the fourth quarter of 2021.

This rate places Israel at the top world rank in terms of scientific research and development intensity, and at the
fifth world rank in modern technology density (per population), while the share of Israeli exports in the high-tech
sector has reached about 54 percent in 2021.

As for the percentage of workers in the high-tech sector, it reached 10.4 percent of the total workforce in 2021.

To develop the Beersheba Center, Israel's Cyberspace Directorate provides support to companies that set up shop
in the area.

From the same city, the National Cyber Directorate manages the “Iron Dome in Cyber Defense" project, which aims
to monitor and track various cyber attacks that target all infrastructure in Israel.

In a statement to MAP, Roy Yarom, executive director of policy and strategy at the Israeli Department of Cybersecurity,
said that the "Iron Dome in Cyber Defense” project will provide comprehensive protection of economic and administrative
facilities, and even personal computers, in a way that enhances the defense of Israeli cyberspace and strengthens
its structure in both shielding and confrontation.

Rom Yarom pointed out that the Internet will inevitably become one of the dimensions of future warfare, if not the
most important.

He said that everyone should take cybersecurity seriously because cybercriminals target not only government
agencies and private institutions, but also employees, ordinary people, and even children and minors because they
are the most vulnerable sectors of society.

On the other hand, he stressed that there are promising opportunities for cooperation between Morocco and Israel
in the cyber and digital field for open, reliable, secure, and stable cyberspace.

Yarom highlighted the promising opportunities for cooperation in the academic and scientific fields, research, and
development, in addition to exchanging information and skills, as well as students and organizing joint research.

He stressed the importance of promoting information exchange to respond to common cross-cutting threats and
to implement standards of responsible behavior in cyberspace.

In view of the significant development of the cybersecurity sector in Israel, the number of transactions it carries out
and its growing attractiveness on a global scale, a reqgular annual international event is organized under the name
of "Cyber Week", the latest edition of which was held at Tel Aviv University last June, in cooperation with the Israeli
Ministry of Foreign Affairs.

The week is an international event that provides an opportunity for experts from industry, government, defense,
and academia to share their knowledge on challenges and opportunities in the field, and to discuss cyberattacks,

damage to countries' critical infrastructure, public spending on information technology, the pace of spending on
cyber protection, and privacy infringement.

According to the results of a study presented at the last session of the conference, spending on cybersecurity for
data protection and information risk management is expected to reach $172 billion worldwide in 2022.

Another study reported that cybercrime increased significantly during the Covid 19 pandemic, and online fraud
increased by more than 400% in 2020 compared to previous years, and fraudulent messages dramatically doubled
as Google blocked more than 18 million malicious and phishing emails during the pandemic.

This includes scams, theft as well as the implementation of malicious tracking and spyware.
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Cybersecurité: Un interét mondial croissant face aux
nombreuses cyberattaques

Tel-Aviv — A travers le monde, la cybersécurité s'avere de plus en plus importante dans la protection des systemes,
des réseaux et des données, d'autant plus que l'accélération de la transformation numérique des sociétés et des
diverses activités économiques et sociales, sS'accompagne, le plus souvent, de risques élevés des cyberattaques, de
fraude et de piratage.

Des études récentes démontrent une augmentation “alarmante” de cyber-guerre et de la cybercriminalité, estimant
que les dommages y afférents atteindront annuellement les 10,5 trillions de dollars en 2025.

Les cyber-attaques visent souvent a accéder a des informations sensibles pour les voler ou les détruire, perturber
les réseaux ou obtenir des fonds.

Face a ces données, les gouvernements et les entreprises optent pour des solutions de cybersécurité, dans le dessein
de protéger les infrastructures, les équipements, les installations, ainsi que les différents systemes économiques et
financiers.

Dans ce sens, Ran Natanzon, directeur du Département des systémes d'information et de l'innovation au ministere
israélien des Affaires étrangeres, a confié a la MAP, en marge de la visite d'une délégation de journalistes internationaux
a Tel-Aviv, que "les gouvernements sont appelés a dépenser davantage pour protéger les réseaux et les systemes
d'information, et a investir dans la recherche scientifique cybernétique et le capital humain pour une exploitation
efficace de ces outils".

En Israél, les données de la cyber-industrie relevent qu'en 2021, un nombre important de transactions a été réalisé,
atteignant un niveau record de 8,8 milliards de dollars.

De son coté, le major-général et mathématicien, Issac Ben-Israel, un pionnier du programme de la cyber-industrie
en Israél, a indiqué qu'avec l'utilisation d'Internet, +tout devient exposé+. Les données sont visibles, et les fonds
sont découverts, au méme titre que la vie privée, la santé et la sécurité, en plus des activités des administrations
gouvernementales".

“Israél s'est fixé l'objectif de faire partie des cing grandes puissances mondiales dans le domaine de la cyber-industrie
et s'imposer comme une force en la matiere. C'est pourquoi, nous avons établi un centre de recherche électronique
dans chaque université, et aujourd’hui nous enseignons la cybersécurité dans les écoles secondaires”, a-t-il mis en
avant.

Ce grand intérét pour le secteur cybernétique se manifeste clairement dans le développement remarquable du
nouveau pole technologique de la ville de Beer-Sheva dans le désert du Néguev, qui comprend actuellement plus
de 70 grandes entreprises employant environ 2.500 personnes, dont la plupart des ingénieurs en informatique.
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Ainsi, Ran Natanzon indique que le plan stratégique pour les années a venir prévoit que ce pole comprendra 15 batiments
intelligents, fournissant une dizaine de milliers d'emplois en intelligence artificielle et en ingénierie informatique,
et des centres tres développés de recherche, d'innovation, d'alerte et de riposte aux attaques informatiques, dont
certains seront sous la supervision d'équipes spécialisées de l'armée.

Le pole de la ville de Beer-Sheva abrite les unités électroniques de l'armée et les grandes entreprises israéliennes,
notamment les éditeurs de logiciels CheckPoint, Palo Alto Networks de Nir Zuk, SentinelOne et Cybereason, ainsi que
les centres des grandes entreprises internationales telles que Google, Intel, Microsoft, entre autres.

Le Centre de Beer-Sheva vient, ainsi, compléter les autres de Tel-Aviv et de Haifa, qui visent a faire d'Israél l'un des
plus grands pays du monde dans le domaine de la cybersécurité, met en relief Ran Natanzon.

Il a également souligné que cette tendance renforcera la force du secteur de la recherche scientifique et du
développement, qui représente en Israél 5,4% du produit intérieur brut (2021), sachant que la part par habitant du
PIB s'est élevée au quatrieme trimestre de 2021 a environ 44 mille 214 dollars.

Il ajoute que ce taux place Israél au premier rang mondial dans le domaine de la recherche et du développement, et
au cinquieme dans les technologies modernes (compte tenu de la population), tandis que la part des exportations
israéliennes dans le domaine de la haute technologie a atteint environ 54% en 2021,

Quant a la part des employés dans le secteur de la haute technologie, elle s'éleve a 10,4 % de la main-d'ceuvre totale
en 2021.

Afin de développer le centre de Beer-Sheva, la Direction du cyberespace d'Israél apporte son soutien aux entreprises
qui s'installent dans la région.

Depuis la méme ville, le centre de gestion des cyber-incidents gére le projet "“Dome de fer”, qui vise en général a
surveiller et a suivre diverses cyberattaques ciblant toutes les infrastructures en Israél.

Dans une déclaration a la MAP, le directeur exécutif de la politique et de la stratégie au département israélien de la
cybersécurité, Roy Yarom a indiqué que le projet "Dome de fer” fournira une protection compléte des installations
eéconomiques et administratives, ainsi que des PC a méme d'améliorer la défense du cyberespace israélien et renforcer
sa structure de bouclier.

M. Yarom souligne, en outre, qu'Internet deviendra inévitablement l'une des dimensions de la guerre future, sinon
la plus importante.

Il dit également que tout le monde devrait prendre la cybersécurité au sérieux car les cybercriminels ciblent non
seulement les agences gouvernementales et les institutions privées, mais aussi les employés, les gens ordinaires et
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méme les enfants et les mineurs, les catégories les plus vulnérables de la société.

D'autre part, il a mis en avant qu'il existe des opportunités prometteuses de coopération entre le Maroc et Israél dans
le domaine de la cybersécurité et du numérique pour un cyberespace ouvert, fiable, sécurisé et stable.

M. Yarom a mis en exergue les opportunités prometteuses de coopération dans les domaines académique et
scientifique, la recherche et le développement, en plus de ['échange d'informations et de compétences, d'étudiants
et l'organisation de recherches conjointes.

Il a également souligné limportance d'améliorer ces échanges, afin de répondre aux menaces mondiales et d'asseoir
des normes de comportement responsable dans le cyberespace.

Au vu du développement important du secteur de la cybersécurité en Israél, du nombre de transactions qu'il réalise
et de lattractivité croissante qu'il connait a l'échelle mondiale, un rendez-vous international annuel régulier est
organisé sous le nom de "Cyber Week", dont la derniere édition a été tenue a l'Université de Tel-Aviv en juin dernier,
en coopération avec le ministére israélien des Affaires étrangéres.

Cet événement international offre aux experts de l'industrie, du gouvernement, de la défense et du milieu universitaire
l'occasion de partager leurs connaissances sur les défis et les opportunités dans ce domaine, de discuter des questions
des cyberattaques, des dommages causés aux infrastructures vitales des pays, des dépenses publiques dédiées au
secteur de linformatique, des dépenses allouées a la cyber-protection et de la violation de la vie privée.

Selon les résultats de l'une des études présentées lors de la derniére édition de cette conférence, les dépenses
de cybersécurité destinées a la protection des données et a la gestion des risques liés a l'informatique devraient
atteindre 172 milliards de dollars dans le monde en 2022.

Une autre étude a rapporté que la cybercriminalité a considérablement augmenté pendant la pandémie de Covid-19,
la fraude en ligne s'est accrue de plus de 400% en 2020 par rapport aux années précédentes et les messages
frauduleux ont doublé de facon spectaculaire alors que Google a bloqué quotidiennement plus de 18 millions d'e-
mails malveillants et d'hameconnage durant la pandémie.

Cela comprend les escroqueries, le vol ainsi que l'implantation de logiciels de suivi malveillants et d'espionnage.
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