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EDULUGU. lisraelis opivad lapsed kiiberturvalisust pohikoolis, siis 1ahevad nad armee kiiberiiksustesse ja seejdrel asute

Tisraeli kiiberseemned on hakanud vi

Isaac Ben-Israel: arendada
tuleb okosiisteemi tervikuna

ole muud viisi iihiskonna

MERILI ARJAKAS
toimetaja, Tel Aviv

el Avivi iilikooli andme-

tel miiiidi eelmisel aastal

Iisraeli kiiberturvalisu-

se tehnoloogiat 6,85 mil-

jardi dollari eest. Iisrae-
li riikliku kiiberdirektoraadi (Tsrael
National Cyber Directorate, INCD)
andmetel kaasasid 2021. aasta esi-
mesel poolaastal riigi kiiberturva-
lisuse ettevotted investeeringuteks
3,4 miljardit dollarit, mis on 41 prot-
senti kogu maailma investeeringu-
test selles valdkonnas.

«Rohkem USA dollareid in-
vesteeritakse kiiberturvalisusesse
Tisraelis kui USAs,» lausus Tel Avi-
vis toimunud konverentsil Cyber
Week Iisraeli juhtiv kiiber- ja teh-
noloogiajulgeoleku ekspert erukind-
ral Isaac Ben-Israel.

Juba on iiletatud eelmise aasta
kogutulu 2,9 miljar-

dit dollarit, mis oli Rohkem kui

toona 70 protsen-

vaid juhul, kui idufirma suudab ise
kaasata vihemalt sama palju erain-
vesteeringuid.

Ka see ei taga, et idufirmast
saab tulu teeniv ettevdte, sest 70
protsenti valitsuse investeeringu-
test muutub grantideks ehk raha-
siistideks, mis tagasi ei teeni. Va-
litsus on valmis riskima, sest edu-
kad investeeringud kannavad vil-
ja nii otseselt maksurahast kui ka
kaudselt, luues ettevotlust soosiva
kultuuri.

Investeeringud

teadusesse ja arendusse
Iisrael investeerib teadus- ja aren-
dustegevusse maailmas kdige roh-
kem: 2018, aastal ligi viis protsen-
ti riigieelarvest. Teaduse ja aren-
duse téhtsustamise eest on lisrael
tdnu volgu Prantsusmaa presiden-
dile Charles de Gaulle'ile, kes pérast
kuuepéevast sdda kehtestas 1968.
aastal lisraelile relvamiiiigiembargo.
«Me saime aru, et peame hakkama
ise oma tehnoloogiat
arendama,» selgitas
Dagan, kuidas Iisrael

ti rohkem kui aas- | kolmandik reageeris.

ta varem. Sealhul- | maailma
gas moodustavad rii-

gi rahaeraldised ki- | Kiberturvalisuse

berturvalisus- ja
nantstehnoloogia
vesteeringutest viga
viikese osa, sest li-
saturgutust enam andma ei pea.
Rohkem kui kolmandik maail-
'ma kiiberturvalisuse iikssarvikutest
on Iisraeli péritolu. Kokku on Iis-
raelis umbes 70 iikssarvikut ehk iile
miljardi dollari vaart idufirmat. Um-
bes, sest isegi selles valdkonnas
tavad inimesed ei oska tapselt Gel-
da, kui palju sellel aastal juurde on
tulnud: kahe aastaga on iikssarvi-
kute arv peaaegu neljakordistunud.

Inimeste harimine

ja koosto6

Tisraeli korgtehnoloogia eduloost on
jutustatud iile kiimne aasta. 2009.
aastal avaldasid Dan Senor ja Saul
Singer menuraamatu «Start-up Na-
tion», mis uuris, kuidas on keeruli-
ses regioonis asetsevas ja ilma loo-
dusvaradeta riigis suudetud luua ini-
mese kohta rohkem iduettevotteid
kui kusagil mujal: 2021. aastal iiks
1400 inimese kohta, mis on ligi kaks
korda enam kui Eestis.

«Isegi mina ei oodanud selliseid
tulemusi, mis meil tina on,» sénas
Ben-Israel, kes on praegu Tel Avi-
vi iilikooli kiiberuuringute keskuse
direktor. Kogu oma Karjadri jook-
sul sdjavies, parlamendi liikmena
ja peaministri néunikuna on ta ol-
nud Jisraeli kiiberarengu eestvedaja.

Ben-Israeli sonul pohineb Jisraeli
kiiberedu kolmel sambal: inimkapi-
tal, ettevdtted ja valitsus. Kolme ele-
mendi koosmjus on voimalik luua
keskkond, mis voimaldab inimestel
kiiresti kohaneda ning valida vilja
odigeid tegutsemisviise. «Me nime-
tame seda start-up-kultuuriks,» iit-
les Ben-Israel.

See on alt-iiles-pohimattel t66-
tav siisteem, kus noored inimesed
tulevad uute ideedega ja proovivad
neid ellu viia. 95 protsenti idufirma-
dest surebki, aga seda ei nahta mitte
siisteemi puuduse, vaid edu tagajana:
ellu jaivad vaid need, millel on po-
tentsiaali. Labikukkumine on tava-
line, mistéttu ei takista iiks vdi mitu
luhtaminekut uue idufirma loomist
ja investeeringute kaasamist.

«Me tapamegi ettevotteid,» sel-
gitas lisraeli innovatsiooniame-
ti juht Sagi Dagan agentuuri rol-
li. Nende iilesanne pole mitte riigi
toetusest soltuvaid ettevotteid po-
putada, vaid kindlustada, et idufir-
mad touseksid oma jalgadele. Kes

seda ei suuda, kaotab valitsuse toe- [

tuse kiiresti.
Ettevotetesse ei pumbata niisa-
ma raha sisse, vaid laene antakse

Poole sajandi
jooksul on Iisrael
muutunud teaduse

iikssarvikuteston ja arenduse maast
lisraeli paritolu.

iduettevdtete riigiks
ning viimase kiim-
nendi jooksul on po-
hirdhk liinud sellele, kuidas olemas-
olevat suureks kasvatada (nn sca-
le-up).

Investeeringutest iiksi ei piisa,
kui pole haritud inimesi. Kohustus-
likku sojavéeteenistust voib vaadel-
da kui hariduse lisataset. Iga aas-
ta lahkub Iisraeli kaitsevéest tu-
handeid s6dureid, kelle tehnilised
oskused on vorreldavad professio-
naalide omaga mujal maailmas. Pi-
rast ajateenistuse loppemist lahevad
nad t6ole lisraeli voi vilismaistesse
tehnoloogiafirmadesse véi asutavad
oma iduettevdtte.

Ajakirjanik kéis konverentsi Cyber Week 2021
israeli valisministeeriumi kutsel.

Korbelinnakust on saamas uus korgtehnoloogia- ja innovatsioonikeskus

Juulikuu siidapeval on Be®ér-
Shevas 36 kraadi, puhub kuum
kérbetuul. Ainsad valjas liikujad
hiippavad iihest jahutatud
majast teise.

Be’ér-Shevas elab veidi tile
200 000 inimese. Erinevalt mit-
mest teisest lisraeli linnast on see
etniliselt ja usuliselt vérdlemisi
mitmekesine: araabia beduiini-
dest immigratsioonilainetes tul-
nud Léhis-Ida paritolu sefardi,
India ja Etioopia juutideni. N&u-
kogude Liidu kokkuvarisemise
jarel lisandusid nn vene juudid,
kes paistavad silma iilekaaluka
esindusega reaalaladel. Virsket
hingamist toob juurde linnas
asuv Ben Gurioni iilikool, mis on
lisraelis suuruselt kolmas.

Kogu Negevi kdrberegioonis
elab umbes kiimme protsenti lis-
raeli elanikkonnast, kuigi see
moodustab 60 protsenti riigi
maa-alast. Ressurssi ei saa korva-
le jatta, sest lisraeli elanikkond
on g seitse korda suurem kui
Eesti oma, kuid maa-ala kaks
korda viilksem - okupeeritud ter-

Ben Gurioni iilikooli professor
Dan Blumberg iitles, et Be'ér-
Shevast on saanud lisraeli viima-
ne kérgtehnoloogia keskus. Esi-
mene koostoélepe Deutsche
Telekomiga sélmiti 2004. aastal,
misjérel hakkas dlikool {les ehi-
tama vdimekust teha koostosd

Todstuspargi inimesed rdhuta-
vad ettekannetes fiitisilise lihe-
duse tahtsust: neli hoonet, neli
restorani. K&ik kohtuvad kdigiga.
«Me tahame saada esimeseks
innovatsioonipiirkonnaks lisrae-
lis,» avaldas Blumberg t66stus-
pargi ambitsiooni.

jarah

ritooriume ar sest is-
raeli valitsus seab palestiinlaste
likumisele piiranguid.

Mdne aasta eest tehtud kilsit-
lus nitas, et pooled tudengitest
tahaksid parast Iopetamist Be’ér-
Shevasse elama jééda, kui neil
oleks vaimalik leida hea téckoht.
Seega on olemas nii maa kui ka
inimeste tahe seal elada. Kuidas
aga luua sobiv keskkond?

T

vahel.

Suur hiipe on aga toimunud
viimase seitsme aasta jooksul.
Ulikooli kérgtehnoloogia t66s-
tuspargis on valmis ehitatud neli
hoonet ning manesajast tehno-
loogiasektori tokohast jautud
paari tuhandeni. Kavandatud on
tosin hoonet, mis (ihendaks ette-
votted, dlikooli uurimiskeskused,
riigiasutused ja MTUd.

Innovatsioon aga ei pahine
ainult majandusel, vaid ka sot-

siaalsel arengul. MTU Tech? juht
Daniel Einhorn kirjeldab seda kui

vad tétube giimnaasiumipilas-
tele, kes tahavad arvutiteadusi
Sppida.

Valitsus hakkas té8stusparki
investeerima 2014. aastal, ent
rahasiistidest ehk tahtsamgi on
plaan tuua rohkem sjavie teh-
noloogiaiiksuseid Be'ér-Shevas-
se.2018. aastal leidis ajaleht Haa-
retz, et lisraeli 700 kiibertehno-
loogiafirma asutajatest 80 prot-
senti on labinud lisraeli sojavéie

kogukonna (ilesehitamist alt iles.
Nad said valitsuselt ligi 300 000
euro suuruse grandi, et arendada
Be'ér-Shevas kiiberkogukonda.
Selle eest on nad toonud kokku
idufirmades t86tavaid inimesi, loo-
nud inkubaatori alustavate ette-
Vdtjate toetamiseks ning korralda-

luureteenistu

on iile toodud lisraeli riiklik
kiiberdirektoraat (INCD), mis sar-
naneb Eesti riikliku infostisteemi-
de ametiga ning mille eesmark on
tugevdada lisraeli positsiooni
kiibervaldkonnas.

Ben Gurioni illikooli kérgtehnoloogia t8éstuspark.

FOTO! TWITTER

Tuhandetest
pahavaraga na-
katunud arvuti-
te ja nutitelefo-
nide tiikkidest
kokku pandud
«Kiiberhobu-
ne» Tel Avivi
ilikooli ees.

FOTO: AMIR COHEN /
REUTERS / ScaNPiX

kerksuse suurendamiseks

kui haridus, iitles intervjuus

Postimehele Tisraeli juhtiv
kiiber- ja tehnoloogiajulgeoleku eks-
pert erukindral Isaac Ben-Israel.

Mida peaksid teised riigid nagu Ees-
ti tegema, et olla kiibermaailmas
edukad?

Kogu kiisimus on selles, kui palju
investeerida tehnoloogiasse. Eesti,
nagu ka Tisrael, on vordlemisi ar-
vutipdhine riik. Seetdttu oli DDoS-
riinnak (teenusetokestusriinne
ehk arvutivérgu iilekoormamine -
M. A) 2007. aastal mone nidala
jooksul téhus. DDoS-riinnakute eest
on end vérdlemisi lihtne kaitsta, kui
osata neid oodata. Aga see oli esime-
ne kord, kui riinne oli seotud riigiga.
Riindasid nn vihased Vene kodani-
kud - me kéik oleme iisna kindlad,
et selle taga oli Vene valitsus. Pérast
seda on Eesti teinud enda kaitsmi-
sel head t66d.

lisraeli edu voti?

Tisrael liigub nii kiiresti edasi, sest
meil oli valitsuse plaan, mida toeta-
sid koik ministrid. Kiiberturvalisu-
se puhul pole kiisimus ainult parima
tehnoloogia arendamises véi ostmi-
ses, vaid kogu dkosiisteemi edenda-
mises. Peaminister [Naftali Bennett]
t6i [konverentsil Cyber Week 2021]
ndite, et kui arendaja liheb Iisrae-
lis 1unasoégile, siis kohtub ta ini-
mestega ettevotetest, iilikoolidest,
sojavée kiiberiiksustest. Nad koik
tegelevad kiiberturvalisusega, aga
eri nurkade alt. Jisrael on nii viike
riik, et inimesed kohtuvad, midagi
juhtub - ma isegi ei oska 6elda, mis
see on, aga siinnib midagi uut. See-
tottu usume tugevalt interdistsipli-
naarsusesse.

21, sajandil lahendame problee-
me tehnoloogia abil, aga problee-
mid ise ei ole puhtalt tehnoloogi-
lised. Kiiberturvalisuse probleeme
ei saa moista, kui ei vota arvesse
inimpsiihholoogiat. Naiteks dngitse-
ja peab teadma, mis peibutaks ohv-
rit nupule vajutama. Peale selle peab
vdtma arvesse ithiskonna psiihho-

Professor

Isaac Ben-Israel
Cyber Week
2021 konverent-
sil avakénet pi-
damas.

PIKEMALT LOE
POSTIMEES.EE

Nuhkvara valmistab iniméiguslastele peavalu

ahetult enne Cyber Wee-

ki konverentsi algust ava-

likustas rahvusvaheline

meedia, et lisraeli korgteh-
noloogia ettevotete tiht NSO Group
on miitinud telefonide hikkimise
nuhkvara Pegasus autoritaarsete
riikide valitsustele, et nood saak-
sid luurata poliitiliste dissidentide,
ajakirjanike, inimdigusaktivistide
ja teiste riigijuhtide jirele.

Nuhkvara annab luurajatele voi-
maluse lugeda koiki telefonisonu-
meid, tuvastada kasutaja asukoh-
ta ning paiseda telefoni kaamera-
le ja mikrofonile ligi selle omani-
ku teadmata.

NSO iitles, et nemad miiiivad Pe-
gasuse nuhkvara vaid Iisraeli valitsu-
se heakskiidul teistele riikidele kuri-
tegevuse ja terrorismi ennetamiseks.
Meedias avalikustatud andmetel on
aga Pegasust kasutatud ajakirjanike
ja opositsioonitegelaste jirel luurami-
seks vihemalt 2016. aastast.

Pegasust iimbritsevad skandaa-
lid iseloomustavad lisraeli korgteh-
noloogia pimedamat poolt. Peaaegu
iikski konverentsil osaleja ei olnud
néus avalikult NSO tegevust laitma.
Korduvalt tdbmmatakse paralleele
teiste riindevahenditega: kas piisto-
leid tootvat riiki saab pidada vastu-
tavaks selle eest, kui nende relvaga
lastakse moni siititu inimene maha?

URO eksperdid ei pea NSO i
gustusi piisavaks. 12. augustil kut-
sus riihm URO eriraportéore iiles
ket 1 il moratoo-

tunud, et takistada tarkvara kasuta-
mist inimdiguste rikkumiseks.
Palestiina iniméigusaktivistid
heidavad ette, et lisrael on luureteh-
noloogia laboriks, kus sdjavie koige
salajasemates iiksustes saavad noo-
red ajateenijad viljadppe palestiin-
laste ja teiste Lahis-Ida riikide ela-
nike jirel nuhkimiseks, et siis oma
teadmisi dra kasutada erasektoris
vihekontrollitud tegevuseks.
Haaretzi 2018. aasta uurimus
leidis, et Tisraelist on saanud tsi-
viilelanike jirel nuhkiva tehnoloo-
gia suurim eksportija. Tisraeli kait-
ini m peab heaks kiitma

riumi nuhkvara miigile ning nou-
dis, et NSO ja lisrael avalikustaksid
rohkem, milliseid samme nad on as-

koik relvamiiiigitehingud, aga lepin-
gute iiksikasjad on salastatud. Igal
aastal avaldab ministeerium ainult

Cyber Week
E’y 19%.22%, 2021

Tel Aviv University, srael

loogiat, juriidikat ning turvalisuse
ja privaatsuse vastuolu.

Vétame niiteks info jagamise,
mida riikidel on viga keeruline teha;
aga see ei ole oma olemuselt teh-
noloogiline probleem, vaid seotud
inimolemusega. Juba 16. sajandil {it-
les Francis Bacon, et teadmine on

kuidas elada kiibermaailmas. See
on nagu autosdiduga. Juhiloa saa-
miseks peab lisraelis olema vihe-
malt 17 aastat vana, aga juba alg-
klassides opitakse, kuidas teed tile-
tada.

Samamoodi dpitakse algkoolis,

joud. Inimesed usuvad, et teadmi-
si jagades annavad nad joudu ira.

Tisraelis aga on info jagamine ol-
nud kiibertehnoloogia edu alus, sest
ilma avaliku uurimist66ta innovat-
sioon nii kiiresti ei edene.

Kiiberturvalisuse eesmérk on tagada
turvalisus ja usaldus iihiskonnas. Kui-
das suurendada iihiskonna kerksust
ajal, kui kiiberriinnakud on sagene-
mas?

Pole muud viisi ithiskonna kerk-
suse suurendamiseks kui haridus.
Me 6petame kiiberturvalisuse va-
hendeid keskkoolides, aga selle liht-
samaid pahitddesid juba algkoolis:

millised probl id vaivad kaas-
neda Facebooki info postitamisega
ehk mis on privaatsus sotsiaalmee-
dias. Me 6petame, kuidas iiletada
kiiberteed kiibermaailmas.

Kas lisrael petab programmeerimist
kdikidele koolilastele?

Ei, see soltub opilasest. Meil on
keskkooli I5pus riigieksamid. Heeb-
rea keel, inglise keel ja matemaati-
ka on kohustuslikud, aga on nimeki-
ri valikainetest, milles eksam teha.
Me lisasime arvutiteadused sellesse
loendisse. Kui opilased saavad sel-
le eksami valida, siis koolid peak-
sid véimaldama arvutiopet. Peaae-
gu iga keskkool seda ka teeb.

Kiiberriinnakuteks valmistuti

lisraeli krgteh-
noloogia ette-
votte NSO
Group telefoni-
de hakkimise
nuhkvara Pega-
sust iimbritse-
vad skandaalid
avavad lisraeli
kérgtehnoloo-
gia pimedamat
poolt.

miiiigitehingute koguvairtuse ning
arvu, mitmesse riiki on tehnoloo-
giat miiiidud.

Lisaks lisraeli relvastusele lii-
guvad ringi ka lisraeli to6tajad.
Uheks Tisraeli tostajatest huvitatud
firmaks peetakse Araabia Uhend-
emiraatides (AUE) tegutsevat erafir-
mat DarkMatter, mis Reutersi and-
metel taidab lepinguid AUE valitsu-
se jaoks. Inimoigusorganisatsioonid
siitidistavad AUE valitsust laialdases
inimoiguste rikkumises.

Tisraeli viljaande Yedioth Ahro-
noth andmetel palkas DarkMatter
Tisraeli kaitsevies Unit 8200s tee-
nistuse libinud inimesi mitu aastat
enne seda, kui AUE ja Tisrael teine-
teist tunnustasid.

enne nende levikut

lisrael oli 1980. aastatel
Ameerika Uhendriikide,
Néukogude Liidu,
Suurbritannia ja Prant-
susmaa krval tiks riiki-
dest, mille luureagen-
tuurid mdistsid, et
kiibertehnoloogiat saab
kasutada riindevahen-
dina, selgitas Isaac Ben-
Israel. Varasemal aasta-
kiimnel hakati laiemalt
kasutama esimesi per-
sonaalarvuteid, mis
tihendas, et esimest
korda hoiustati teavet
digiteeritud kujul.

See omakorda pak-
kus magusat sihtmarki
salateenistustele. Paral-
leelselt asendusid arvu-
titega ka senised telefo-
nikeskjaamad, mis
tdhendas, et telefonisi-
de jlitamiseks ja pealt-
kuulamiseks pidid luu-
reagentuurid tungima
arvutivdrku.

lisraeli julgeolekuasu-
tused jdudsid jarelduse-
le, et peale spioneerimi-
se saab kiibertehnoloo-
giat kasutada ka relva-
na. Ben-Israel t&i néi-
teks lennunduse.

Vietnami s3ja ajal tek-
kis elektrooniline sjapi-
damine, kui hakati sega-
ma lennukite elektrooni-
Kasiisteeme. Seejirel
muutusid 1990. aastatel

lennukid saltuvaks par-
dal olevatest arvutitest,
mis andis sjavéele lisa-
vaimaluse kaitsta riiki
lennuki arvutitesse sisse
hékkides.

Ben-Israel téotas
1990. aastate I5pus lis-
raeli lennuvée luures
ning saatis toonasele
peaministrile Ehud
Barakile kirja, kus selgi-
tas, et kilbertehnoloo-
giat saab kasutada iga
arvutitel pdhineva siis-
teemi vastu. Seni kuni
seda tika mdistavad
véhesed, on lisraeli
valitsusel eelis.

Ben-Israel aga hoia-
tas, et iihel pieval ne-
vad kdik arvutirtinnaku-
te potentsiaali ning
plussist saab kohe mii-
nus, sest lisrael on digi-
riik. Peaminister vottis
kindrali hoiatust t3si-
selt ning andis riigikait-
sendukogule tilesande
hakata arendama
kiibervoimekust. 2002.
aastal asutas valitsus
esimese riigina riikliku
infoturvalisuse ameti
kriitilise infrastruktuuri
arvutivorkude kaitsmi-
seks. Selle alla lahevad
tsiviilstisteemid, nagu
energiatootmine, vee-
varude tagamine, ter-
vishoid ja transport

«Me tegime seda
enne, kui meid riinnati,
sest kartsime, et meil
pole piisavalt aega rea-
geerimiseks. Tegemist
on vordlemisi lihtsa
tehnoloogiaga,» selgi-
tas Ben-Israel valitsuse
valmisolekut uude teh-
noloogiasse panustada.

«Seejirel, 2010, aas-
tal riindas keegi Iraani
tuumatsentrifuuge,
mida kasutatakse uraa-
ni rikastamiseks,» titles
ta (riinnakut on omista-
tud lisraelile ja USA-le,
aga kumbki riik pole
seda kinnitanud -

Ben-Israeli sanul
kajastati Stuxneti juh-
tumit kogu maailma
meedias, sest esiteks
oli see hea lugu vir-
tuaalsest viirusest ning
teiseks oli see esimene
kord, kui kiiberriinnak
16i kaasa otsese kahju
flitisilises maailmas.

Ben-Israeli sanul vat-
tis ta riinnaku jarel
{ihendust peaminister
Benjamin Netanyahuga
ning tuletas meelde
varem valitsusele saa-
detud kirja, Geldes, et
niiiid sai kogu maailm
teada kiibertehnoloo-
gia sojalisest potent-
siaalist.

FOTO! GIDEON MARKOWICZ / SCANPIX
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'Cyber Horse' Made Of IT Waste Stands Tall At Israel
Cyberweek: Here's What It Symbolizes

During the Cyber Week conference at Israel’'s Tel Aviv University on Sunday, the Cyber
Horse exhibit made of IT waste was given prime of place near the entrance

Vidit Dhawan

During the annual Cyber Week conference at Israel's Tel Aviv University on Sunday, the well known Cyber Horse
exhibit was once again in the limelight, placed as it was at the entrance of the event. The exhibit is constructed
with used computer and mobile phone parts infected by viruses and malware. Israel-based creative group 'No,
No, No, No, No, Yes' sculpted the Cyber Horse as a means of referencing the Trojan horse in Greek mythology. The
group had attempted to make a statement about the dangerous effects of malware, with the horse representing
a carrier of potentially "bad news" trying to infiltrate cyberspace.

What does the 'Cyber Horse' symbolize?

In computing, a Trojan Horse, nicknamed a "Cyber Horse," is any malware that misleads users of its true intent.
The term is derived from the ancient Greek story where a deceptive Trojan Horse led to the fall of the city of
Troy. 'Trojans’ are usually spread by some form of social engineering. For example, a disquised email attachment
or a fake advertisement on social media could be used to mislead users to retrieve access to a users' personal
information such as passwords.

What is Tel Aviv University's Cyber Horse made of?

Tel Aviv University's Cyber Horse status is made out of thousands of computer and cell phone components that
were once working fine before they became infected with viruses. The Cyber Horse was the idea of Gideon Amichay,
an Israeli designer and communication artist. The Cyber Horse was built as a tribute to 2016's Cyber Week at Tel-
Aviv University. Israel is a country that is well known for its advanced security technology.

Cybersecurity: How to recognize a Trojan virus?

A Trojan horse virus is a dangerous virus as it can not only remain on a user's device for months but also the
user is often not aware that their device has been affected. While it is difficult to identify a Trojan virus it is not
impossible. A Trojan virus causes a user’'s computer settings to constantly change and is often also accompanied
by a loss in computer performance. The best way to recognize a Trojan virus is by searching a device using a
Trojan scanner or malware removal software.

TR

HAMODIA

THE DAILY NEWSPAPER OF TORAH JEWRY

Spyware Allegations Roil Indian Parliament

India's Parliament erupted in protests on Tuesday as opposition lawmakers accused Prime Minister Narendra Modi's
government of using military-grade spyware to monitor political opponents, journalists and activists.

The session was disrupted repeatedly as opposition lawmakers shouted slogans against Modi's government and
demanded an investigation into how the spyware, known as Pegasus, was used in India.

"This is a national security threat,” an opposition Congress party official, Kapil Sibal, said at a news conference.

The protests came after an investigation by a global media consortium was published on Sunday. Based on leaked
targeting data, the findings provided evidence that the spyware from Israel-based NSO Group, the world’'s most
infamous hacker-for-hire company, was used to allegedly infiltrate devices belonging to a range of targets, including
journalists, activists and political opponents in 50 countries.

In India, the list of potential surveillance targets included senior Congress party leader Rahul Gandhi, at least 40
journalists, a veteran election strateqist critical of Modi and a top virologist, according to the investigation.

Newly appointed information technology minister Ashwani Vaishnaw dismissed the allegations on Monday, calling
them "highly sensational,” “over the top,” and "an attempt to malign the Indian democracy."

Minutes after his statement in Parliament, India's independent The Wire website — part of the media consortium
— revealed that his name also appeared on the list as a potential surveillance target in 2017. He was not a member
of Modi's Bharatiya Janata Party at that time.

NSO Group has said it only sells its spyware to "vetted government agencies" for use against terrorists and major
criminals. The Indian government has so far dodged questions over whether it is a client of the group.

Defense Minister Benny Gantz said that his office will investigate the charges and "take appropriate action” if indicated.

Gantz on Tuesday stressed that "as a matter of policy, the State of Israel authorizes the export of cyber products
solely to governments, only for lawful use, and exclusively for the purposes of preventing and investigating crime
and terrorism. The countries acquiring these systems must abide by their commitments to these requirements. We
are currently studying the information that is published on the subject,” The Times of Israel quoted him as saying.

Gantz, who was speaking at a Cyber Week conference at Tel Aviv University, did not mention NSO Group by name.
In India, the investigation fueled a slew of angry reactions from officials.

Home Minister Amit Shah called the investigation an attempt to “derail India's development trajectory through their
conspiracies” and said it was "timed to cause disruptions in Parliament.”

The former IT minister, Ravi Shankar Prasad, said there was "not a shred of evidence linking Indian government or
the BJP" to the allegations. Prasad called it an international plot to defame India.

Rights groups say the findings bolster accusations that not just autocratic regimes but also democratic governments,
including India, have used the spyware for political ends.

It has also intensified concerns of a democratic backsliding and erosion of civil liberties under Modi. Recently, the
Washington-based Freedom House downgraded India, the world's most populous democracy, from “free” to “partly
free.”
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PR Newswire

Israel’s 11th Annual Cyber Week Conference
Highlights Record Cyber Funding and Critical Need
For Coordinated Cyber Response

Israel's top politicians, global cyber policymakers, and C-level executives from
multinational companies and cutting-edge start-ups from 80+ countries took part in Cyber
Week

Attendees and speakers tackled unprecedented cyber challenges and methods to counter
those threats and strengthen cybersecurity

TEL AVIV, Israel, July 21, 2021 /PRNewswire/ -- Prime Minister Naftali Bennett, Defense Minister Benny Gantz, and
Minister of Public Security, Omer Bar Lev addressed national level cyber threats at Israel's 11th annual Cyber
Week Conference, and were joined by cyber heads from the US, UK, Germany, Singapore, Czech Republic, and
elsewhere. Private sector giants such as IAl, IBM, Checkpoint and Microsoft also took part alongside cutting edge
cyber startups and investors such as YL Ventures.

Cyber Week's hybrid in-person-online conference, which is hosted by the Blavatnik Interdisciplinary Cyber Research
Center and the Yuval Ne'eman Workshop for Science, Technology and Security, occurred against the backdrop of
unprecedented opportunities and challenges in the cyber sphere. Ransomware attacks nearly doubled in the past
year to top 300M and the biggest ever publicly acknowledged payout to hackers was set at $40 million. Cyber
warfare continues its rapidly growing military importance, and investments in cyber security tech reached $7.8
billion, a record level, two-thirds of which went to US and Israeli companies.

The conference touched upon the themes of today’s unprecedented cyber business environment, Israel's Prime
Minister Naftali Bennett pointed out that $41 out of every $100 dollars world wide is going to an Israeli startup
and investment worldwide is skyrocketing. Conference speakers also touched upon the increasing frequency and
danger of cyberattacks to global supply chains and the critical need to share information and mount of coordinated
defense. Priminister Bennett and others highlighted Israel's efforts, including 24 MOUs and establishment of a
dedicated National Cyber Directorate led by Yigal Unna. Lastly, the Prime Minister invited other nations to join a
global cybernet shield initiative to jointly coordinate the fight against cyber threats globally.

“Today the best bang for your buck is a cyber attack and it's just going to grow exponentially, and that makes me
worried. As Prime Minister of Israel, | view this as one of the top threats to Israel's national security and the world's
security," said Israeli Prime Minister Naftali Bennett.

Prime Minster Bennett also spoke about the need for further cooperation, “If you're on a crowded bus and there is
a pickpocket who tries to steal your things you can be silent or you can take out red spray, spray him in the face,
and mark him as a criminal so everyone else can band together and defend themselves, our national cyber agency
is that spray and that megaphone. That same national network [Israel's National Cyber Directorate] is opening up
and we're announcing the global Cybernet Shield, using the very same principles of cyber connectivity because
if you fight alone you will lose, but if we fight together we will win."

Israel's Defense Minister, Benny Gantz, expressed similar sentiments and called for a cyber version of Israel's
famous anti-missile defense system, Iron Dome, "Cyber is now a vulnerable space that must be protected like the
sea, space, air, and ground,” He also called for a no-tolerance policy by the Israeli government when it comes to
Cyber attacks, "Our message is very clear - be it a rocket, or a keyboard, we will not tolerate anyone to threaten
our people.”

About CyberWeek:

Cyber Week is a leading international cybersecurity event that provides the unique opportunity for experts from
industry, government and academia to share their knowledge about the challenges and opportunities in the field.
Cyber Week is hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval Ne'eman Workshop
for Science, Technology and Security, at Tel Aviv University, headed by Major Gen. (Ret.) Prof. Isaac Ben-Israel
together with the National Cyber Directorate at the Prime Minister's Office, The Ministry of Economy and Industry
and the Ministry of Foreign Affairs.
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"Acum pregatesc un program pentru guvern, asa cum am facut in urma cu zece ani pentru securitate cibernetica,
dar acesta are scopul de a face Israelul una din primele cinci tari din lume in Inteligenta Artificiala (IA). Nu a fost
inca discutat de guvern, dar azi dimineata (20 iulie - n.r.) l-am informat pe prim-ministrul Naftali Bennett despre
stadiul acestui program. L-am numit Programul national pentru o Inteligenta Artificiala Sigura pentru ca IA, care
este o disciplina care se dezvolta foarte repede, ne va face mai vulnerabili la atacuri cibernetice. Cu exceptia
situatiei in care o construim de la inceput sa fie sigura”, a mai afirmat Isaac Ben-Israel.

"Avem si clienti care vin la noi cand ‘casa le arde' *

Pavel Gurvich, cofondator si CEO al companiei de securitate cibernetica Guardicore, este unul dintre tinerii din
armata israeliana care a urmat drumul spre antreprenoriat dupa ce s-a intors la viata civila.

"Am vrut sa stau in armata minim posibil, trei ani, dar am ajuns sa petrec in armata aproape 13 ani. Deci nu a mers
cum ma asteptam, dar am cunoscut multi oameni interesanti si am invatat multe. Dupa aceea, impreuna cu un
prieten, ne-am gandit sa deschidem compania”, a povestit el cu umor.

Guardicore are circa 280 de angajati, din care 150 in Israel, iar restul in America de Nord, Europa si Asia. Firma,
“care este intr-o crestere foarte rapida”, a reusit sa atraga investitii de 110 milioane de dolari pana acum si are
clienti pe cinci continente.

"Suntem o companie care a dezvoltat o solutie de software pentru a segmenta retelele. Am folosit conceptul
‘zero trust’, care inseamna ca oamenii nu se pot abtine sa faca ce nu trebuie, furnizand solutii de software care
segmenteaza retelele in bucati mai mici. Conceptul in sine nu este nou. Oamenii construiesc asa nave din secolul
al XV-lea, in ideea ca o singura spartura sa nu scufunde intreaga nava. in cazul retelelor, daca ceva rau patrunde
in ele, nu infecteaza intreaga retea. Asta este ideea fundamentald”, a spus Pavel Gurvich in cadrul unei intalniri
cu jurnalisti straini.

El spune ca orice organizatie mare, in pofida eforturilor sale, se va infecta la un moment dat cu un malware. "Ai sute
de mii de angajati, ai zeci de locatii, iar cineva va face la un moment dat o greseala - va deschide e-mailul gresit,
va da click pe ceva, etc. intrebarea care se pune este: Cum voi preveni ca acest ransomware sa se raspandeasca
lateral in reteaua mea? lar implicatiile pentru afacere pot fi catastrofale”, a afirmat Gurvich.

Desi cei mai multi clienti apeleaza la serviciile companiei pentru a se proteja de un atac de tip ransomware, exista
si firme care fac asta dupa ce au suferit deja consecintele unei astfel de vulnerabilitati.

"Multi clienti ne cumpara pentru ca ii ajutam sa se protejeze impotriva unui atac de tip ransomware. Cei mai multi
recurg la serviciile noastre inainte de un atac si pentru a preveni un atac sau a-i limita implicatiile. Dar avem si
clienti care vin la noi cand ‘casa le arde'. Multi vin la noi trimisi de societati de raspuns la incidente sau de societati
de asigurari. Spun ca reteaua lor este cazuta, este infectata si vor s-o reconstruiasca. Ce facem atunci? Cream
o subretea, cu doua servere in ea, care sunt curate, si apoi le extindem putin cate putin. in lumea fizica este un
proces foarte dificil. in software este foarte usor”, a relatat Pavel Gurvich.

Potrivit CEO-ului Guardicore, "afacerea a crescut semnificativ din cauza pandemiei. lar anul asta e chiar mai bine.
Pentru ca foarte multi oameni lucreaza de la distanta. lar serverele trebuie protejate”.

"Avem competitori foarte buni care imping industria inainte"

0 alta companie cu o crestere vertiginoasa in domeniu este Orca Security, care furnizeaza servicii de securitate
in cloud.

"Orca a fost fondata la inceputul lui 2019, de opt persoane, ceea ce este ceva rar pentru un start-up. Am devenit
un unicorn din 2019 pana in 2021 si aproape ne-am dublat operatiunile in ultimele doua luni. Suntem una dintre

The necessity of pursuing a proactive approach, in order to identify subtle and low key attacks on one hand, and
the ability to predict sophisticated attacks based on indicative signals on the other hand.

Addressing the modern combat arena challenges requires a shift from platform-centric warfare to a real-time
network-centric approach. How is IAl approaching this?

IAl developed the CyConcerto platform which is a modular solution that dramatically improve the capability of
governments to build and maintain a cyber security national situational awareness picture, and to assign incident
response capabilities, as needed, based on the situational picture and the analysis of the potential impact of an
incident and the effectiveness of the entity's response.

The CyConcerto platform is a multiple pillar modular solution that focus on preserving and augmenting existing
investments while improving the detection and response across sectors, geographies and hierarchies.
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“In fiecare saptamana creste numarul de unicorni, companii private care valoreaza peste un miliard de dolari.
Numarul era de 68 in urma cu sase saptamani, iar astazi este de 73", a declarat el.

Autoritatea pentru inovare, infiintata in 2017, este un organism guvernamental care sustine initiative de mare risc, iar
anul trecut a cheltuit 700 de milioane de dolari in acest scop, dupa ce a primit circa 4.000 de cereri de finantare.

"70% dintre investitiile noastre devin granturi, ceea ce este un mod dragut de a spune ca am esuat in 70% din
proiecte. Dar este high-tech. Daca nu esti dispus sa esuezi, nu vor fi start-up-uri si initiative private de mare risc.
in Israel daca esuezi cu un start-up nu este doar acceptabil, in unele cazuri oamenii chiar te admira pentru asta,
pentru ca ai incercat sa faci altceva’, a spus Sagie Dagan la o intalnire cu un grup de jurnalisti straini.

“Ne axam pe risc ridicat, cautam proiecte din marile companii, start-up-uri mici sau initiative din mediul academic.
Acordam imprumuturi conditionate, deci daca un proiect este de succes banii sunt returnati, daca nu se intampla
asta, atunci creditul s-a transformat intr-un grant. Mereu suntem co-investitori, daca guvernul ar fi singurul investitor,
atunci nu ar exista companii private. Asta este conceptia noastra asupra lumii si intr-o economie ca Israelul asa
functioneaza lucrurile”, a adaugat el.

Dupa cum marturiseste Sagie Dagan, una dintre sarcinile cel mai putin placute ale Autoritatii pentru inovare este
de "a omori companii”.

"Prima cale este sa nu le dam aprobarea, iar pentru cei carora le spunem ‘da’ si nu gasesc co-finantare in trei
luni se intampla acelasi lucru. Indiferent daca esti guvern sau nu, nu este usor ‘sa omori’ companii. Dar am creat
o0 activitate rapida si investitorii au iesit din defensiva. Anul trecut, investitiile in start-up-uri au scazut in Europa,
China si SUA au avut o mica crestere, Israelul a avut o crestere de 15%, intr-un an teribil”, mai spus oficialul isralian.

"Simt ca am pus piatra de temelie pentru o carierad”

Evident, odata cu dezvoltarea sectorului securitatii cibernetice, apare si problema fortei de munca specializate,
care nu mai tine pasul cu ritmul de crestere. Exista insa o solutie si pentru asta, care intr-un fel ajunge sa rupa
barierele sociale.

“in Israel ne concentram acum pe atragerea celor tineri care nu servesc in armata, arabii israelieni, 20% din populatie,
si ultraortodocsii. Ei nu servesc in armata dar vrem ca ei sa intre in industria securitatii cibernetice, care este
flamanda de forta de munca. Este un castig pentru toata lumea’, a declarat Yigal Unna, directorul Directoratului
National pentru Securitate Cibernetica (INCD).

in acest scop, INCD a dezvoltat, impreuna cu ONG-uri partenere si institutii de invatamant, patru programe speciale,
care isi propun sa descopere si sa foloseasca talente din zone insuficient valorificate ale populatiei.

Primul program este numit “Cyber Force" si este destinat fostilor soldati, barbati si femei, care dupa ce pleaca din
armata sunt instruiti sa activeze in domeniul activitatii cibernetice.

Costa, de 22 de ani, din Beer Sheva, este unul dintre militarii care au absolvit acest program. EL, impreuna cu alti
tineri si adolescenti care au trecut prin programele de instruire in securitate cibernetica, s-au intalnit cu un grup
de jurnalisti straini la Universitatea din Tel Aviv.

"Am absolvit tabara de instructie Cyber Force, sunt din a doua cohorts, ceea ce inseamna ca abia am absolvit. in
noiembrie 2020 am incheiat serviciul militar si nu eram sigur ce voi face. Am fost sunat, printr-o coincidenta, in
aceeasi zi in care am fost lasat la vatra si mi s-a propus aceasta oportunitate, de a urma pregatirea Cyber Foce”,
a relatat el.

"Am trecut printr-o perioada de testare de peste o luna. A fost apoi un curs foarte intens de sase luni. Nu este
usor, dar cu siguranta merita. Acum simt ca am pus piatra de temelie pentru o cariera in industria de securitate
cibernetica, in care nu este usor sa intri. Sunt foarte optimist in privinta viitorului meu”, a mai spus Costa.

companiile cu cea mai rapida crestere la nivel global”, a declarat Gil Geron, CPO si cofondator al companiei.

Prima finantare obtinuta de companie in februarie 2019 a fost de 6,5 milioane de dolari. "Acum avem peste 300
de milioane si suntem peste 140 de oameni. Suntem o firma in extindere. Mergem in Austria, Bulgaria, Regatul
Unit, Asia, deschidem mereu filiale in noi regiuni. Avem o noua entitate si in Franta. Practic ne extindem la nivel
global’, a relatat el.

“In circa cinci luni de la fondarea companiei am avut prima instalare a solutiei noastre. Cand faci ceva atat de
diferit, una dintre principalele probleme pe care le ai este ca lumea nu crede ca poti face acel lucru. intr-o luna
si jumatate clientul a cumparat pachetul si a fost un indiciu pentru noi ca am dat lovitura”, a mai spus Gil Geron.

Practic, compania a privit asigurarea securitatii in cloud ca pe o oportunitate buna de afaceri, in contextul in care
tot mai multe organizatii migreaza spre cloud. Apoi a identificat doua probleme la care s-a gandit ca trebuie sa
ofere raspunsuri daca vrea sa ofere o solutie competitiva.

“Prima problema este ca majoritatea instrumentelor de securitate necesita agenti, deoarece aceasta este cea mai
buna cale pentru tine de a obtine acces la un hardware fizic. Asta se intampla inainte de cloud, pentru era cea
mai buna oportunitate tehnica de a proteja un bun. De exemplu, pe laptop cu totii avem instalat un antivirus. in
cloud aceasta nu este in mod necesar calea de urmat. Ai o infrastructura care este virtualizata, poti folosi aceasta
infrastructura pentru a proteja toate bunurile fara a instala nimic”, a spus el intr-o intalnire cu un grup de jurnalisti
straini.

"A doua problema este c4, din cauza faptului ca mediul creste atat de repede adesea se intampla ca nu stii de
unde sa incepi, ai atat de multe bunuri incat problema creste semnificativ. in medie, cand te uiti la 100 de bunuri
in cloud poti gasi 10.000 de riscuri de securitate. Nu este ceva diferit de perioada de dinainte, dar in cloud, din
cauza acestei scalabilitati, problema se schimba semnificativ, nu o mai poti privi la fel ca in lumea fizica", a adaugat
cofondatorul Orca Security.

Solutia companiei la aceste probleme a fost o tehnica numita “sidescanning’, care practic elimina nevoia de agenti.

"Ganditi-va la ea ca, de exemplu, la faptul ca, in loc sa va intreb daca vreti sa beti ceva, fac o scanare cu rezonanta
magnetica a corpurilor voastre si iau decizia cui ii este sete si cui nu. Asta e posibil numai in cloud, dar iti permite
sa afli o multime de detalii suplimentare - cui ii este foame, cine nu se simte prea bine, etc.”, a explicat Geron.

Practic, tehnica brevetata de Orca ii permite companiei sa inteleaga imediat riscurile asupra intregii infrastructuri
de cloud a clientului, indiferent ca acesta are mii sau zeci de mii de unitati.

Pana in prezent la serviciile companiei au apelat peste 200 de companii, printre care institute medicale, giganti ai
tehnologiei sau firme din topul “Fortune 50". Cu toate acestea, Orca trebuie sa dezvolte mereu nou solutii, pentru
ca domeniul evolueaza constant.

“Din fericire, avem competitori foarte buni care imping industria inainte. in acest sens, ne extindem mereu serviciile
pe care le furnizam, platforma si instrumentele pe care le utilizam, si pe care le inlocuim constant, iar motivul este
ca atunci cand ai o abordare holistica a problemei aduci mai multa valoare. Si asta cauta ocamenii astazi, cauta
o solutie care poate furniza o umbrela mare de protectie. Orca este o firma de varf in extinderea capabilitatilor
platformei si a furnizarii mai multor servicii in contextul protejarii cloud-ului. Scopul nostru este sa asiguram servicii
oricarei companii din lume care utilizeaza serviciile de cloud”, a mai afirmat cofondatorul sau.

“Nu este usor 'sa omori' companii”

Vicepresedintele pentru crestere al Autoritatii pentru inovare, Sagie Dagan, a pus in context aceasta dezvoltare a
sectorului securitatii cibernetice din Israel, unde "tehnologia este motorul de crestere "
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"Am facut multe recomandari guvernului care au inceput sa fie implementate in 2011 si astazi suntem la zece ani
dupa aceea. Una dintre ele a fost sa predam securitate cibernetica in licee. Israelul este singura tara din lume in
care securitatea cibernetica se preda la liceu. in 2011 nu exista nicio universitatea din lume, nu vorbesc despre Israel,
in care puteai sa iei o diploma in securitate cibernetica. Alta recomandare a mea a fost ca fiecare universitate de
cercetare din Israel sa aiba o diploma in securitate cibernetica. De asemenea, am recomandat ca fiecare universitate
de cercetare din Israel sa deschida un centru de cercetare in domeniul securitatii cibernetice’, a povestit el.

La Universitatea din Tel Aviv s-a infiintat primul astfel de centru de cercetare, care are acum peste 300 de cercetatori.

"Guvernul nu le poate spune cetatenilor sa faca un start-up intr-un domeniu sau altul, dar guvernul poate sustine
mai mult un start-up daca e in securitate cibernetica decat daca e in tehnologie auto sau feroviara. Deci am
construim un mecanism prin care sustinem mai mult start-up-urile din securitate cibernetica decat din alte
domenii”, a declarat Ben-lIsrael.

Bineinteles, totul se suprapune peste “cultura start-up-urilor unica pentru Israel’, datorata in mare parte faptului
ca acest stat are un serviciu militar obligatoriu de trei ani, care poate fi “tratat ca o scoala".

“In fiecare an apar 1.500 de start-up-uri in Israel. Oameni tineri, cu noi idei. Acesti tineri vin din armata, au idei si
multi dintre ei incearca sa fondeze noi start-up-uri pentru a-si aplica ideile si a reusi in viata civila. Este un ciclu
urias, iar daca te intrebi cate start-up-uri devin companii mature, raspunsul este in jur de 5%. Deci daca cineva
incepe un start-up exista o sansa de 95% de esec”, a spus el.

"Nu-mi imaginam ca vom obtine aceste rezultate”

Totusi, armata are meritul de a le da curajul sa incerce astfel de initiative si de a-i orienta, in multe cazuri, in
viitoarea cariera, crede profesorul Ben-Israel.

"Avem copii care studiaza securitate cibernetica in liceu, apoi, cand au 17 ani, la testele pre-recrutare, multi sunt
selectati sa serveasca in unitati cyber. Dupa 3 ani, cand se intorc in viata civila, merg la universitati sau in industrie.
lar acesti oameni ajung in industrie si aceasta face profit pentru ca am fost primii care am facut-o. Nu suntem primii
care au inventat tehnologia cibernetica, dar suntem primii care au deschis domeniul. Suntem primii care l-au scos
din dulap, cum le spun studentilor mei, care l-au facut legitim pentru activitatea comercialad”, a mai spus Ben-lIsrael.

Faptul ca securitatea cibernetica a devenit obiect de cercetare in universitati, in care se publica studii ce pot fi
citite de toata lumea, a schimbat datele problemei. “Pana cand am facut noi acest lucru, toata lumea a tratat asta
ca pe un secret. lar din acest motiv nu exista cercetare deschisa. lar daca nu exista cercetare deschisa, capacitatea
de a crea noi cunostinte este mult mai micd”, a afirmat Isaac Ben-Israel.

“Daca ma uit inapoi, daca compar situatia de acum cu cea din urma cu zece ani, pot sa spun ca nu-mi imaginam
ca vom obtine aceste rezultate”, a dat el asigurari. Israelul sta acum mai bine decat multe alte tari in domeniul
investitiilor in securitate cibernetica, iar explicatia este una simpla, potrivit sursei citate.

"Daca vorbim despre investitiile in acest sector, fara sumele alocate de guverne, la nivel global, in 2018, 18% au
mers catre Israel. In 2019 ele au ajuns la 26%, in 2020 la 31%, iar in prima jumatate din 2021 la peste 40%. Asta
inseamna ca mai multi dolari americani sunt investiti in Israel decat in SUA in securitate cibernetica”, a declarat
Isaac Ben-Israel.

“In total, exporturile Israelului in servicii de tehnologie cibernetica reprezinta 10% din piata globala. lar motivul
este ca am inceput sa facem asta cu cativa ani inaintea celorlalti”, a conchis el.

lar Israelul nu se opreste aici. Peste un alt deceniu s-ar putea vorbi despre rezultate de varf in Inteligenta Artificiala,
unde acum se lucreaza la o strategie care sa-l faca lider in domeniu.

Al doilea program, “Cyber Elite", este destinat evreilor ortodocsi si ultraortodocsi, barbati si femei, cu diplome de
studii stiintifice, asigurandu-le acestora pregatire pentru a deveni cercetatori in industria de aparare cibernetica.

Yechiel, care are 32 de ani si provine dintr-o familie ultraortodoxa cu sapte copii, este unul dintre cei care au
trecut prin programul “Cyber Elite", dupa ce a absolvit Colegiul tehnologic din lerusalim, o unitate de invatamant
cu 7.000 de studenti ortodocsi si ultraortodocsi. Desi reusise sa promoveze ca inginer dupa un singur an intr-o
firma de electronice, el si-a dorit o cariera in securitate cibernetica.

“M-am alaturat acestui program, l-am urmat, si acum sunt cercetator intr-o firma care dezvolta instrumente pentru
securitate cibernetica. Am capatat multa incredere si cunostinte”, a spus el.

"0 lume s-a deschis pentru noi”

Al treilea program este numit "Rising Up" si este destinat tinerelor din medii religioase care de obicei nu merg in
armata, dar presteaza "un serviciu national". Pana acum ele nu au avut acces la slujbe din domeniul tehnologic,
alegandu-si de obicei profesii mai traditionale precum profesoare sau asistente medicale.

Elia, in varsta de 18 ani, care a terminat liceul in urma cu o luna, este una dintre elevele care au urmat acest program.

“Pana acum, pentru ca suntem dintr-o comunitate religioasa, nu am avut aceste oportunitati sa fim parte din lumea
tehnologica. Deci cand am primit oportunitatea de a face parte din acest program, o lume s-a deschis pentru noi.
Am dezvoltat atat de multe aptitudini si am invatat atat de multe despre mine. Acum pot sa fac multe lucruri si
am inteles ca faptul ca provin dintr-o comunitate religioasa nu inseamna ca nu pot ajunge departe in industria
ciberneticad”, a spus ea.

Al patrulea program dezvoltat de INCD si institutiile partenere este "Odyssey Cyber Track”, destinat adolescentilor
foarte talentati, mai precis cooptarii lor inca din liceu pe traseul unei cariere in cercetare in securitate cibernetica.

"Odyssey incepe in clasa a noua si dureaza patru ani si opereaza pe un numar de ‘track’-uri, iar astazi vorbim
despre un 'track’ in securitate cibernetica. Acesta opereaza in trei universitati si este un program foarte intens.
Elevii invata si la scoala si in program. Este interesant ca studiaza intr-un mod conceput pentru varsta si nevoile
lor, nu sunt aruncati in populatia generala de studenti”, a declarat reprezentantul unui ONG implicat in proiect.

“Cand termina clasa a Xll-a, am creat o retea de absolventi si vom continua sa investim in ei pe parcursul facultatii
si al anilor profesionali, atat in termeni de dezvoltare cat si de dezvoltare a unei comunitati’, a mai spus el.

Emanuel, in varsta de 15 ani, este unul din adolescentii inscrisi in program. Pentru ca a inceput sa faca programare
de la patru ani, el spune ca a avut putine dubii cand a descoperit despre ce este vorba.

"Am aflat despre program de pe internet si m-am inscris, dar nu m-am asteptat sa trec de primele stadii. Acest
program mi-a dat multe oportunitati, mi-a ameliorat capacitatile de studiu si de a relationa social. Una peste alta mi-a
asigurat increderea in sine de care aveam nevoie pentru a fi pustiul ala ciudat de 15 ani caruia ii place tehnologia
cibernetica”, a spus eLAGERPRES/(A - autor: Florin Stefan, editor: Mariana lonescu, editor online: Andreea Lazaroiu)
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platform for cyber training and simulation.

It is important to mention that establishing national level cyber centers requires a lot of technology and know
how and therefore, we tend to perform these projects together with our partners are the Israeli Cyber Companies
Consortium, which IAl is leading. A few names worth mentioning are Check Point, CyberArk, Cognyte and Mellanox.

You work with systems that require extensive, proprietary know-how. What are the most notable obstacles to
developing technologies and systems resilient to cyber attacks?

We can divide the challenge to two parts. The first challenge is developing a solution that will provide actional
insights or an automated operation to reduce the “alert fatigue syndrome” which affects most of today's security
operations centers (SOCs). The second challenge is to recruit, train and maintain cyber professionals, and for that
we need to develop and utilize advanced methodologies and technologies.

When discussing national level cyber security operations center, we need to remember that national grade
challenges require national grade solutions. These solutions have to incorporate several elements: state of the
art technology; effective, field proven methodology; constant innovation, since the cyber domain is constantly
evolving; collaboration (and | already elaborated about the Israeli Cyber Companies Consortium) and finally capacity
buildup, addressing the human factor — training, certification and awareness.

IAl has ample experience in developing unique state of the art systems, and delivering them to our customers in
the framework of national cyber projects. Yes, it's challenging. However, 1Al is up to the challenge, has a stellar
track record, and our excellent teams are constantly working toward tackling the new emerging cyber trends.

What national cybersecurity challenges are governments facing in a post-COVID world?

One of the main challenges for governments is to draw the line between the entities and the government
responsibility regarding prevention, detection and response to cyber incidents. On one hand, each entity has the
responsibility for their systems and customers. However, national cyber resilience consists of the resilience of
each and every entity and can be compromised if certain entities will be compromised.

We just witnessed such an incident with Colonial Pipeline.

The way to address this challenge is by adopting national security model that will be able to monitor the entire
national cyber eco-system, will be able to assist the entities on ways improving their security posture or security
response activities, and will be able to intervene in case of unresolved crisis.

Some further challenges that our national level customers are facing in the post COVID-19 world are the following:
The skills deficit, essentially, there is a huge global shortage in cyber defenders.

The necessity of balancing cyber security and business continuity, especially in an era (post COVID-19) where
the digital transformation is accelerated. This essentially leads to a paradigm shift from cyber security to cyber
resilience.
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‘Unciorn Fram” or how Israle has taken over the US
in unicorn investments

Israelul a avut nu mai putin de sapte unicorni in securitate cibernetica in prima jumatate
a anului 2021, iar unul din trei unicorni din lume in domeniu este israelian - este rezultatul
la care a ajuns acest stat la zece ani dupa ce a intocmit o strategie nationala prin care
guvernul a stimulat initiativa si investitiile in domeniu, totul in cadrul unui ecosistem care
are la baza o caracteristica unica a Israelului.

Mai mult, 41% din investitiile la nivel mondial in securitate cibernetica sunt efectuate in Israel, o suma in crestere
accentuata in ultimii trei ani si care a facut ca Israelul sa aiba o situatie chiar mai buna decat SUA din acest punct
de vedere. Este o informatie care poate parea surprinzatoare, mai ales ca, dupa cum sustine Autoritatea pentru
inovare de la Tel Aviv, doar 5% din start-up-urile din lume in domeniul securitatii cibernetice sunt infiintate in Israel.

Totusi, Israelul aduna o caramida peste alta de zece ani in domeniul securitatii cibernetice, a carui fundatie, ca
multe altele in acest stat, a fost realizata din dorinta de a asigura apararea tarii de o serie de vulnerabilitati noi.
in acelasi timp, totul s-a construit pe fondul unei culturi a start-up-urilor unica pentru Israel, unde nu mai putin
de 95% din noile afaceri sunt sortite esecului. insa, daca intr-adevar pot exista locuri in lume in care curajul de a
fonda un start-up care a esuat sa-ti aduca respect, cu siguranta ca Israelul este unul dintre acestea.

Nu in ultimul rand, un factor favorizant este ca Israelul are un sector high-tech foarte dezvoltat, care reprezinta
15% din PIB-ul national, iar 43% din exporturile acestui stat sunt atribuite sectorului. Potrivit ultimei statistici din
2020 publicate de Autoritatea pentru inovare, securitatea cibernetica s-a bucurat de cele mai mari investitii in
hight-tech in Israel, de 2,9 miliarde de dolari, urmata de “Fin tech” (tehnologie financiara) - 1,7 miliarde de dolari si
mobilitate inteligenta - 1,3 miliarde de dolari.

“Israelul, singura tara din lume in care securitatea cibernetica se preda la liceu”

Isaac Ben-Israel, presedintele conferintei Cyber Week 2021, care s-a desfasurat in a doua jumatate a lunii iulie
la Universitatea din Tel Aviy, si directorul Centrului de cercetare interdisciplinar in domeniul cibernetic (ICRC) al
acestei institutii, a rememorat cum s-a ajuns ca Israelul sa dezvolte strategia ale carei roade le culege acum in
domeniul securitatii cibernetice.

Dupa cum a povestit el in cadrul unei intalniri cu jurnalisti straini, premierul de la acea vreme, Benjamin Netanyahu,
i-a cerut in urma cu un deceniu sa intocmeasca un plan pentru dezvoltarea securitatii cibernetice in Israel, care
sa includa masuri pentru fiecare din urmatorii cinci ani. Profesorul Ben-Israel, care a fost si sef al cercetarii pentru
armata israeliana, i-a raspuns ca amenintarile din securitate cibernetica nu pot fi previzionate pentru mai mult de
un an inainte, dar ca exista factori care pot ajuta statul sa ofere raspunsul adecvat la acest nou tip de amenintari.

“l-am spus ca avem nevoie de factorul uman si de multe start-up-uri in securitate cibernetica. De fapt sunt trei
factori: educatie, industrie si guvern. lar guvernul joaca un rol mai important decat in orice tara din lume”, a afirmat
Isaac Ben-Israel.
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Cryptocurrency Technology Is ‘The New Engine' for
Cybercrime, Argues Israel's Check Point

"To understand the crypto evolution, you need to look at it from the perspective of the invention of the engine,”
said Check Point's head of product vulnerability research Oded Vanunu. "At the start, it was a bicycle. Then it was
a motorcycle, and then it was a small plane, a big plane, a missile, and so on... the blockchain technology is the
new engine and it's something that is going to be with us for a long time."

Those with Bitcoin in their digital wallets have long understood the prevalence of cryptocurrencies and how
blockchain technology can flourish. And while a new anonymous and decentralized way to send and receive
money is attractive for some, the adoption of cryptocurrencies has added a new layer to the ability of criminals
to attack companies and governments. And attackers are today walking away with million-dollar payouts.

"Cybercrime started to have the ability to cash out because the whole crypto thing is anonymous,” he continued.
"You don't need to identify yourself. The evolution in the last 10 years is cybercrime going from a garage into whole
organizations with CEOs, CTOs, operational managers, CFOs, where every attack is money. Every attack is a cashout.”

According to Vanunu, who has been at Check Point for 18 years, conventional virus campaigns and cybercrimes
were ‘evil initiatives' that did not seek to make a profit, but rather carried out by social activists “to take data and
attack it because a company is doing bad things.” Today, the shift into decentralized and anonymous behavior
makes it easier than ever before to exploit companies — and governments — for financial gain.

As of 2019, Check Point had 5,000 employees who provide products for IT security, including network security,
endpoint security, cloud security, mobile security, data security, and security management. Today more than ever,
Vanunu is warning organizations on the importance of security defense, and laments the fact that governments
spend too much on cyber offense.

"Organizations need to prioritize their budgets differently for cyber defense,” he told CTech. "This is the reality and
they need to understand that today they are facing state-sponsored levels (of cybercrime).”

The United States — which has the largest military to attack in the world — has been shown to have comparatively
low levels of defense against such attacks. In late 2020, the U.S Government was hacked by Russian hackers.
Earlier this month, Reuters reported that 1,500 businesses were affected by a ransomware attack on Kaseya, a
Miami-based IT firm believed to be conducted by criminals acting on direction from the Russian government. In
June, President Biden told Vladamir Putin that certain cyberattacks should be ‘off-limits’, a statement evidently
given in vain.

In Israel, the potential of cybercrime and protection against it has been a priority set up by the government. Through
education, higher budgets, and a new emphasis on it placed by the IDF, Vanunu says generations of children are
being raised in Israel on the importance of a strong defense system against cybercrime.

"This is one of the fundamentals,” he concluded. “Innovation, technology and cyber... it's one of the fundamentals
of the Israeli economy.”
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Elevating cyber resilience and tackling government
information security challenges

Esti Peshin is VP, General Manager, Cyber Division, Israel Aerospace Industries (lAl). Previously, she served 11 years
in the Israeli Defense Forces, in an elite technology unit, where she was Deputy Director.

Peshin recently spoke at Cyber Week 2021 in Tel Aviv, and in this interview with Help Net Security, she discusses
national defense and security challenges, as well as developing technologies and systems resilient to cyber attacks.

What were the most important takeaways from your 11 years in the Israeli Defense Forces? How did being part of
this elite technology unit shape your vision of cybersecurity protection?

The most important takeaway from the service in the IDF is that nothing is impossible. If there is a need, there is
a way. The means will be identified and it just a matter of creativity to find the right way to achieve any goal. This
is, in my view, the essence of Israeli entrepreneurship, and one of the reasons the cyber eco-system is striving
in Israel.

IAl leverages state-of-the-art technology for national defense and security challenges. Based on the feedback
from your clients, which technologies are most in demand today?

We, at IAl, believe that most important and sought technologies are those that help organizations to detect that
something bad is happening, at a very early stage. Preferably, even allowing organizations to predict that something
bad can happen or is about to happen, and to direct the organization on how to avoid it or mitigate it.

The main problem with most of the common cyber monitoring technologies available today is that they generate
large number of alerts without prioritizing them. Therefore technologies that can generate actionable insights
are the key to improving cyber resilience.

Therefore, the main solution that is sought by our national level customers is establishing national level cyber
security operation centers. These centers, essentially proactively monitor national cyber space in order to perform
the following operations:

Conduct a national level, on going and real time, cyber risk assessment

Monitor national cyberspace in real time in order to identity cyber attacks or predict attacks based on indicative
signals

Provide effective tools for incident response and cyber forensics
Allow effective knowledge sharing between the national stakeholders and constituents.

IAl's CyConcerto platform, incorporating CyScan, for national risk assessment, CyFo, for forensics and incident
response and CyShare for knowledge and information sharing, is a leading platform tailored especially for national
level end users.

Furthermore and in view of the huge shortage of cyber experts, our end users seek the establishment of Cyber
Academies to train cyber experts. The Academies utilize our TAME Range cyber range, which is a state-of-the-art
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“It's not just really cybersecurity,” says Ben Dov. It's a culture of "being very scrappy, doing a lot with very little
resources, being able to have the chutzpah essence, not necessarily..listening to authority. | think that's a lot of
what makes entrepreneurs good. Because if entrepreneurs don't dream big, and if entrepreneurs listen to voices
saying they can't do this or that, these are barriers; if people listen to the barriers, they will never take risks and
they will never dream big and become entrepreneurs. So that's a lot of inherently what Israelis have, what the
Israeli character and mentality has, which enables Israel to become a hotbed for entrepreneurship as a whole."

Offensive and defensive cybersecurity

Despite the positive news coming out of Cyber Week, the NSO scandal still hung over the industry as a whole,
raising ethical and legal questions.

Amir Einav, Chief Revenue Officer (CRO) at loT and automotive cybersecurity company Karamba, tells NoCamels
that offensive cybersecurity companies like NSO have legitimate businesses. “They sell weapons, next-generation
weapons for next-generation wars. The equivalent is companies like 1Al [Israel Aerospace Industries] and Elbit
developing missiles and guns and so on," Einav says.

“Is it legal? Is it moral? Everyone has their own decision to make here. But it is a business. A government-regulated
business subject to export laws," he says.

Barzilay says Israel needs offensive cybersecurity solutions. “They are an important aspect of cybersecurity and
Israel must continue investing in these types of technologies. All countries do or they will get left behind.”

But controls must be in place to make sure “people don't use such tech in the wrong way," he adds.
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IDF General Warns Against Cyber Attacks; “We Will
Not Tolerate a Threat to Israel”

Attacks on Israel "will be answered accordingly,” said Maj. Gen. Tamir Heyman, Director of the IDF's Military
Intelligence, saying that cyber-attacks should be treated just as any other in the real world.

Speaking on Tuesday at the 2021 Cyber Week at Tel Aviv University, Heyman said that as part of the recent Operation
Guardian of the Walls in Gaza against Hamas, “information gathered from a variety of sources — including cyber
realm, was fused together through advanced processing capabilities, Artificial Intelligence and machine learning
into operational outputs. This allowed the IDF to function better, faster, and with fewer casualties.”

The IDF was able to collect accurate and real-team intelligence on the whereabouts of senior Hamas commanders,
killing several of them in remarkable operations.

Touching on the daily cyber threats Israel faces, Heyman said that “Israel is under constant threat in the cyber
dimension, and attacks are sometimes carried out against it. We are able to deal with most of the threats through
advanced defense capabilities.”

Israel has an advanced cyber-security apparatus and fends off thousands of cyber-attacks on a daily basis.

"As with other dimensions of combat, defense alone is not enough. Additional steps must be taken to preserve
Israel's supremacy over our enemies,” he stated, warning that “those who attack Israel by air, sea, land or cyber need
to understand the risk they are taking. As they see time and time again, the attacks will be answered accordingly.”

Minister of Defense Benny Gantz conveyed a similar message at the event, saying that “in recent years, there
has been a significant increase in the number of attacks carried out by hostile elements, including Iran and its
affiliates, seeking to access the IT systems of Israel's national infrastructure.”

“In the face of this increase — from a few single attacks to dozens of attacks a year — Israel has demonstrated the
ability to develop its resilience, its technological advantage and its qualitative advantage in the region,” he said.
“Israel works continuously to protect against cyber-attacks.”

He said that during Operation Guardian of the Walls, the IDF hit the head of Hamas' cyber command, Jum'a Tahla.
The IDF also identified and damaged several cyber-attackers, equipment and infrastructure that served Hamas'
cyber command.

"Our message is clear — be it a rocket or a keyboard — we will not tolerate a threat to the citizens of Israel,” he
declared.

The Washington Post reported in May that Israel was behind the May 9 cyber-attack on Iran’s Shahid Rajaee port
in Bandar Abbas, the largest in the country, which brought the shipping traffic to an abrupt and inexplicable halt
for days, generating backups for miles.
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Israel — a cybersecurity superpower

Israel's unique cybersecurity ecosystem is made up of big cyber companies, global multinational firms with Israeli
R&D arms, new startups, army training, and government support for both private and public endeavors. Together,
these components have created an effective, sought-after community that is bringing much-needed cybersecurity
solutions to market.

“Israel has become a hub for excellence in cybersecurity and we are seeing huge investments in Israeli cyber
companies," says cybersecurity expert and entrepreneur Menny Barzilay.

“Israel has to be good at cybersecurity because we have very smart enemies; we are in a constant state of conflict
and naturally have a security orientation. We have to be creative and innovate in this space,” Barzilay tells NoCamels
on the sidelines of the Cyber Week event where he served as panel moderator and speaker.

He says the overarching theme at the event this year has been the role of cybersecurity companies in enabling
businesses to continue operating remotely, safely and securely, as the COVID-19 pandemic hit every aspect of our
lives.

From safe remote access, security management, cloud management and so on, cybersecurity companies have
been "innovation enablers,” allowing companies and employees to deal effectively with the challenges brought
on by the pandemic.

Naama Ben Dov, an associate at Israeli investment firm YL Ventures, expresses a similar sentiment. When we
look at the cybersecurity market as a whole, she tells NoCamels, the coronavirus pandemic accelerated solutions
"because everything was remote, everything went online; and therefore all the threats of online presence became
much more emphasized and much more prioritized."

“"So you see a lot more companies bringing in budgets, bringing in board-level attention to cybersecurity technologies,
products, and methodologies, to contend with this new threat which has come to the fore even more strongly
during [the pandemic] and remote work," she says.

The cybersecurity industry will continue to attract massive funds, Barzilay predicts, because it is part all of sectors.
"“When you look at AVs [autonomous vehicles], robotics, Al, medical tech, biotech, etc — we need more cybersecurity
solutions to sustain the use of these technologies,” he tells NoCamels.

And lIsrael will continue to lead in this sector, in part because of its compulsory military service, government
support, and strong collaboration between academia and industry, Barzilay explains.

"Everyone goes to the IDF, and when they leave they already have 3-4 years experience as part of a huge defense
operation, they are mature but they still very young and they are free to do whatever they want,” he says.

"You get tons and tons of people enlisting to cybersecurity-related roles at the age of 18, making Israeli a hotbed
for very young talent in the cybersecurity domain,” concurs Ben Dov.

SEE ALSO: Cyber Attacks On Healthcare Organizations Soared In Israel In 2020 — Report

There's also something to be said about the Israeli mentality of taking risks, making mistakes, doing away with
social hierarchies, and going directly to the source. And it applies to every domain.

"Our enemies know no boundaries — just as they fire rockets at civilians, they aim to harm civilian facilities via
cyber space while endangering human lives, added Gantz, calling for a no-tolerance policy when it comes to
cyber attacks.

This year, the hybrid in-person-online confab came in the wake of bombshell reporting by 17 media organizations
this week that a powerful cyberweapon, Pegasus, developed by Israeli cyber intelligence and surveillance firm
NSO Group was used by dozens of governments and government agencies to target journalists, human rights
defenders, political dissidents and opponents, business executives, and lawyers. The investigation was based on
a list of 50,000 phone numbers leaked to Amnesty International and Paris-based rights group Forbidden Stories,
and found that it included people targeted by the governments of Azerbaijan, Bahrain, Mexico, Morocco, Saudi
Arabia, Hungary, and India, among others.

Pegasus is a powerful, invasive piece of spyware that can access private data including passwords, web history
phone call logs, contact lists, and text messages, and monitor live calls from messaging apps. It can also turn on
phone cameras and microphones to track events in the vicinity and use the GPS function to monitor a target's
location and movements. Though NSO claims its software makes the world a safer place "by providing authorized
governments with technology that helps them combat terror and crime,” its tools have been linked to a number of
high-profile cases including the 2018 murder of Washington Post journalist and Saudi dissident Jamal Khashoggi
and the targeting of journalists and dissidents in Mexico and other countries, according to extensive research by
Citizen Lab, a research facility at The University of Toronto's Munk School of Global Affairs.

On Thursday, the Israeli company denied the recent reports that its tools have been used for malicious activity
and indicated that it had no knowledge or involvement in compiling the alleged list of 50,000 potential targets.
NSO has also maintained that it licenses its software to vetted government clients with approval from the Israeli
government, and that the reports were part of efforts “to smear all the Israeli cyber[security] industry.”

But the dust-up has been significant, with France, Germany, the UN and the EU calling for more regulation and
tougher government controls of spyware. Some of the countries mentioned in the reports, including Morocco,
Mexico and Saudi Arabia also denied using the software.

The Israeli government, meanwhile, has set up a commission headed by the defense establishment to review the
allegations of misuse and said there may be “corrections"” after the assessment is completed. NSO said it welcomed
the inquiry “so that we'd be able to clear our name,” the company'’s chief executive Shalev Hulio told Army Radio
on Thursday.

At Cyber Week, Gantz addressed the controversy without mentioning NSO by name, telling the audience that
Israel complies with international law

"We are aware of recent publications regarding the use of systems developed by certain Israeli cyber companies.
Israel, as a liberal western democracy, controls exports of cyber products in accordance with its defense export
control law, complying with international export control regimes. As a matter of policy, the State of Israel authorizes
the export of cyber products solely to governments, only for lawful use, and exclusively for the purposes of
preventing and investigating crime and terrorism. The countries acquiring these systems must abide by their
commitments to these requirements,” said the Israeli defense minister.
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CTECH

Cryptocurrency technology is “the new engine” for
cybercrime, says Check Point

Speaking to CTech during Cyber Week, Check Point’'s 0Oded Vanunu shares how cybercrime
has evolved on the blockchain, and what governments can do to protect against attacks

PPy -

"To understand the crypto evolution, you need to look at it from the perspective of the invention of the engine,
said Check Point's head of product vulnerability research Oded Vanunu. "At the start, it was a bicycle. Then it was
a motorcycle, and then it was a small plane, a big plane, a missile, and so on... the blockchain technology is the
new engine and it's something that is going to be with us for a long time.”

Those with Bitcoin in their digital wallets have long understood the prevalence of cryptocurrencies and how
blockchain technology can flourish. And while a new anonymous and decentralized way to send and receive
money is attractive for some, the adoption of cryptocurrencies has added a new layer to the ability of criminals
to attack companies and governments. And attackers are today walking away with million-dollar payouts.

"Cybercrime started to have the ability to cash out because the whole crypto thing is anonymous,” he continued.
“You don't need to identify yourself. The evolution in the last 10 years is cybercrime going from a garage into whole
organizations with CEOs, CTOs, operational managers, CFOs, where every attack is money. Every attack is a cashout.”

According to Vanunu, who has been at Check Point for 18 years, conventional virus campaigns and cybercrimes
were ‘evil initiatives' that did not seek to make a profit, but rather carried out by social activists “to take data and
attack it because a company is doing bad things.” Today, the shift into decentralized and anonymous behavior
makes it easier than ever before to exploit companies - and governments - for financial gain.

As of 2019, Check Point had 5,000 employees who provide products for IT security, including network security,
endpoint security, cloud security, mobile security, data security, and security management. Today more than ever,
Vanunu is warning organizations on the importance of security defense, and laments the fact that governments
spend too much on cyber offense.

"Organizations need to prioritize their budgets differently for cyber defense,” he told CTech. “This is the reality and
they need to understand that today they are facing state-sponsored levels (of cybercrime).”

nocamels

ISRAELI INNOVATION NEWS

Amid NSO Fallout, Israel Hosts Cyber Week Confab

Highlighting Record Funding Year

———— A

Cyber Week
._mz-.mn

Israel held its annual Cyber Week conference in Tel Aviv this week, welcoming top politicians, public figures,
global cyber policymakers from over 80 countries, and executives from cybersecurity startups and multinational
companies such as IBM, Checkpoint, and Microsoft.

The event came amid a record funding year for Israeli cybersecurity companies and startups, which raised over
$3 billion in just the first half of 2021 (or 41 percent of the global sector investment) as well as a marked increase
in cyber threats and attacks across the world, specifically ransomware. One of the biggest publicly acknowledged
payouts to hackers in recent years was set at $40 million.

"Today the best bang for your buck is a cyber attack and it's just going to grow exponentially, and that makes me
worried,” said Israeli Prime Minister Naftali Bennett at the event this week, hosted by the Blavatnik Interdisciplinary
Cyber Research Center and the Yuval Ne'eman Workshop for Science, Technology and Security at Tel Aviv University.

"As prime minister of Israel, | view this as one of the top threats to Israel's national security and the world's security,”
he added, calling for more international cooperation and coordinated defenses against cyber threats. “Israel is
opening up and announcing a ‘Global Cybernet Shield,” Bennett said, “using the very same principles of cyber
connectivity because if you fight alone you will lose, but if we fight together we will win."

During his address, Israeli Defense Minister Benny Gantz called for a cyber version of Israel's famous anti-missile
defense system Iron Dome. "Cyber is now a vulnerable space that must be protected like the sea, space, air, and
ground,” he said.
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Reporters Without Borders urges Israel to stop
exporting spyware

Reporters Without Borders Wednesday urged Israel on Wednesday to suspend exports of
spying technology amid allegations it was used to target more than a dozen heads of state
and hundreds of journalists.

"We call on Israeli Prime Minister Naftali Bennett to impose an immediate moratorium on surveillance technology
exports until a protective requlatory framework has been established,” Reporters Without Borders head Christophe
Deloire of the Paris-based group said in a statement.

His call came after a list was leaked of some 50,000 phone numbers believed to have been chosen by clients of
Israel's NSO Group for possible surveillance, according to an international reporting effort.

The list contained numbers for 14 heads of state including French President Emmanuel Macron and Morocco's
King Mohammed VI.

NSO's flagship program Pegasus can hack into mobile phones without users knowing, enabling clients to read
every message, track a user’s location and tap into the phone's camera and microphone.

The company does not identify its customers. However, rights group Amnesty International and the Paris-based
organization Forbidden Stories that obtained the list said NSO's government clients include Bahrain, India, Mexico,
Morocco, Rwanda and Saudi Arabia.

Reporting by media outlets including The Guardian, Le Monde and The Washington Post found that nearly 200
journalists from organizations including AFP were on the list.

"Enabling governments to install spyware that is used in practice to monitor hundreds of journalists and their
sources throughout the world poses a major democratic problem,” Deloire said.
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Spokespeople for NSO, Bennett and Defence Minister Benny Gantz did not respond to questions from AFP on
Wednesday.

NSO is a giant of Israeli tech with 850 employees.

Its CEO Shalev Hulio, 39, denied in an interview with Israel's 103FM radio on Tuesday that his company was engaged
in mass surveillance.

He said NSO had "no connection” to the list of thousands of phone numbers.
On Wednesday, Bennett touted Israeli technological prowess at a cyber conference in Tel Aviv.

"Of every $100 invested in cyber defense across the world, $41 of those were invested in Israeli cyber defense
firms," he said.

"We as a government, we as a nation, have to defend ourselves,” Bennett added.

He suggested global interest in Israeli technology remained robust, saying “dozens of countries” signed memorandums
to obtain Israeli tools that defend against cyberattack.

On Tuesday, Gantz said Israel approves export of technology only to governments “exclusively for the purposes of
preventing and investigating crime and terrorism."

He said Israel is "studying” recent publications on the subject.
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Pegasus: Israeli Defence Ministry studying
investigation into NSO Group

‘We are aware of recent publications regarding the use of systems developed by certain Israeli
cyber companies,’ Benny Gantz said at Cyber Week at Tel Aviv University, without naming
the Herzliya-based company

The Israeli Defence Ministry is studying the investigation into NSO Group, Defence Minister Benny Gantz said
after it was revealed that the Israeli cyber company has been selling spyware to foreign governments to target
journalists and activists, Jerusalem Post reported.

"We are aware of recent publications regarding the use of systems developed by certain Israeli cyber companies,”
Gantz said at Cyber Week at Tel Aviv University, without naming the Herzliya-based company.

On July 18, the Pegasus Project revealed that the spyware sold by NSO (Pegasus) had been identified on the
phones of individuals targeted by the governments of Azerbaijan, Bahrain, Mexico, Morocco, Rwanda, Saudi Arabia,
Hungary, India, the United Arab Emirates and more.

The investigation was carried out by 17 media organisations, led by the Paris-based journalism nonprofit Forbidden
Stories, and sponsored by Amnesty International. At the centre of it was a leaked list of 50,000 phone numbers
belonging to journalists, senior politicians and business people.

The report said Gantz asserted that as a matter of policy, Israel authorises the export of cyber products “solely
to governments, only for lawful use and exclusively for the purposes of preventing and investigating crime and
terrorism" and that the country controls the exports of such products and complies with international export
control regimes.

"The countries acquiring these systems must abide by their commitments to these requirements. We are currently
studying the information that is published on the subject,” Gantz said. In a statement released after the investigation
was published, the Defence Ministry said that it will take "appropriate action” if NSO Group violated the terms of
its export licenses or end use certificates, the report added.

THE TIMES OF ISRAEL

After NSO bombshell, Gantz asserts that Israel
complies with international law

Defense minister says ministry ‘studying’ claims company’s Pegasus software has been used
by governments to target journalists and activists

Responding to an in-depth investigation that revealed that Israel's NSO Group has been selling spyware used by
foreign governments to target journalists and activists, Defense Minister Benny Gantz asserted Tuesday that Israel
operates fully within international law.

"We are aware of recent publications regarding the use of systems developed in certain Israeli cyber companies,”
said Gantz in a speech to Cyber Week at Tel Aviv University, without mentioning NSO Group by name. “Israel, as
a liberal Western democracy, controls exports of cyber products in accordance with its defense export control
law, complying with international export control regimes."

Gantz added that, "as a matter of policy, the State of Israel authorizes the export of cyber products solely to
governments, only for lawful use, and exclusively for the purposes of preventing and investigating crime and
terrorism. The countries acquiring these systems must abide by their commitments to these requirements. We
are currently studying the information that is published on the subject.”

On Sunday, an in-depth investigation led by 17 major international news organizations claimed that NSO Group
has sold cellphone malware used to target journalists, activists and politicians in dozens of countries.

The reporting focused on Pegasus, a spyware tool sold by NSO that the investigation said is being used by dozens
of governmental clients. The analysis carried out on a leaked list of 50,000 phone numbers found that the list
included people targeted by the governments of Azerbaijan, Bahrain, Kazakhstan, Mexico, Morocco, Rwanda, Saudi
Arabia, Hungary, India, and the United Arab Emirates.

The Guardian's report on Pegasus claimed that Gantz “closely regulates NSO" and approves each individual export
license before the surveillance software is sold to a new country. In its response, NSO stated that “you falsely claim
that the Israeli government monitors the use of our customers’ systems, which is the type of conspiracy theory
that our critics peddle," adding: "Regarding export licenses, NSO is subject to various export control regimes
including the Israeli MoD, similar to existing regulations in other democratic countries.”

In a statement on Monday, the Defense Ministry said if it finds that the NSO Group violated the terms of its export
licenses, it will “take appropriate action.” The ministry said that Israel only permits companies to export cybersecurity
products to "government figures only for legal purposes and to prevent and investigate crimes and to combat
terrorism. And this is dependent upon commitments regarding the end use/user from the purchasing country,
which must abide by these conditions.”

In his speech on Tuesday, Gantz also weighed in on an overnight exchange of fire between Israel and Lebanon.
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Israel's Defense Ministry said in a statement that it "approves the export of cyber products exclusively to governmental
entities, for lawful use, and only for the purpose of preventing and investigating crime and counterterrorism.” It
said national security and strategic considerations are taken into account.

Last year, an Israeli court dismissed an Amnesty International lawsuit seeking to strip NSO of its export license,
citing insufficient evidence.

United Nations human rights chief Michelle Bachelet on Monday said the apparent widespread use of the Pegasus
spyware to illegally undermine the rights of those under surveillance, including journalists and politicians, was
"extremely alarming” and confirmed “some of the worst fears” surrounding the potential misuse of such technology.

The recent reports have caused considerable embarrassment within Israel's diplomatic-security echelon. NSO
operates from Israel and its products are exported under DECA's oversight. Moreover, official Israeli representatives
have helped the company sell its products in several countries with which Israel doesn't have official diplomatic
relations. The purpose of these efforts, allegedly, was to help these countries fight terrorist groups, and pave the
path for the sale of additional Israeli products. The New York Times reported earlier this week that such help was
provided in Saudi Arabia, among other countries.

Defense Minister Benny Gantz asserted Tuesday that Israel operates fully within international law.

"We are aware of recent publications regarding the use of systems developed in certain Israeli cyber companies,”
said Gantz in a speech to Cyber Week at Tel Aviv University, without mentioning NSO Group by name. "“Israel, as
a liberal Western democracy, controls exports of cyber products in accordance with its defense export control
law, complying with international export control regimes."

Gantz added that "as a matter of policy, the State of Israel authorizes the export of cyber products solely to
governments, only for lawful use, and exclusively for the purposes of preventing and investigating crime and
terrorism. The countries acquiring these systems must abide by their commitments to these requirements. We
are currently studying the information that is published on the subject.”

However, other officials in Israel said Tuesday that the severity of the affair and its possible repercussions obligate
“clearer actions and statements" from the government.

The officials expressed concern that sufficing with “studying” the issue won't reduce the international criticism
against Israel. Some officials warned that a “critical mass" of pressure could form and that failing to launch a public
and transparent investigation could create the impression that Israel had something to hide, and that Pegasus
was used for illegal purposes with the knowledge and approval of the government.

However, other officials said such an investigation could complicate relations with numerous sensitive countries,
such as Saudi Arabia, the UAE, Morocco and Bahrain. In their view, Israel has a vested and clear interest in
cooperating with the rulers of these countries against shared threats, such as Iran and Islamic terror, and said
such an investigation could embarrass some of them and directly harm diplomatic relations.

Shalev Hulio, founder and CEO of NSO Group, responded Tuesday to the growing firestorm surrounding his company,
saying he "wishes the Israeli government would launch an investigation to clear us of these false accusations.”

Hulio said the "wrong" report published on Sunday against his company was "based on incorrect premises, within
the framework of a well-organized and well-timed campaign by known interested parties. The company is weighing
its legal steps against the delusional claims put forth in the report.

Speaking to 103FM Radio, Hulio said, “The platform that we create is a platform that saves lives and prevents
terrorist attacks, and that needs to be understood. NSO has no list of targets. We made some decisions that are
like the NSO Group constitution, and they accompany us to this day. The first is that we only sell to governments
and intelligence agencies, not to individuals or [private] organizations.”

"The second decision was that we won't sell to every government, since there are some governments that should
not have such tools,” he said.



Y Cyber Week

July 19t-2274, 2021

Tel Aviv University, Isragl

Cyber lIsrael

National Cyber Directorate

e {cRC 000

Yuval Ne'eman Workshop Blavatnik Interdisciplinary TELAVIV NO'012AIN

for Science, Technology and Security Cyber Research Center UNIVERSITY  JAN'IN
Tel Aviv University

In cooperation with: IEEECEVDER @
P ' ALLIANCE .

The reporting focused on Pegasus, a spyware tool sold by NSO that the investigation said is being used by dozens
of governmental clients. The analysis carried out on a leaked list of 50,000 phone numbers found that the list
included people targeted by the governments of Azerbaijan, Bahrain, Kazakhstan, Mexico, Morocco, Rwanda, Saudi
Arabia, Hungary, India, and the United Arab Emirates.

The Guardian's report on Pegasus claimed that Gantz “closely requlates NSO" and approves each individual export
license before the surveillance software is sold to a new country. In its response, NSO stated that “you falsely claim
that the Israeli government monitors the use of our customers’ systems, which is the type of conspiracy theory
that our critics peddle,” adding: "Regarding export licenses, NSO is subject to various export control regimes
including the Israeli MoD, similar to existing requlations in other democratic countries."

In a statement on Monday, the Defense Ministry said if it finds that the NSO Group violated the terms of its export
licenses, it will "take appropriate action." The ministry said that Israel only permits companies to export cybersecurity
products to "government figures only for legal purposes and to prevent and investigate crimes and to combat
terrorism. And this is dependent upon commitments regarding the end use/user from the purchasing country,
which must abide by these conditions.”

NSO Group has denied selling the software to authoritarian governments for the purposes of spying on dissenters,
labeling the allegations “false."

ISRAELLEN(®)N

This is where we stand

Israeli officials: NSO probe could jeopardize sensitive
diplomatic relations

Israel says it will launch an inquiry into claims that private Israeli firm NSO Group's “Pegasus”
spyware was used by governments across the globe to spy on political rivals, journalists,
and human rights activists.

Israel will launch an inquiry into claims that private Israeli firm NSO Group’s "Pegasus” spyware was used by
governments across the globe to spy on political rivals, journalists, and human rights activists.

Follow Israel Hayom on Facebook and Twitter

The inquiry team is expected to include representatives from the Defense Ministry, National Security Council,
Mossad, other agencies, and legal experts. Its goal will be to determine whether NSO Group acted in contravention
of the defense export permit it received from the Defense Ministry's Defense Exports Control Agency (DECA), and
whether its products were used by various clients in contravention of the conditions of the permit.

The decision to launch the inquiry came on the heels of an investigation by 17 media organizations into NSQ's
spyware published on Sunday on how it was being used to target prominent individuals.

The cellphones of French President Emmanuel Macron and 15 members of the French government may have
been among potential targets in 2019 of the surveillance spyware, according to French newspaper Le Monde.

An official in Macron's office said authorities would investigate Le Monde's report, and if the targeting is proven,
it would be "extremely grave.”

Le Monde quoted NSO as saying the French president was never targeted by its clients.

Fifty people close to Mexico's president, Andres Manuel Lopez Obrador, were also on the potential target list. They
include his wife, children, aides and cardiologist. Lopez Obrador was in opposition at the time. A Mexican reporter
whose phone number was added to the list in that time period, Cecilio Pineda, was assassinated in 2017.

After Mexico, the largest share of potential targets was located in the Middle East, where Saudi Arabia is reported
to be among NSO clients. Also on the list were numbers in Bahrain, the United Arab Emirates, India, Hungary,
Azerbaijan, Kazakhstan and Pakistan, Morocco and Rwanda.

Radio France reported on Tuesday that Moroccan King Mohammed VI's phone was on a list of numbers of people
identified as potential Pegasus spyware targets by Morocco's intelligence services.

Morocco on Monday denied the allegations, saying it had “never acquired computer software to infiltrate
communication devices."

Jean Asselborn, the foreign minister of Luxembourg, said Tuesday NSO Group was present in Luxembourg via its
subsidiaries, and that he would be writing a letter to the directors of those Luxembourg units of NSO to remind
them of the importance of protecting human rights.

NSO denies ever maintaining a list of “potential, past or existing targets.” It claims to sell only to “vetted government
agencies” for use against terrorists and major criminals.
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El a acuzat Rusia si Iranul ca au facut eforturi pentru a se amesteca in alegerile din 2020, vizand sistemele de vot
de la nivelul statelor, dar si locale.

"Ritmul si severitatea atacurilor au crescut, adversarii nostrii recurg tot mai mult la atacuri cibernetice pentru a
semana discordie. Securitatea cibernetica nu mai poate fi ceva care apare dupa evenimentul propriu-zis", a subliniat
el, completand ca “asa cum tacticile se imbunatatesc, acelasi lucru trebuie sa se intample cu capabilitatile”.

Oficialul american a afirmat ca CISA este angajata pentru a asigura o aparare cibernetica colectiva, la nivel
international, si a facut apel la cooperare la toate nivelurile guvernelor si industriilor din toate tarile pentru a
permite un raspuns rapid la astfel de riscuri.

“Niciun atac, niciun compromis nu trebuie sa se produca mai mult de o singura data. Trebuie sa reducem la minim
amploarea si consecintele impartasind informatii despre grupurile criminale si tacticile lor", a mai spus Brandon
Wales.

Lindy Cameron, director executiv al Centrului national de securitate cibernetica din Regatul Unit, a marturisit marti
ca participa pentru prima la o conferinta alaturi de omologii ei dupa ce a fost numita in functie, in urma cu un an.

“Pandemia de COVID-19 a adus o schimbare dramatica in modul in care traim si muncim, iar tehnologia a fost un
mare sprijin in aceasta perioada dificila. Securitatea cibernetica nu a fost niciodata mai importanta”, a subliniat ea.

Lindy Cameron sustine ca centrul pe care il conduce a raspuns la peste 3.000 de incidente care au vizat in primul
rand serviciile sanitare, colaborand cu 5.000 de organizatii pentru a le intari rezistenta.

La fel ca si omologii ei, ea a militat pentru intensificarea colaborarii operationale intre state. “Securitatea cibernetica
nu poate fi asigurata de o singura organizatie”, a afirmat Lindy Cameron, afirmand ca serviciile de securitate publica,
sectorul privat si simplii cetateni trebuie sa fie cu totii implicati. AGERPRES/(A - autor: Florin Stefan, editor: lonut
Mares, editor online: Anda Badea)
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THE TIMES OF ISRAEL

Government said to form team to deal with fallout of
NSO spyware revelations

Report says officials looking into PR, diplomatic consequences from allegations that firm's
Pegasus software was used by countries to spy on politicians, journalists

The government has appointed a special team to handle the fallout of revelations that Israel-based NSO Group
sold spyware allegedly used by governments to target politicians, journalists and others worldwide, according to
a Tuesday report.

Citing two unnamed senior Israeli officials, the Walla news site said the interagency team will examine the
allegations against NSO published in numerous international outlets and what the potential security, diplomatic
and legal consequences could be. The team, which reportedly first met on Sunday, includes representatives from
the Defense Ministry, Foreign Ministry, Justice Ministry, Mossad and Military Intelligence.

The officials said the government was treating the matter very seriously and that the main question was how
to deal with other companies and future agreements, as standard procedures appeared to have been taken in
granting export licenses to NSO.

"This is a very significant event,” one of the officials was quoted saying. "We are trying to understand its full
significance. We must check if after the latest publications there is a need for a change in policy concerning the
expert of offensive cyber systems to other countries.”

The news site also cited concerns in Israel that though the initial damage has been confined to public and media
criticism, the allegations could lead to diplomatic fallout.

The report came as the NGO that leaked the list of 50,000 potential targets for NSQO's Pegasus software said French
President Emmanuel Macron’s phone number was among them, and French radio reported that Moroccan King
Mohammed VI's number was identified a list of possible targets by Morocco's intelligence services.

Earlier Tuesday, Defense Minister Benny Gantz asserted Israel operates fully within international law in its granting
of export licenses.

"We are aware of recent publications regarding the use of systems developed in certain Israeli cyber companies,”
said Gantz in a speech to Cyber Week at Tel Aviv University, without mentioning NSO Group by name. “Israel, as
a liberal Western democracy, controls exports of cyber products in accordance with its defense export control
law, complying with international export control regimes."

Gantz added that, “as a matter of policy, the State of Israel authorizes the export of cyber products solely to
governments, only for lawful use, and exclusively for the purposes of preventing and investigating crime and
terrorism. The countries acquiring these systems must abide by their commitments to these requirements. We
are currently studying the information that is published on the subject.”

On Sunday, an in-depth investigation led by 17 major international news organizations claimed that NSO Group
has sold cellphone malware used to target journalists, activists and politicians in dozens of countries.
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Ministrul israelian al Apararii: "Racheta sau tastatura,
nu vom tolera pe nimeni care ne ameninta poporul”

Ministrul Apararii din Israel, Benny Gantz, a transmis marti, in prima zi a conferintei Cyber Week 2021 de la Tel Aviy,
un mesaj de fermitate fata de "dusmanii” tarii, afirmand cd, indiferent daca e vorba de “racheta sau tastatura, nu
vom tolera pe nimeni care ne ameninta poporul’, lansand insa in acelasi timp si un apel la cooperare in domeniul
securitatii cibernetice intre statele partenere.

"Atacurile asupra Israelului vor primi un raspuns adecvat”, a declarat si general maiorul Tamir Heyman, director
al serviciului de informatii militare al IDF (Fortele Defensive Israeliene), care a ridicat premiul pentru securitate
cibernetica la Cyber Week 2021, decernat chiar armatei.

El a mai afirmat ca atacurile cibernetice trebuie tratate la fel ca cele care au loc in lumea reala.

Tamir Heyman a spus c3, in cadrul recentei operatiuni ‘Guardian of the Walls' impotriva Hamas din Fasia Gaza,
informatii adunate din mai multe surse, inclusiv din spatiul cibernetic, au fost utilizate prin capabilitati de procesare
avansate, printre care si inteligenta artificiala, si au dus la rezultate operationale.

"Asta a permis IDF sa functioneze mai bine, mai repede si cu mai putine victime", a afirmat el. IDF a putut astfel
sa adune informatii cu un mare grad de acuratete privind locurile in care se aflau mai multi comandanti de rang
inalt din Hamas, lichidand mai multi dintre ei, a adaugat el.

Referindu-se la amenintarile cu care se confrunta in prezent Israelul, Heyman a spus ca cele din spatiul cibernetic
apar constant.

"Putem sa raspundem majoritatii amenintarilor prin intermediul unor capabilitati avansate de aparare. Israelul are
un aparat de securitate avansat si reuseste sa dejoace mii de atacuri cibernetice zilnic", a dat el asigurari.
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insa, ca si in alte dimensiuni ale luptei, doar apararea in sine nu este de ajuns. “Sunt necesari pasi suplimentari
pentru a pastra suprematia Israelului asupra dusmanilor sai”, a afirmat el, avertizand ca toti cei care ataca Israelul
in aer, pe mare sau la sol trebuie sa inteleaga riscurile pe care si le asuma.

Benny Gantz, ministrul apararii din Israel, a felicitat IDF pentru ca a castigat premiul pentru securitate cibernetica
la editia din 2021 a Cyber Week si a dat asigurari ca tara sa depune constant eforturi pentru a-si imbunatati
securitatea cibernetica.

El a afirmat ca in ultimii ani a existat o inmultire semnificativa a numarului atacurilor comise de elemente ostile,
inclusiv de Iran si statele afiliate, care incearca sa obtina acces la sistemele IT ale infrastructurilor nationale ale
Israelului.

“Israelul a demonstrat abilitatea de a-si dezvolta rezilienta, avantajele tehnologic si calitativ in regiune’, a afirmat
Gantz.

Ministrul a reamintit ca, in timpul operatiunii ‘Guardian of the Walls', Israelul a reusit sa-l elimine pe seful diviziei
cibernetice a Hamas, Juma Tahla, si ca IDF a distrus mai multe echipamente si infrastructuri de care se folosea
organizatia jihadista.

“Mesajul nostru este foarte clar: indiferent daca e vorba de racheta sau tastatura, nu vom tolera pe nimeni care ne
ameninta poporul. Multa munca este necesara pentru a ne mentine avantajul in domeniu. Asta presupune crearea
unui intreg ecosistem”, a spus ministrul israelian al Apararii.

"Facem apel la prietenii nostri din intreaga lume sa faca schimb de informatii si expertiza si sa dezvolte noi capabilitati.
Noile grupuri de lucru pe care le avem cu SUA si alte tari sunt foarte importante. in acest context, Israelul vrea ca,
impreuna cu SUA, sa se asigure ca securitatea este mentinuta si in spatiul cibernetic”, a mai afirmat el.

Gantz a subliniat ca Israelul va continua sa colaboreze cu toate organizatiile relevante si sa-si dezvolte capabilitatile,
dotandu-si expertii in securitate cibernetica cu toate instrumentele de care au nevoie.

"Vom continua sa actionam impotriva tuturor celor care ne ameninta cetatenii, fie ca lanseaza rachete sau incearca
sa atace un spital. La fel cum Israelul a invins in razboaiele din Orientul Mijlociu, va avea castig de cauza si in
infruntarea noii amenintari cibernetice. Statul Israel va ramane cea mai puternica tara din regiune si in acest
domeniu”, a incheiat el.

Brandon Wales, director executiv al Agentiei americane pentru securitate cibernetica si a infrastructurii (CISA), a
spus, la randul sau, ca "peisajul amenintarilor cibernetice este mai dinamic ca niciodata".

“Adversarii nostri sunt diversi - de la state ostile, ca Rusia, China si Iran - pana la infractori cibernetici. in ultimul
an am asistat la incident cibernetic dupa incident cibernetic’, a adaugat responsabilul american, afirmand ca
infractorii cibernetici au profitat de pandemie, pe care au folosit-o ca pe o oportunitate “de a fura date, de a-i viza
pe dezvoltatorii de vaccinuri si lanturile de aprovizionare”.

"Trebuie sa abordam schimbarile de maine intr-un ecosistem mai amplu. Trebuie sa ne continuam sa ne intrebam:
Cum putem face retelele mai sigure? Cum putem sa ne asiguram ca va exista forta de munca in domeniu adaptata
la asta? Ce inovatii avem nevoie de a schimba paradigma in securitate cibernetica? Raspunsul trebuie sa vina in
urma unor consultari cu toti actorii, de la marile companii, agentii guvernamentale si pana la mediul academic.
Avem nevoie de mai multa colaborare si de mai multa inovare’, a subliniat Brandon Wales.
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After alleged Iranian cyberattack, Israel's Water
Authority beefs up defenses

Israel's Water Authority hired a cybersecurity company to protect its machinery following an
attack on water infrastructure last year that Israel blamed on Iran, the firm said Wednesday.

The company, SIGA OT Solutions, said it signed an agreement with the authority to “to counter cyberthreats to the
machinery and equipment that comprise the critical infrastructure,” as well as defend them against ransomware
attacks.

Last April, six Water Authority facilities were targeted in the cyberattack in which hackers attempted to increase
the amount of chlorine in the water supply to dangerously high levels. The attacks were countered before any
damage could be caused. However, the incident raised major concerns about the ability of the Water Authority
to protect itself from future cyberattacks.

Before receiving the contract, SIGA tested out its cyber defense system SigaGuard at a number of water installations.
According to the firm, the product tracks the underlying electrical signals in the water systems to “detect initial
evolvements of anomalies in the process behavior and gains direct visibility into the operational technologies
process."

"Water utilities are at the forefront of global cyberattacks. But utilities have minimal tolerance for a downtime
in service, and no utility would agree to a hacker deciding whether its infrastructure will operate or not,” Amir
Samoiloff, co-founder and CEO of SIGA, said in a statement.

On Tuesday, the outgoing head of Military Intelligence said Israel is facing constant cyberthreats and will respond
to attacks as it does to any other type of aggression.

“Israel is under constant threat in the cyber dimension, and attacks are sometimes carried out against it. We are
able to deal with most of the threats through advanced defense capabilities,” Maj. Gen. Tamir Hayman said at a
conference at Tel Aviv University.

Hayman said that like in other military theaters, defense alone is not sufficient and "additional steps must be taken
to preserve Israel's [tactical] superiority over our enemies.”

"Those who attack Israel by air, sea, land, or cyber need to understand the risk they are taking,” Hayman declared.

"As seen time and time again, the attacks will be answered accordingly," he warned.

Emanuel Fabian contributed to this report.
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IDF intel chief says Israel under nonstop cyber-
threats, is retaliating

Maj. Gen. Tamir Hayman says defense alone does not suffice, steps must be taken to ‘preserve
Israel's superiority’

The head of Military Intelligence on Tuesday said Israel is facing constant cyber threats and will respond to attacks
as it does to any other type of aggression.

“Israel is under constant threat in the cyber dimension, and attacks are sometimes carried out against it. We are
able to deal with most of the threats through advanced defense capabilities," Maj. Gen. Tamir Hayman said at a
conference at Tel Aviv University.

Hayman said that like in other military theaters, defense alone is not sufficient and “additional steps must be taken
to preserve Israel's [tactical] superiority over our enemies.”

"Those who attack Israel by air, sea, land, or cyber need to understand the risk they are taking,” Hayman declared.
"As seen time and time again, the attacks will be answered accordingly,” he warned.

Hayman also said that during the recent 11-day war between Israel and the Hamas terror group in Gaza, the Israel
Defense Forces used online sources, alongside artificial intelligence and machine learning, to assist in planning
and conducting operations.

“This allowed the IDF to function better, faster, and with fewer casualties,” he said.

This led Military Intelligence officials to declare the Gaza campaign the world's “first Al war."
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Gantz: All rocket fire from Lebanon will be met with
an iron fist

Defense Minister Benny Gantz addressed the Cyber Week which is being held at Tel Aviv
University Tuesday.

Regarding the rocket fire from Lebanese territory early Tuesday morning, he said: “l would like to address the terror
attack that took place on our northern border. The State of Israel is interested in seeing a prosperous, peaceful
and stable Lebanon. Unfortunately, the situation in Lebanon is worsening, since Hezbollah and additional terrorist
organizations are operating against the interests of Lebanese citizens. We have responded overnight to the rocket
fire, which violated Israel's sovereignty. | would like to emphasize that the State of Lebanon is responsible for this
violation. Israel extended a helping hand and offered humanitarian aid to Lebanon, yet every security threat will
be met with an ‘iron fist' from the same hand that was extended. | call on the international community to take
action to return stability to Lebanon.”

On defense export licenses from the Ministry of Defense, Gantz said: “I| wish to address recent developments — we
are aware of recent publications regarding the use of systems developed by certain Israeli cyber companies. Israel,
as a liberal western democracy, controls exports of cyber products in accordance with its defense export control
law, complying with international export control regimes. As a matter of policy, the State of Israel authorizes the
export of cyber products solely to governments, only for lawful use, and exclusively for the purposes of preventing
and investigating crime and terrorism. The countries acquiring these systems must abide by their commitments
to these requirements. We are currently studying the information that is published on the subject.”

Regarding cyber-attacks against Israel, he said: "In recent years there has been a significant increase in the number
of attacks perpetrated by hostile actors, including Iran and its proxies, which seek to access the ICT systems of
Israel's national infrastructure. In the face of this rise - from several individual attacks to dozens of attacks per
year- Israel has been resilient, and demonstrated its technological advance and Qualitative Military Edge."
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Gantz: Lebanon responsible for attack on northern
border

Minister of Defense Benny Gantz addresses participants of Cyber Week at Tel Aviv University.

Today, Minister of Defense Benny Gantz addressed participants of Cyber Week at Tel Aviv University.

“I would like to address the terror attack that took place on our northern border," he said. “The State of Israel is
interested in seeing a prosperous, peaceful and stable Lebanon. Unfortunately, the situation in Lebanon is worsening,
since Hezbollah and additional terrorist organizations are operating against the interests of Lebanese citizens. We
have responded overnight to the rocket fire, which violated Israel's sovereignty. | would like to emphasize that the
State of Lebanon is responsible for this violation. Israel extended a helping hand and offered humanitarian aid to
Lebanon, yet every security threat will be met with an ‘iron fist' from the same hand that was extended. | call on
the international community to take action to return stability to Lebanon.”

On defense export licenses from the Ministry of Defense, he said: “l wish to address recent developments — we are
aware of recent publications regarding the use of systems developed by certain Israeli cyber companies. Israel,
as a liberal western democracy, controls exports of cyber products in accordance with its defense export control
law, complying with international export control regimes. As a matter of policy, the State of Israel authorizes the
export of cyber products solely to governments, only for lawful use, and exclusively for the purposes of preventing
and investigating crime and terrorism. The countries acquiring these systems must abide by their commitments
to these requirements. We are currently studying the information that is published on the subject.”

Regarding cyber-attacks against Israel. he said: "In recent years there has been a significant increase in the number
of attacks perpetrated by hostile actors, including Iran and its proxies, which seek to access the ICT systems of
Israel's national infrastructure. In the face of this rise - from several individual attacks to dozens of attacks per
year- Israel has been resilient, and demonstrated its technological advance and Qualitative Military Edge."
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"Our message is clear — be it a rocket or a keyboard — we will not tolerate anyone who threatens our people,
Gantz said.

Also at the event the “Cyber Shield" award was presented to the IDF for “inspiring and groundbreaking achievements
in promoting Israeli cyber and bringing Israel to the status of a global cyber power," the organizers said.

The award was presented to the head of Military Intelligence Maj.-Gen. Tamir Heiman and the head of the C4l
Directorate Maj.-Gen. Lior Carmeli.

Heiman said that the IDF was able to function "better, faster and with fewer casualties” during the May fighting
due to intelligence that had been gathered from a variety of sources and “fused together” by advanced processing
capabilities such as artificial intelligence and machine learning.

Echoing Gantz, Heiman said that Israel is “under constant threat" in the cyber sphere and is able to deal with them
via advanced defense capabilities.

"As in other sorts of combat, defense alone is not enough. Additional steps must be taken to preserve Israel's
supremacy over our enemies,” he said. "Those who attack Israel by air, sea, land or cyber need to understand the
risk they are taking. As they are able to see time and time again, the attacks will be answered accordingly.”
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Cyber Week: How the Start-Up Nation became
a world leader in cyber tech and investment

* By SETH J. FRANTZMAN

Israel has become one of the world lead-
ers in cybersecurity. One of those who
played a key role in Israel’s pioneering role
in this field, which is now emerging as
one ol the most important aspects of our
global economy and security, is Prof. Isaac
Ben-Israel.

“I was in effect the one in 2010-11 that
was asked by the previous prime minister
Benjamin Netanyahu how to make Israel
one of top five countries in cyber security
and my report was approved and turned
into a government resolution in 2011,”
he says. “That was ten years ago and now
you can see the results around you, the
approach of the report was interdisciplin-
ary, our recommendations were not limit-
ed to technology, but also the other aspects
of our lives.”

Ben-Israel, the director of the Interdisci-
plinary Cyber Research Center at Tel Aviv
University, is an expert in mathematics,
physics and philosophy; he earned his PhD
in 1988. The center at TAU has some 300
members and is interdisciplinary, meaning
it takes into account not just computers
and what we may think of as “cyber” but
also other fields such as experts from social
sciences. Ben-Israel envisioned it this way

It will be one of the focuses of Cyber
Week, the annual summit meeting of the
heads of global and local cyber industry.
Led by the Blavatnik Interdisciplinary
Cyber Research Center at Tel Aviv Univer-
sity along with the Israel National Cyber
Directorate, the Ministry of Economy and
the Ministry of Foreign Affairs, the event
will be held on July 19-22, at Tel Aviv
University this year. Past events have seen
thousands of attendees from dozens of
countries and over 50 roundtables and
workshops.

This year’s conference will be attended
by Prime Minister Naftali Bennett, Defense
Minister Benny Gantz and Minister of Pub-
lic Security, Omer Bar Lev along with doz-
ens of other senior officials from Israel
and abroad. Organizers say it is “a meet-
ing point for prominent cyber experts and
researchers from Israel and around the
world. Senior diplomats and businessmen
bring the latest issues and trends in the
field and in relation to the period, along
with the most updated developments and
information.”

Cyber isn’t just about cyber defense or
cyberattacks, which is how we often hear
aboul this buzzword in the news. It is also
about diplomacy and crisis management
and the new laws that govern cyber issues
around the world. This can include cyber
defenses, artificial intelligence, medicine

‘IN ABSOLUTE numbers, Israeli [cyber] exports are almost 10% of the global market,” says Prof. Isaac Ben-Israel. View of the Tel Aviv
skyline. (Miriam Alster/Flash90)

and cloud storage. Organizers say that the
first marine cyber conference in Israel is
to be held at the Ashdod port in participa-
tion with senior officials from around the
world.

BEN-ISRAEL served in the IDF until retiring
in 2002. During his service, he held posts
in operations, intelligence and weapon
development units and research and devel-
opment in the IDF, according to Tel Aviv
University. He also serves as chairman of
the Israeli Space Agency.

He looks back on those important years
as Israel sought o establish itsell as a cyber
power. “One recommendation was to cre-
ate in every university a cyber research cen-
ter. In those days there was no research on
cybersecurity because it was sensitive and
secret and used by intelligence services. In
Israel, as you know, we have research and

teach cybersecurity now in high schools,
which was one of our recommendations;
that is about building human capital and
also starting with start-ups and [business]
unicorns and then government regulations
and budgets.”

It’s difficult to measure cyber power, he
says. “You can measure jobs, patents, pub-
lications, or how many capabilities were
demonstrated.” Recently the Internation-
al Institute for Security Studies published
an index of leading cyber countries and
found that while the US was the cyber
superpower, Israel is in the second tier of
leaders along with China, Russia, the UK
and others.

Ben-Israel says that in the last year, Isra-
el’s cyber exports have exceeded $7 billion,
which is more than defense exports. “If
you look at the whole business sector glob-
ally, and you look at [the] whole sum and

how much investment from [the] business
sector goes to Israel, in 2018 it was 18% and
2019 it was 26% and in 2020 to 31% and
the first hall of 2021 it is 45% putting Israel
first on the list, more invested in Israel
than the US. In absolute numbers, Israeli
exports are almost 10% of [the] global mar-
ket,” he says. This is massive.

Today we hear a lot aboul cyber attacks.
Ben-Israel notes that in recent years ran-
somware attacks have become common.
This means “someone locks the informa-
tion in your computer and if you don’t
give money they won't give [the] key to
open the lock. The number in [the] last
year or two increased by a huge factor.” As
companies during COVID-19 rely more on
computer communication, this also put
wind in the sails of the ransomware attack-
ers because they can be at the jugular of
international trade. There are other factors
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will influence the Israeli hi-tech world.

“Israel does a lot of innovation for good, but there's also this,"” Shwartz Altshuler said. Scandals like the Pegasus
Project "hurt Israel's good name. Israel is trying to promote hi-tech and be the Start-Up Nation, but the other side
spoils it."

Tabansky pointed to reports on ties between the Kaspersky antivirus software and the Russian government, followed
by a ban on using it on US government computers starting in 2017, or when Edward Snowden leaked evidence in
2013 that the US's NSA was surveilling Americans' phones, plus those of foreign leaders.

"We've been arguing about this for quite a long time,” he said. "Now [the NSO leak] is joining those other major
events." e

THE[ERUSALEM POST

Gantz: Defense Ministry looking into NSO Group
investigation

Israel seeing a significant rise in cyber attacks targeting its national infrastructure.

By ANNA AHRONHEIM

The Defense Ministry is studying the investigation into NSO Group, Defense Minister Benny Gantz said Tuesday
after it was revealed that the Israeli cyber company has been selling spyware to foreign governments to target
journalists and activists.

"We are aware of recent publications regarding the use of systems developed by certain Israeli cyber companies,”
Gantz said Tuesday at Cyber Week at Tel Aviv University, without naming the Herzliya-based company.

On Sunday, the Pegasus Project revealed that the spyware sold by NSO (Pegasus) had been identified on the
phones of individuals targeted by the governments of Azerbaijan, Bahrain, Mexico, Morocco, Rwanda, Saudi Arabia,
Hungary, India, the United Arab Emirates and more.

The investigation was carried out by 17 media organizations and led by the Paris-based journalism nonprofit
Forbidden Stories, and sponsored by Amnesty International. At the center of it was a leaked list of 50,000 phone
numbers belonging to journalists, senior politicians and business people.

Gantz asserted that as a matter of policy Israel authorizes the export of cyber products “solely to governments,
only for lawful use and exclusively for the purposes of preventing and investigating crime and terrorism" and
that the country controls the exports of such products and complies with international export control regimes.

"The countries acquiring these systems must abide by their commitments to these requirements. We are currently
studying the information that is published on the subject,” Gantz said.

In a statement released after the investigation was published, the Defense Ministry said that it will take "appropriate
action" if NSO Group violated the terms of its export licenses or end use certificates.

Touching on cyber in Israel, Gantz said that there has been a "significant increase” in the number of cyberattacks
targeting Israeli national infrastructure in recent years, including by Iran and its proxies.

"Our enemies know no boundaries — just as they fire rockets at civilians, they aim to harm civilian facilities via
cyberspace while endangering human lives,” he said, adding that Israel works around the clock to prevent
cyberattacks and has demonstrated "its technological advance and qualitative military edge.”

Gantz said that a lot of hard work is required to maintain Israel's advantage in the cyber sphere and is working
with partners "around the world" to share information, expertise and develop new capabilities.

Touching on the recent fighting with Gaza, the former chief of staff mentioned the targeting of the AP building
that housed various media outlets as well as Hamas “cyber terrorists under Iranian guidance” who attempted to
damage Israeli infrastructure through cyberattacks.

During the fighting, the IDF also struck the head of Hamas's cyber command, Jamaa Tahla, as well as several
cyberattackers, related equipment and infrastructure used by the terror group’s cyber command.
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Defense Minister Benny Gantz warned at Cyber Week that the government approves cyber products to be sold
only “"to governments and only for lawful use in order to prevent crime and terrorism. Countries who purchase
those systems must adhere to the conditions of use.”

The Knesset Foreign Affairs and Defense Committee also plans to review the matter, with the panel's chairman, Ram
Ben Barak of Yesh Atid saying “we certainly need to take a new look at the whole topic of licenses given by DECA."

“Truth be told," Ben Barak told Army Radio, “[Pegasus] has uncovered a lot of terrorist cells and crime families and
helped many people. If it has been misused, or sold to irresponsible parties, that must be examined.”

Shwartz Altshuler suggested that greater transparency would vastly improve DECA's results. She called for it
to be moved from the Defense Ministry to the Economy Ministry, so that it would be subject to the Freedom of
Information Law.

"All the rot happens behind the scenes," she said. “If there is no transparency, there is corruption.”

The IDI researcher said there are strong ties between members of the defense establishment and cybersecurity
companies like NSO. For example, former IDF chief censor Ariella Ben-Avraham immediately moved to NSO after
leaving the military, and the IDF censors elements of news reporting about NSO, as determined by DECA.

AS FAR as the international implications of the NSO scandal are concerned, a senior Israeli diplomatic source said
that, at the moment, the damage is mostly in the public sphere and not in government-to-government relations,
but there is potential for diplomatic tensions.

The reports come soon after Operation Guardian of the Walls, when there was massive anti-Israel activity. Soon
after the NSO story broke, Ben & Jerry's announced that it will stop doing business in Judea and Samaria, and its
board said it wants to boycott Israel entirely. Cybersecurity and ice cream don't have a lot to do with each other,
but the negative stories about Israel compound each other.

The NSO story specifically “connects us to countries that are not ‘like-minded,” meaning not liberal democracies,
the diplomatic source said. "From the outside, it makes us look like facilitators of countries with human rights
problems."

For example, prominent political scientist and a former minister in the Portuguese government Bruno Macaes,
who has a history of support for Israel, pointed to the fact that Hungary blocks anti-Israel decisions in the EU and
was an authorized NSO client. Macaes tweeted: "So am | right in concluding that Israel is part of the global forces
spreading autocracy worldwide?... Israel seems to have decided its national interest is advanced by supporting
autocracies.”

Still, the diplomatic source argued that criticism in that vein “ignores the fact that other countries sell similar
products.”

Tabansky said "it's very easy to create an association between the wicked activities of an Israeli company and the
State of Israel or the Jews in general. That is obviously not a new phenomenon; we know how this works.

“Nobody talked about the truck manufacturers in terrorist attacks in Nice or Berlin," he added.

Shwartz Altshuler said that Israel may lose cybersecurity as a tool that it used to improve its international relations,
"but maybe it's justified.

“Part of our pride is that we're the Start-Up Nation, which is how we draw big companies to open research and
development centers here," she said. “There has been a lot of pressure on Facebook to close its center in Israel in
the wake of Guardian of the Walls.... If Israeli technology has the reputation of being arms dealers, think how that

used Israeli technology as a way of strengthening Israel's diplomatic standing, bringing it closer to more countries.

But the prestige of Israeli cybersecurity prowess has taken a hit following the NSO report, which has dented Israel's
public image at a sensitive time and could have negative reverberations in its foreign relations. The report also
revealed weaknesses in how Israel regulates sales of defense technology.

PEGASUS IS not a classic cybersecurity product, in that it is not purely defensive. It is considered a “"dual use"
product — meaning, it can be weaponized — and as such, it needs multiple authorizations from the Defense Export
Controls Agency before each sale is made.

DECA was established in 2006, after Israel tried to sell airborne early-warning systems to China, infuriating the
US, which demanded greater regulation of Israeli arms deals.

Today, any security-related product must go through four stages before a sale. First, the company must register
as a security exporter. Next, it needs to register each product it wants to sell; about 20% of the products are
confidential, and dealing with them requires a security clearance, ranging from protected to top secret.

Next, the company needs a marketing license for the product, which means permission to negotiate a deal with
a specific country about a specific product. A new license is required for each product in each country.

The final step is for DECA to review the deal and give authorization to sell the product.

Israel's considerations in providing licenses include its immediate security needs, such as ensuring the defense
technology won't get into Iran's hands, as well as international relations, as in the case of the American uproar over
selling Phalcon airborne early-warning systems to China, and as such the Foreign Ministry is also involved in DECA.

Dr. Lior Tabansky, head of research development for the Blavatnik Interdisciplinary Cyber Research Center at
Tel Aviv University, which organizes Cyber Week, argued on this week'’s Jerusalem Post podcast that, because
of the heavy government regulation, Pegasus is "definitely not exported to countries that are known abusers of
international norms and liberties.

"The publication of this week is completely strange because there really is no connection between the list of
phone numbers that they call evidence and NSQO's potential customers,” he said.

Tabansky also said that NSO sells to governments, which in turn decide whom to target: “That's not something
that is up to the decisions of tech providers."

Plus, in the case of NSO, it has an internal auditing program to assess risks prior and during the contract. If someone
is caught abusing its product, NSO can stop giving the government agency access to it.

However, Tehilla Shwartz Altshuler, head of the Democracy in the Information Age program at the Israel Democracy
Institute, said that defense exports have "the heaviest requlation in the market,” and therefore “there is no way
the State of Israel didn't know who NSO is selling to, what it's selling and under what conditions.”

The NSO story has been framed by much of the international media as something wrong that Israel has done,
while much of the Israeli media has reported it as though NSO is a private company doing bad things, Shwartz
Altshuler said, calling the Israeli framing “nonsense.”

"There is nothing they sold that wasn't encouraged by the state," she posited.

THE DEFENSE Ministry, Foreign Ministry, Justice Ministry, Mossad and other Israeli government agencies are now
working on a task force to look into the media reports about NSO and determine if something went wrong in the
regulatory process.
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Gantz: We're considering
probe into NSO Group

Israel sees sharp rise in cyber attacks targeting infrastructure

* By ANNA AHRONHEIM

The Defense Minisltry is studying the inves-
tigation into NSO Group, Defense Minis-
ter Benny Gantz said Tuesday after it was
revealed that the Israeli cyber company has
been selling spyware to foreign governments
to largel journalists and activists.

“We are aware of recent publications regard-
ing the use of systems developed by certain
Israeli cyber companies,” Gantz said Tuesday
at Cyber Week at Tel Aviv University, without
naming the Herzliya-based company.

On Sunday, the Pegasus Project revealed
that the spyware sold by NSO (Pegasus) had
been identified on the phones of individuals
targeted by the governments of Azerbaijan,
Bahrain, Mexico, Morocco, Rwanda, Saudi
Arabia, Hungary, India, the United Arab
Emirates and more.

The investigation was carried out by 17
media organizations and led by the Par-
is-based journalism nonprofit Forbidden
Stories, and sponsored by Amnesty Inter-
national. At the center of it was a leaked
list of 50,000 phone numbers belonging to
journalists, senior politicians and business
people.

Ganlz asserted that as a malter of policy
Israel authorizes the export of cyber products
“solely to governments, only for lawful use
and exclusively for the purposes of prevent-
ing and investigating crime and terrorism”
and that the country controls the exports
of such products and complies with interna-
tional export control regimes.

“The countries acquiring these systems
must abide by their commitments to these
requirements. We are currently studying the
information that is published on the sub-
jecl,” Ganlz said.

In a statement released after the investi-
gation was published, the Defense Ministry
said that it will take “appropriate action” if
NSO Group violated the terms of its export
licenses or end use certificates.

Touching on cyber in Israel, Gantz said
that there has been a “signiticant increase”
in the number of cyberattacks targeling
Israeli nalional inlrastructure in recent years,
including by Iran and its proxies.

“Our enemies know no boundaries - just
as they fire rockets at civilians, they aim to

——— A
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DEFENSE MINISTER Benny Gantz addresses Cyber Week at Tel Aviv University yesterday.

(Chen Galili/Tel Aviv University Cyber Week)

harm civilian facilities via cyberspace while
endangering human lives,” he said, adding
that Israel works around the clock to prevent
cyberatlacks and has demonstrated “its tech-
nological advance and qualitative military
edge.”

Gantzsaid that a lot of hard work is required
to maintain Israel’s advantage in the cyber
sphere and is working with partners “around
the world” to share information, expertise
and develop new capabilities.

Touching on the recent fighting with Gaza,
the former chief of staff mentioned the tar-
geting of the AP building that housed various
media outlets as well as Hamas “cyber lerror-
ists under Iranian guidance” who attempt-
ed o damage Israeli infrastructure through
cyberattacks.

During the fighting, the IDF also struck
the head of Hamas’s cyber command, Jamaa
Tahla, as well as several cyberatlackers, relat-
ed equipment and infrastructure used by the
terror group’s cyber command.

“Our message is clear - be il a rockel or a
keyboard - we will not tolerate anyone who
threatens our people,” Gantz said.

Also at the event the “Cyber Shield” award

was presented (o the IDF for “inspiring and
groundbreaking achievements in promoting
Israeli cyber and bringing Israel to the status
ol a global cyber power,” the organizers said.

The award was presented to Lhe head of
Military Intelligence Maj.-Gen. Tamir Hei-
man and the head of the C4I Directorate
Maj.-Gen. Lior Carmeli.

Heiman said thal the IDF was able to [unc-
tion “better, faster and with [ewer casualties”
during the May fighting due to intelligence
that had been gathered from a variety of
sources and “fused together” by advanced
processing capabilities such as artificial intel-
ligence and machine learning.

Echoing Gantz, Heiman said that Israel is
“under constanl threat” in the cyber sphere
and is able to deal with them via advanced
defense capabilities.

“As in other sorts of combat, defense alone
is not enough. Additional steps must be
taken (o preserve Israel’s supremacy over our
enemies,” he said. “Those who attack Israel
by air, sea, land or cyber need to understand
the risk they are laking. As they are able lo
see time and lime again, the attacks will be
answered accordingly.“

ERUSALEM POST

NSO, surveillance and the double-edged sword of
the Start-Up Nation

The damning reports on the controversial tech company raise questions about how Israeli
defense exports are regulated, and put a dent in Israel's prestige as a cybersecurity giant

By LAHAV HARKOV

This week, media outlets around the world published an investigation by Paris-based media nonprofit Forbidden
Stories, in cooperation with Amnesty International, that claimed that Israeli firm NSQ's Pegasus software was being
used by governments to hack journalists, activists and even national leaders and royalty.

Pegasus was meant to give law enforcement and intelligence agencies access to criminals' and terrorists'
smartphones, but the reports in 17 media outlets said they had a leaked list over 50,000 phone numbers of “people
of interest” to NSQO's clients in countries with which Israel has grown closer in recent years, such as Saudi Arabia,
the UAE, Bahrain, Azerbaijan, Hungary and India.

Those targets included leaders such as French President Emmanuel Macron, Pakistani Prime Minister Imran Khan
and Moroccan King Mohammad VI, and 180 journalists, including one who was murdered in Mexico after reporting
on government corruption, as well as countless activists and dissidents.cyberattackers, related equipment and
infrastructure used by the terror group's cyber command.

NSO, however, said it investigated the claims and the report is “full of wrong assumptions and uncorroborated
theories." The list on which the news stories rely is easily accessible data that have nothing to do with the NSO
customer list and did not come from its servers, the company said.

In addition, NSO does not operate its system once it is sold to its clients, which are all law enforcement and
intelligence agencies of governments approved by the Israeli government for the sale.

Days later, Prime Minister Naftali Bennett stood on a stage and hailed Israel's cybersecurity industry, in which he
made his fortune as the CEO of Cyota 15 years ago. Bennett announced at Cyber Week, an annual international
conference at Tel Aviv University, that Israel would be launching the “Global Cybernet Shield,” a network that like-
minded countries can join to warn one another against cyberattacks and threats.

The Global Cybernet Shield, which is still in development, is an international version of Cybernet, Israel's domestic
cyber defense network, led by the Israel National Cyber Directorate with over 1,500 members, including government
ministries and major corporations. The National Cyber Directorate uses Cybernet to swiftly disseminate warnings
about cyberattacks and isolate online viruses so they don't spread, as well as to explain to organizations how to
prepare their systems.

Israel is the first and possibly only country to have such a network, National Cyber Directorate Executive Director of
Strategy and International Cooperation Aviram Atzaba explained this week, and foreign governments' cybersecurity
units have expressed interest in joining it.

Bennett's idea to take Cybernet global is not only a smart way of protecting Israel and its allies from cyberattacks
by bad actors such as Iran, which he singled out for opprobrium in his speech. Israeli prime ministers have long



Y Cyber Week

July 19t-2274, 2021

Tel Aviv University, Isragl

% "|£'C|2C @O@ V ‘ HF; Cyber Israel

‘ . National Cyber Difectorat
Yuval Ne‘eman Workshop Blavatnik Interdisciplinary TELAVIV NO'0YAIN ationg’ Lyber Ljectoratq

for Science, Technology and Security Cyber Research Center UNIVERSITY  JAN'IN
Tel Aviv University

In cooperation with: L CYDER @
P ; ALLIANCE .

THEJERUSALEM POST

PM Bennett: We won't tolerate rocket fire from
Lebanon

Two rockets were fired from south Lebanon towards Israel early Tuesday morning, IDF
responded with tank fire.

By ANNA AHRONHEIM

Israel will not tolerate rocket fire from Lebanon, Prime Minister Naftali Bennett said Tuesday after two rockets were
fired into Israeli territory early in the morning.

“I say this sharply and clearly: We will not allow harm to Israel's sovereignty and security," he said during a visit
to Ma'alot-Tarshiha in the Upper Galilee several hours after the rocket fire. “Whoever tries to harm us will pay a
painful price."

“Lebanon is on the verge of collapse, like any country in which Iran bases itself,” Bennett said. "Its citizens were taken
hostage by [Iranian Supreme Leader Ayatollah Ali] Khamenei and [Hezbollah Secretary-General Hassan] Nasrallah
for the sake of Iranian interests... This is unfortunate, but we will not accept a spillover of the situation in Lebanon
into Israel."cyberattackers, related equipment and infrastructure used by the terror group's cyber command.

The two rockets were fired at northern Israel from Lebanon at around 4 a.m. Tuesday morning, setting off incoming
rocket sirens in communities along the border, including Rosh Hanikra, Shlomi, Kibbutz Kabri (near Nahariya) and
Hanita.

One rocket was intercepted by the Iron Dome air-defense system, and the other fell harmlessly in an open field,
the IDF said. There were no casualties or damage, and there were no special instructions for residents, it said. In
response, the IDF fired tank shells toward Hamoul Valley from where the rockets had been fired, it said.

Lebanon was responsible for the rocket fire, Defense Minister Benny Gantz said.

“Lebanon is responsible for the nighttime firing because it allows terrorist acts from inside its territory," he said. “The
State of Israel will act in the face of any threat to its sovereignty and its citizens and will respond in accordance
with its interests at the relevant time and place.”

Israel wants to see a "prosperous, peaceful and stable Lebanon,” Gantz said later at Tel Aviv University's Cyber
Week cybersecurity conference, adding that the situation is worsening because of Hezbollah and other terrorist
groups that are acting against the interests of Lebanese citizens.

“Israel extended a helping hand and offered humanitarian aid to Lebanon,” he said. “But every security threat will
be met with an iron fist from the same hand that was extended.”

Lebanon was in a state of collapse, and Hezbollah had a role in that, but Israel will not accept any sort of rocket
fire due to that internal state of affairs, IDF Chief of Staff Lt.-Gen. Aviv Kohavi said.

"We will respond in an overt or covert way, or both together, to all violations of our sovereignty from Lebanon —
whoever it is," he said.

The attack came several hours after clashes on the Temple Mount between police and Muslim protesters on Tisha

Be'av and ahead of Eid al-Adha (Feast of the Sacrifice).

The rocket fire also came a year after a junior Hezbollah operative was killed in an alleged Israeli airstrike in Syria,
an attack for which Hezbollah vowed to take revenge.

In May, during Operation Guardian of the Walls, a dozen rockets were fired into Israel from the same area in
Lebanon. Several people were injured while running to find shelter.

For the first time since the Second Lebanon War in 2006, incoming rocket sirens were activated in the Lower
Galilee and Haifa's bayside suburbs of Kiryat Bialik and Kiryat Motzkin after four rockets were fired.

Several days earlier, six rockets were fired from Rachaya Al Foukhar, north of Kfarchouba in southern Lebanon. They
all landed inside Lebanese territory, the IDF said, adding that one of them might have reached Israel. In responseg,
the IDF fired more than 20 tank and artillery shells toward the source of the rocket launches.

It is still unclear who fired the rockets early on Tuesday morning, but the IDF believes it was the same Palestinian
militants who fired the rockets in May. Hezbollah is not believed to be behind the rocket fire.

The Lebanese army said three Grad rocket launchers were found in Al Qulaya'ah, “one of them with a missile
prepared for firing, and it was then disabled by specialized army units,” Lebanon's MTV News reported.

The United Nations peacekeepers said in a statement: "UNIFIL radar monitored the firing of rockets from the
northwest area of Qalila towards Israel and then spotted artillery fire from the Israeli army.”

UNIFIL, which opened an investigation into the incident, said it was “in direct contact with the Lebanese army
and Israel” and is "urging maximum restraint to avoid further escalation.”

With the Lebanese economy in a free fall, the IDF is concerned that there may be an increase of incidents along
its northern border, Col. Raz Haimlich, commander of the Artillery Corps Fire Brigade 411th "Keren" Battalion, told
The Jerusalem Post in a recent interview.

“The Lebanese economy is not good, and that can lead to things happening on the border," he said.

Haimlich's battalion has responded to several incidents along the Lebanese border, including during the recent
fighting with Hamas in the Gaza Strip, when Lebanese rioters damaged the border fence and crossed into Israel
near Metulla.

The rocket fire on Tuesday came shortly after Israel was said to have struck targets near Al-Safirah in Syria's Aleppo
province. The strikes targeted a weapons depot belonging to Iranian-backed militias inside Syrian Army bases,
according to the UK-based Syrian Observatory for Human Rights.
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The most notable event was the espionage campaign that compromised the IT firm SolarWind's software and
impacted 18,000 organizations around the world, including 9 U.S. federal agencies. The incident was characterized
by the U.S. federal administration as exceeding the accepted acts of cyber espionage. Recent major incidents
also include the Accellion File Transfer Application breach which affected government financial agencies, oil
companies, hospitals and universities, the breach into IT firm SITA, which affected millions of airline passengers
and the breach into IT firm Kaseya which infected hundreds of its customers with ransomware.

Supply chain attacks prompted governmental responses, the broadest of which was an executive order to strengthen
federal cybersecurity, signed by President Biden last May. Among many other cybersecurity-related clauses, the
order directs the Director of the National Institute of Standards and Technology (NIST) to identify and develop
new standards, tools and best practices to evaluate software security and security practices of developers and
suppliers. Accordingly, Israel’'s National Cyber Directorate (INCD) announced a new initiative that sets cybersecurity
standards for web hosting services.

3. Influence Operations

Influence operations remain a widespread phenomenon and a strategy of choice for nation-state actors and
foreign governments seeking to change public opinion, interfere in democratic procedures, and exacerbate societal
tensions. These include disinformation and fake news campaigns aimed at undermining the public's confidence
in COVID-19 vaccines, hack & leak operations aimed at embarrassing public figures, the spread of fake news on
sensitive issues in order to polarize societies and more.

According to the U.S. intelligence's Global Trends report from 2021, disinformation campaigns are likely to proliferate
in the coming years while determining what is true will become increasingly difficult.

Emerging technologies, such as Artificial Intelligence (Al) are accelerating influence operations and disinformation
campaigns rendering them more widespread, sophisticated and difficult to detect. In January, social media analysis
company Graphika identified a network of fake Twitter accounts using profile pictures that were artificially created
by deep learning techniques (GANSs). The accounts had published automated content and texts attacking the
Belgian government's decision to limit the access of Chinese companies to the country's 5G networks layout
project. According to the annual security assessment of Estonia's Foreign Intelligence Service, Russia's intelligence
agencies seek to further develop 'Deepfake’ technologies and are likely to exploit them as part of future influence
operations aimed to sow discord among Western societies.

4, Critical Infrastructure

Critical Infrastructure continues to serve as a prime target for nation-state actors and criminals. Aside from
incidents such as the attack on the U.S. largest pipeline operator Colonial Pipeline, other critical infrastructure
facilities were attacked in order to cause physical damage. In January and February, water treatment facilities in
California and Florida were targeted by unidentified hackers utilizing credentials for old TeamViewer software
and outdated operating systems.

The phenomenon of cyberattacks on critical infrastructure also continues as part of conflicts between nation-
states, portraying another means to establish deterrence and cause physical damage. In February, Recorded Future
released a report analyzing the electricity outage that had taken place in the city of Mumbai in October 2020. The
report suggests it was a part of a broader Chinese response to a border dispute in the Galwan Valley.

5. Increasing role of Artificial Intelligence

Governments and international organizations continue to prepare for the adoption and use by cyber attackers of
emerging technologies, such as artificial intelligence (Al), and formulate principles and ethical guidelines for its
use and development.

In January, the European Parliament voted in favor of a call for an EU legal framework on Al. The framework includes
Al definitions and ethical quiding principles for military and non-military use. The report calls to limit the use and
development of lethal autonomous weapon systems (LAWS), to maintain human control and decision making
in the public health and justice systems and to ban highly intrusive Al technologies that may be used for mass
surveillance. In April, the European Commission proposed a legal framework in an attempt to set global standards
for key Al technologies. The proposal limits the use of Al in critical infrastructure sectors and in law enforcement,
immigration and social scoring for general purposes done by public authorities.

In February, the Australian Department of Defence released a report noting that cybersecurity will be a key
component in achieving and preserving autonomous systems' trust and integrity. According to the report, Al systems
must be resilient as well as their communication feeds and training datasets. In addition, the UK's Government
Communications Headquarters (GCHQ) published a report outlining how the agency plans to ensure a transparent,
ethical and proportional use of Al for national security.

A Way Forward

Despite increased governmental attention to cybersecurity, existing cyber threats are here to stay and are likely
to evolve at a faster pace than implemented countermeasures. The pace of threat evolution will be dictated by
the pace of digital transformation accelerated by global human crises, such as the COVID-19 pandemic as well
as breakthroughs in emerging and disruptive technologies. The growth and proliferation of cyber threats and
their intersection with emerging technologies necessitates a coordinated international response that includes
information sharing on new threats between governments and between governments and the private sector,
cooperation between law enforcement agencies, and an intergovernmental mechanism to inflict costs on foreign
governments involved in cyberattacks on critical sectors.

Omree Wechsler is a Senior Researcher at the Yuval Ne’eman Workshop for Science, Technology and Security
at Tel Aviv University. Wechsler's report will be presented during Cyber Week 2021 to be held at Tel Aviv
University in collaboration with the National Cyber Directorate, the Ministry of Economy, the Ministry of
Foreign Affairs, between July 19-22,
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I ne samo to, u svemu tome rame uz rame sa njima ucestvuje i univerzitet Ben Gurion, koji uveliko "pravi" kadrove
Za programe specijalizovane za sajber tehnologiju i bezbednost. Kampus univerziteta tik je uz tehnoloski park u Ber
Sevi, u kome ne manjka ni istrazivackih centara. U prevodu, jedan miks edukacije i prakse, sve na jednom mestu.

Sestrinski Nis

Inace, izraelski grad Ber Seva i srpski Ni$ su takozvani sestrinski gradovi. Jo$ jedna zanimljivost, pre izvesnog
vremena je formirana Srpsko-lzraelska asocijacija sa ciljem da radi na promociji i ohrabrivanju saradnje sa Izraelom.
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The 5 biggest global cyber threats of 2021

“Despite increased governmental attention to cybersecurity, existing cyber threats are here
to stay and are likely to evolve at a faster pace than implemented countermeasures,” writes
Omree Wechsler, a Senior Researcher at Tel Aviv University

Omree Wechsler

The COVID-19 pandemic and the need to communicate and work remotely have increased our dependence on
computers and the internet, accelerating cyber risks, or what could be defined as the cyber pandemic. From its
initial outbreak, through 2020 and well into 2021, many trends that were witnessed in 2020, such as the sharp
increase in supply chain attacks and customized ransomware campaigns, as well as attacks on the healthcare
sector, continue to wreak havoc on business and government agencies and are not likely to disappear.

1. The Ransomware Threat

While ransomware is not a new threat, threat actors are growing bolder and more sophisticated as their methodologies
are evolving. One of the current main trends is the employment of additional extortion tactics such as leaking stolen
information, publishing the incident to the media, notifying the victim’'s partners and customers of the incident
etc. Another trend is the rise of the Ransomware-as-a-Service (RaaS) business model that allows ransomware
developers to lease their tools and techniques to other criminals. thus giving them access to sophisticated tools
and methods.

Several ransomware incidents made headlines since the beginning of 2021 and drew a prompt reaction from
governments. These include the attack on the U.S. largest pipeline operator, Colonial Pipeline, which caused fuel
supply disruptions in southeastern states, and the attack on the world's largest meatpacking company, JBS.

The damage caused, along with the headlines, have pushed governments, led by the Biden administration to seek
solutions. Many of the solutions pursued focused on coordinating government-wide efforts and law enforcement
operations aimed at disrupting and deterring cybercriminal groups operating from foreign countries as well as
rendering the ransomware market unprofitable by seizing the ransom paid.

In the international arena, the U.S. has promoted the discussion on ransomware and the role of cryptocurrency in
cyberattacks within NATO's and the G7 leaders’ summits. According to the declaration of the G7 countries, countries
that harbor ransomware groups will be held accountable for their lack of action. It may be the first signal of an
international cooperation aimed at combating the phenomenon.

they need to understand that today they are facing state-sponsored levels (of cybercrime).”
2. Supply Chain Attacks

Attacks on supply chains that comprise a third party’s software or services to access their customers' systems
and networks sent shockwaves throughout the world with an unprecedented scale and sophistication.
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SVETSKA SAIJBER SUPERILA Izrael se za deceniju
popeo ha sam svetski vrh: Glavni tehnoloski grad im
je usred pustinje, koji ima veze sa jednim mestom U

SRBIJI (VIDEO)

Ni po ekonomskoj, ni po vojnoj moci, niti po energentima, ali ako je re¢ o industriji sajber bezbednosti, Izrael se
svrstao na listu supersila i to rame uz rame sa najrazvijenijim i najbogatijim zemljama sveta.

I ne samo da se na toj listi nalazi, ve¢ se u sam njen vrh popeo za maltene jednu deceniju, a tamosnji “nou hau"
(know how) postao je jedan od vodecih izvoznih “proizvoda". Da je tako, svedoce i podaci koji kazu da su ulaganja
u sajber tehnologiju prosle godine bila gotovo tri milijarde dolara, $to je bio rekordan iznos.

Medutim, 2021. godina tek obec¢ava jer su investicije za samo Sest meseci premasile proslogodisnje (3,3 milijarde
dolara), i potpuno je jasno da se na tome nece stati.

Sve ovo nije samo "izraelska stvar”, jer su tamosnji proizvodi na polju sajber bezbednosti, starapovi koji se bave
ovom oblasc¢u (ima ih vise 1.000) i strucnjaci koji se prave od maltene malih nogu, postali globalni igraci koji
Cuvaju svetske firme, infrastrukturu raznih zemalja, banke, finansijske insitucije, transport, zdravstvene sisteme,
energetske sektore...

U prevodu, granice vise ne postoje, njih ne poznaju ni oni koji su ¢uvani ni oni koji napadaju, a sve se deSava
maltene iz fotelje, i to je nesto Sto danas gotovo svi prepoznaju kao potencijalnu opasnost za sopstvene poslove,
kompanije, podatke, i uopste svakodnevni Zivot.

Sajber stit kao vakcina

Otuda ovih dana stize i jedan globalni predlog, i to od izraelskog premijera Naftalija Beneta, koji je pozvao sve one
koji razmisljaju na slican nacin kao i Izraelci, koji ne samo da su svesni ovakvih pretnji, ve¢ ih i sa velikim uspehom
sprecavaju i to veoma uspesno.

On je tokom “Sajber nedelje" koja je odrzana u Tel Avivu pozvao partnerske vlade da se pridruze mrezi za otkrivanje,
upozoravanja i reagovanja na sajber napade i to u realnom vremenu.

Pozvao je i na zajednicki rad na razvoju reSenja koje je ¢ak nazvao i "vakcinom”, koja bi mogle da “prime" sve zemlje
koje se odluce da postanu deo mreze.

- Ujedinjeni stojimo, razjedinjeni padamo - rekao je on, dodavsi da sajber pretnje predstavljaju jednu od najvecih
pretnji bezbednosti u Izraelu i svetu.

Da bi ovo, zapravo moglo da uspe, svedoci i podatak da Izrael danas ima saradnju u oblasti sajber bezbednosti sa
cak 90 zemalja.

Svaka peta kompanija zrtva napada

A kako bi ona mogla da izgleda? Nesto poput izraelskog Nacionalnog sajber direktorata, koja je zaduzen za nacionalnu
sajber odbranu citave zemlje, ukljucujuci i privatni sektor, pojedince i privatna lica.
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Koliko sajber napadi ne da nisu daleko od svakodnevnog zivota, ve¢ su njegov sastavni deo, posvedocio je i Igal
Una, Sef izraelske Nacionalne direkcije, koji objasnjava da pretnje stizu sa svih strana, i da su napadi ove vrste u
porastu. llustracije radi, jedna od pet kompanija u Izraelu postala je tokom prosle godine Zrtva ove vrste napada.

A te zrtve su sve, samo ne obi¢ne. Una je pojasnio da su ¢ak polovina napadnutih bile kompanije visoke tehnologije,
a viSe od 40 odsto radilo se o0 napadima na velika preduzec¢a. Imao je i primer: sajber napadi su u proseku izazivali
zastoje u radu od oko 16 dana, kao i da je prosecna prosecna otkupnina placena u Americi zbog njih u proseku
bila 178.000 dolara.

Drugi primer je jo$ konkretniji: Tokom skorasnjih borbi u pojasu Gaze, Hamas koga Izraelci smatraju teroristickom
grupom, pokusao je upravo sajber napade na lzrael.

- Uspeli smo da “skinemo glavu” njihovom sajber Sefu i drugim sajber teroristima - rekao je on.
Mete su voda, struja, hrana...

Ratovi se danas, ¢ini se, on onih svima na zalost dobro poznatih, premestaju na jedan sasvim novi teren - virtuelni,
ali sa stetama koje je ranije bilo tesko zamisliti, a meta moze biti sve: voda, struja, hrana, saobraca;...

Kako se doSlo do ovoga?

Primer bi mogao biti avion, kojim pilot ne upravlja samostalno, vec¢ to ¢ini uz pomoc¢ kompjutera, i dovoljan je samo
jedan hakerski napad da bi se softver promenio, a posledice postale nesagledive.

- Shvatili smo da se takve stvari mogu desiti svakom sistemu koji koristi kompjuter, i odatle zapravo pocinje prica o
bezbednosti i sigurnosti - objasnjava profesor Isak Ben Izrael sa Univerziteta u Tel Avivu, koji je inaCe penzionisani
general, bivseg Sef izraelske Sluzbe za sajber bezbednost i zapravo ¢ovek koji je, prakticno, postavio na noge ono
Sto Izrael danas radi na polju sajber bezbednosti.

Poziv Natanjahua

Pre gotovo 20 godina, zemlja postaje medu prvima u svetu koja osniva nacionalnu sluzbu protiv sajber napada,
a ovaj profesor ukljucen je u to od samog pocetka. Prica i da ga je pre vise od 10 godina bivsi izraelski premijer
Benjamin Natanjahu pozvao da, kako kaze, “napravi plan o novom dobu koje dolazi".

- Rekao sam da mozemo da napravimo ljudski kapital za ono Sto dolazi, koji ¢e biti spremni za novo vreme koje
stize. Predlozio sam, izmedu ostalog, da se u svim Skolama i univerzitetima pokrenu programi u vezi sa sajber
tehnologijom - pojasnjava profesor.

Rezultat toga je danas i visSe nego jasan: start ap kompanije kojih je u Izraelu veliki broj, zajednicki rad drzave, skola,
univerziteta i vojske, veliki broj inzinjera koji se ovim poslovima bave, od bezbednosti do razvoja novih tehnologija
u svim oblastima.

Sajber grad u pustinji

Dobar deo svega toga dogada se ni manje ni vise nego u izraelskoj pustinji Negeyv, tacnije u gradu Ber Seva, koji je
od jednog obicnog gradica postao glavni sajber grad cele zemlje sa vise od 2.000 inzinjera, u kome su smestene
ispostave najvecih svetskih IT kompanija, od “Dojce telekoma", preko IBM-a, do “Pej pala”.
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Beware the Trojan ‘cyber horse’

The head of a Cyber Horse exhibit, constructed with used computer and mobile phone parts infected by viruses
and malware, is displayed near the entrance to the Cyber Week conference at Tel Aviv University in Israel yesterday.
Israel-based creative group No, No, No, No, No, Yes, who sculpted the Cyber Horse in reference to the Trojan horse
in Greek mythology, had sought to make a statement about the hazardous effects of malware, with the horse
symbolising a carrier of potentially "bad news" attempting to infiltrate cyberspace.
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This is where we stand

PM calls for ‘global defense shield’' against cyber
threats

According to the Israel National Cyber Directorate, one in five Israeli businesses and about
47% of Israeli high-tech firms suffered a cyberattack in 2020.

By Ariel Kahana, Guy Levy and JNS
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Speaking at the annual Cyber Week conference at Tel Aviv University Bennet said, "We have already signed
agreements with a dozen countries — instead of each country or company being alone the defense will be
integrated. We invite good countries to join us in this initiative."

Israel decided an international effort was needed after reaching the conclusion that recent threats to cybersecurity
were too great for any one country to handle alone, according to the report.

The prime minister also spoke of establishing a cyber center in Beersheba, saying, "For every $100 invested in
cyber, $41 is invested in Israeli cyber.”

Israel National Cyber Directorate Head Yigal Unna, who also spoke at the conference, presented statistics regarding
cyberattacks during the past year, according to which one in five Israeli businesses suffered an online attack in
2020.

About 47% of Israeli high-tech companies were attacked last year as well. The high numbers are not unique to
Israel and were spurred in part by the coronavirus pandemic that led to a jump in cybercrime, he said.

Subscribe to Israel Hayom's daily newsletter and never miss our top stories!

"Everything is under attack. Why is that? Because it's easy," said Bennett. "If you want to attack, the best, easiest
and cheapest method is through a cyber attack. That is why it will increase as time goes on. | believe cyberattacks
have become one of the significant threats to world peace.”
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Bennett invites allies to form joint global cyber
security network

Prime Minister Naftali Bennett said he views cyberattacks as one of the greatest threats not
only to Israel's national security, but to that of the world
By LAHAV HARKOV

Israel is launching an international cybersecurity network for like-minded countries to fight threats together,
Prime Minister Naftali Bennett announced at the Cyber Week conference at Tel Aviv University on Wednesday.

“Israel is opening up and announcing a Global Cybernet Shield," Bennett said. “If you try and fight alone, you're
going to lose. If you fight together, you're going to win."

Israel already has dozens of memoranda of understanding with other countries on cybersecurity, the prime minister
said, but the Global Cybernet Shield is meant to "bring it to the next level of online, real-time network defense.”

cyberattackers, related equipment and infrastructure used by the terror group’s cyber command.

The shield is still in development, and is meant to be an international version of Israel's “Cybernet” online-defense
system.

“I'invite all like-minded countries to join today. Call Yigal Unna," Bennett said, referring to the director of Israel's
National Cyber Directorate (INCD).

Bennett, the former CEO of a cybersecurity company, gave a TED-style speech at Cyber Week titled “Israel's
Cyber Defense —What's Coming Next." He walked across an empty stage with a visual presentation behind him,
featuring slides that showed the components of Israel's cyber defense network, and a map of the world with
arrows emanating from Iran to show who it has threatened with cyberattacks.

"Everything is under attack: our water, electricity, food, airplanes, cars. Everything is vulnerable,” Bennett warned.
The prime minister pointed out that cyberattacks are much easier than traditional ones.

“If you're a bad country trying to harm or attack someone else, in the past you needed to send an airplane with
commandos or a bomber, but today, the best ROI" — return on investment — "is a cyberattack. You just need brains,
knowledge, experience and a good Internet line. That's as easy as it gets,” Bennett said.

"Today, the biggest bang for your buck in trying to attack another country, industry or anyone is a cyberattack,
and that's why it's going to happen more and more," he said.

Bennett said he views cyberattacks as one of the greatest threats not only to Israel's national security, but to that
of the world.

The Global Cybernet Shield would use the “principles of connectivity” Israel uses for cyber defense internally, but
on an international level, he explained.

THIS PRINCIPLE is put into practice in the way the private and public sectors work together to defend Israel from
cyberattacks.

The INCD is tasked with defending the state's critical infrastructure from attack, but it also has a shared responsibility
for the private sector.

Bennett compared a cybersecurity threat to a pickpocket on a bus; if one person loudly declares what the
pickpocket is doing, others will know how to defend themselves.

Private companies are able to contact the directorate when they are under attack, which shares information
across Israel.

“If one of those countries out there are attacking one of our companies, we want everyone else to know," Bennett
said.

Aviram Atzaba, INCD executive director of strategy and international cooperation, explained that Israel developed its
Cybernet system several years ago, in which over 1,500 organizations, including major Israeli companies, government
ministries and more, share information about cyberattacks. Companies send warnings to the directorate, which
anonymizes the messages and sends them to all the network's members.

"We can spread information without compromising the company that was attacked, and thus stop a pandemic in
the cyber world,” Atzaba explained.

In the newest edition of Cybernet, the INCD also sends the organizations information on how to defend themselves
by patching their own systems.

The system's major advantage is its speed in warning organizations about attacks, Atzaba said.

The system has been very successful in Israel, he said, and foreign cybersecurity units have expressed interest in
joining. Bennett himself suggested that the network be made international to allow like-minded states to cooperate
in the cyber-defense effort.

In his address, Bennett also acknowledged that most Israeli innovation comes from the private sector, but said the
government created an environment in which the industry can thrive. That includes the IDF giving young people
major responsibilities, whether in cybersecurity and intelligence units, or, like Bennett himself, in combat units.

In addition, the prime minister commended the creation of a cybersecurity and technology hub in Beersheba,
where IDF cyber experts, private tech developers and venture capital firm associates can easily meet, network
and innovate.

“Innovation is something you can't command, force or direct,” he said. "There is no law we could create that will
say ‘'we want you to innovate twice a day’' — it doesn't work that way. All we can do is allow it to happen, allow all
these folks to get together, create this fusion and let them move."
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si resursele”, a spus el, adaugand ca este necesar ca multe natiuni sa se alature acestei noi initiative, pentru ca
"daca luptam singuri, vom pierde, dar daca luptam impreuna, vom castiga".

Prim-ministrul israelian a mai spus ca 41% din toti banii investiti in securitate cibernetica la nivel mondial au
ajuns la firme din Israel. "Raspandirea ideilor, in loc sa le concentram intr-un singur loc, este unul dintre atuurile
semnificative ale Israelului’, a adaugat premierul israelian.

El a explicat ca in Israel exista o autoritate in domeniul apararii cibernetice care lucreaza impreuna cu firmele din
sectorul privat pentru a proteja interesele tarii.

Bennett a prezentat mai multe exemple ipotetice privind modul in care natiunile pot face o treaba mai buna in
apararea cibernetica daca lucreaza impreuna. El a atras atentia ca multe atacuri pot fi lansate in acelasi timp
impotriva a diferite natiuni si a subliniat ca, daca acest lucru s-ar intampla, cooperarea internationala ar fi esentiala.

Yigal Unna, directorul general al Directoratului National pentru Securitate Cibernetica (INCD) al statului Israel, a
afirmat la conferinta ca "una din cinci afaceri cade victima atacurilor cibernetice si jumatate din cele din industria high
tech”. De asemenea, a atras el atentia, “una din 30 de afaceri raporteaza pierderi provocate de atacuri cibernetice”.

"Mi-e teama ca 2021 arata chiar mai rau si am suspiciuni ca situatia din Israel nu este diferita de cea din alte tari",
a mai afirmat seful INCD.

in plus, a atras el atentia, atacurile de tip ransomware au rezultat in plati care au crescut foarte mult, “in medie
la aproape 200.000 de dolari”. Si mai important, potrivit lui Yigal Unna, este faptul ca timpul in care instalatiile
atacate nu functioneaza a crescut, in medie, la 16 zile.

Cu acelasi prilej, directorul general al INCD a anuntat infiintarea unei Unitati proactive de aparare cibernetica,
care este in prezent consolidata.

"Suntem bine pozitionati sa depistam viitoare trenduri in materie de vulnerabilitate si luam masuri proactive”, a
mai spus Unna.

El a subliniat ca Israelul este un jucator global in materie de securitate cibernetica si ca "am ajuns acum la peste
90 de tari care coopereaza cu noi si am semnat 24 de memorandumuri de intelegere, inclusiv cu ONG-uri precum
Banca Mondiala". Al 24-lea memorandum de intelegere in domeniu a fost semnat chiar saptamana trecuta cu
Marocul.

“In aceasta saptamana am publicat Strategia internationala de securitate cibernetica a Israelului in cadrul Cyber
Week si ne axam pe intarirea cooperarii pentru securitatea IT&C, construirea de capacitati si pregatirea pentru
tehnologiile emergente”, a mai spus Yigal Unna.AGERPRES/(A - autor: Florin Stefan, editor: Mariana lonescu, editor
online: Adrian Dadarlat)
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Seful INCD din Israel vrea sa colaboreze indeaproape
cu centrul de competente in materie de securitate
cibernetica al UE de la Bucuresti

Yigal Unna, director general al Directoratului National pentru Securitate Cibernetica (INCD) al statului Israel,
a declarat luni ca spera ca in lunile urmatoare sa vina la Bucuresti pentru a impartasi din experienta sa cu
conducerea noului centru de competente in materie de securitate cibernetica care urmeaza a fi lansat in
Romania.

"Suntem foarte bucurosi pentru ca Romania a preluat initiativa. Exista o baza puternica, fundamentala, pentru
0 buna securitate cibernetica in mod traditional in Romania, asa ca este o buna alegere a Uniunii Europene”, a
declarat Yigal Unna, directorul general al INCD, in cadrul unei intalniri cu jurnalistii straini, intrebat fiind despre
posibila cooperare cu conducerea noului centru de competente in materie de securitate cibernetica, care a primit
unda verde din partea UE.

“Lucram foarte indeaproape cu prietenii nostri de acolo de ani de zile si in mod specific asupra acestei chestiuni.
Sper poate chiar ca vom veni in lunile urmatoare la Bucuresti”, a adaugat el.

Yigal Unna a spus ca este posibil ca si expertii romani in domeniu sa viziteze INCD pentru a invata din experienta
institutiei, dar a glumit spunand ca ii place Bucurestiul atat de mult ca probabil va folosi orice scuza pentru a
veni in capitala Romaniei.

Centrul european de competente industriale, tehnologice si de cercetare in domeniul securitatii cibernetice de
la Bucuresti a primit unda verde din partea Consiliului UE pe 20 aprilie, iar Parlamentul European si-a dat votul
pentru concretizarea initiativei o luna mai tarziu, pe 20 mai.AGERPRES/(A - autor: Florin Stefan, editor: Mariana
lonescu, editor online: Ada Vilceanu)
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Israel PM Bennett calls for global ‘defense shield’
against cyber threats

“Today we invite all like-minded good countries across the world to join forces in the global
cyber defense shield,” said Bennett

"Everything is under attack, everything. Our water, electricity, food, airplanes, and cars. Everything is vulnerable
and everything is under attack,” said Israel Prime Minister Naftali Bennett, speaking on Wednesday at the Cyber
Week conference held at Tel Aviv University. Bennett said Israel will establish a “global defense shield” with the
aim of collaborating with governments globally against the dangers of cyberattacks.

“If you fight alone you will lose, but if you fight together you will win," said Bennett. "We've already signed MOUs,
but now we're taking it to the next level to a real-time cyber shield. Today we invite all like-minded good countries
across the world to join forces in the global cyber defense shield.”

The Prime Minister said the new network will operate in a similar fashion to the Israel National Cyber Directorate,
working with both the private sector and other government entities.

“I think we're the first country in the world to create one national cyber agency, a one-stop-shop whose responsibility
is to defend all critical infrastructure in Israel,” said Bennett. "That same agency is also responsible for the private
sector. That's not to say we're in charge of their private decisions, but they have a phone to call where they can
ask to investigate and share information and that's grown into a network.

“If you're a bad country and you're trying to harm or attack someone else you would need an airplane, commandos,
a bomber, but today the best ROl is a cyber attack. You just need a brain, knowledge, experience, and an internet
line,"” added Bennett. "Today the best bang for your buck is a cyber attack and it's just going to grow exponentially,
and that makes me worried. As Prime Minister of Israel, | view this as one of the top threats to Israel’'s national
security and the world's security.”

Bennett said part of Israel's secret sauce is spreading ideas and not concentrating them in one place. He noted
that of every $100 invested in cyber across the world, $41 were invested in Israeli cyber defense firms.

"The biggest thing we did to counter cyber threats was to allow the private industry to thrive and we need the
prowess of the private industry because the brains are not only in government, to say the least,” he said. “In
Israel, we've got a lot of really smart people that at a young age enter the army and take on a massive amount of
responsibility and that's why we're seeing the boom today. Cyber is something that you can't direct, all we can
do is allow it to happen, to allow all these folks to get together and create this fusion.”

The annual cyber week is led by the Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv University, the
Israel National Cyber Directorate, the Ministry of Economy, and the Ministry of Foreign Affairs.
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Naftali Bennett: Atacurile cibernetice, una dintre
principalele amenintari la adresa securitatii
nationale a Israeluluicibernetica al UE de la
Bucuresti

Atacurile cibernetice reprezinta una dintre principalele amenintari la adresa securitatii nationale a Israelului si la
nivel global, a declarat miercuri premierul israelian Naftali Bennett, in a doua zi a conferintei Cyber Week 2021
de la Tel Aviv.

El a explicat ca in prezent toate industriile sunt vulnerabile la atacuri cibernetice, de la furnizarea apei, electricitate,
alimentatie, pana la aviatie si sectorul auto.

“Totul este vulnerabil si totul este atacat. De ce atat de multe lucruri din viata noastra sunt atacate astazi? Pentru
ca este usor. Nu a fost niciodata mai usor”, a spus seful guvernului israelian.

“Daca esti o tara cu intentii rele si in trecut aveai nevoie pentru un atac de un avion, de comandouri sau de un
atentator cu bomba, acum poti face asta doar cu un atac cibernetic. Ai nevoie de inteligenta, cunostinte, experienta
si un bun acces la internet. Azi cea mai buna cale de a ataca o alta tara, o alta industrie este un atac cibernetic. Asta
se va intampla din ce in ce mai mult. Va creste exponential. lar asta ma ingrijoreaza. Ca prim-ministru al Israelului
vad asta ca una dintre principalele amenintari la adresa securitatii nationale si cred ca atacurile cibernetice din
intreaga lume sunt una dintre principalele amenintari globale", a mai spus Bennett.

El a continuat afirmand ca cel mai important lucru pe care |-a facut Israelul in aceasta privinta a fost sa creeze o
industrie si sa o lase sa prospere.

“Nicio tara singura, niciun guvern sau combinatie de guverne nu poate sa rezolve aceasta problema. Avem nevoie
de ce este mai bun din industria privata. Si trebuie sa fie o combinatie de mediu privat si guvern pentru ca camenii
foarte inteligenti nu sunt numai in guvern, ca sa nu spun mai mult”, a declarat premierul israelian.

Potrivit lui Bennett, exista un secret pentru care Israelul a reusit sa aiba rezultatele pe care le are in domeniul
securitatii cibernetice.

“Ceea ce am facut in Israel este ca multi oameni foarte tineri, foarte inteligenti au intrat in armata, in serviciile
de informatii militare, si si-au asumat responsabilitati uriase, fiind, la 20-21 de ani, in unitati de lupta si unitati de
securitate cibernetica. Au ajuns apoi in societatea israeliana foarte tineri, cu capacitati uriase. Si de aceea vedem
acest boom hitgh-tech. Am fost unul dintre acesti tineri in urma cu 20 de ani (...). Acesta este secretul Israelului,
sa aducem impreuna atat de multi oameni inteligenti”, le-a povestit premierul israelian participantilor la Cyber
Week 2021.

Cu acelasi prilej, Naftali Bennett a anuntat planuri privind o noua initiativa in domeniul securitatii cibernetice la
nivel international. in discursul sau de la universitatea din Tel Aviv, Bennett le-a cerut celorlalte state sa se alature
Israelului in acest demers.

“Lucram la formarea unei agentii globale de securitate cibernetica cu scopul de a ne uni si de a ne combina fortele
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enforcement community or in the intelligence community around the threat, maybe engaging with the private
sector that has been a victim of a cyber incident.”

And then there is his long-term work, he said, in which the agency tries to stay on top of efforts "to build a more
secure federal cybersecurity system to make sure that our federal networks are protected.”

Bolder, more sophisticated

Hackers have gotten bolder and more sophisticated, he said, and have the resources to wreak damage on the
most critical functions of society. The threat landscape will become even tougher, and the global response must
be unified and coordinated.

"Actors across the spectrum, whether nation-states or cyber criminals, have grown bolder in targeting more
consequential targets,” he said, including infrastructure targets like the Israeli water system last year, and US
pipelines and the JBS meat processor this year.

"The sophistication of our adversaries has continued to grow as well,” Wales said. "They're using more advanced
tactics, ones that are better designed to evade detection.

"And so, we believe that the threat landscape will continue to evolve and that just puts more pressure on the
network defense community to come together and to be as bold and be as resourceful as our adversaries.”

Wales was adamant that business or other entities should not give in to ransomware attacks. The growth of these
attacks, he said, "has been fueled by the success of the business model. People have continued to pay, and that
has emboldened the ransomware operators, and every ransom that is paid is money that has fueled the epidemic."

On Wednesday Prime Minister Naftali Bennett said that Israel is setting up a “global network shield” based on a
partnership with global governments to collaborate, detect and respond to cybersecurity attacks.

"We want to learn more about it,” Wales said, referring to the initiative. CISA already has a close relationship
with the Israel National Cyber Directorate, working on actual incidents, sharing information and tactics. Similar
collaborations have also been set up between the US and other countries, he said.

And yes, he added, there are also connections with Russia and China, if information about malicious activity needs
to be provided. "But the relationship is obviously different,” he said “There's more ongoing and direct partnership
with countries like Israel, like the United Kingdom and others, where we have kind of close and continuing contact.”

Global collaboration to fight cybersecurity attacks is essential, he said, "but
there's no silver bullet, there's no one action that is going to be successful here."

Multiple layers of security and resilience must be put in place on individual networks, he said, and on a national
and global level countries need to get better at sharing cyber defense information to help to stop future attacks.

Wales said what he is most concerned about in the longer term is potential disruption to critical infrastructure. The
systems that enable society's "most critical functions, that enable our society to operate, are at risk,” he warned.

And because malicious players want to target these critical infrastructures, "they will seek the means to do so.
And it means that we need to work extra hard to prevent that from happening.”

(@) PRESSTV

NCSC head uses first major speech to praise Israel's
cyber warfare capabilities

The chief executive officer of the UK's National Cyber Security Center (NCSC), Lindy Cameron,
has used her first international speech to heap praise on Israel's cyber capabilities.

Addressing Tel Aviv University on Tuesday (July 20), Cameron, who was appointed head of the GCHQ-led NCSC in
July 2020, described Israel as "a long standing, like-minded and highly capable partner" in the cyber warfare domain.

Speaking at the Cyber Week conference hosted by Israel's leading university, Cameron boasted that “we [British
and Israelis] are absolutely committed to working together to protect our citizens and build confidence in a digital
future”.

Describing the UK-Israel cyber security relationship as “long-standing” and “enduring”, Cameron revealed that
“operational collaborations” between the two states is “strong and well developed".

“Israel is a cyber nation. You don't have to dive too deep into the Israeli cyber eco-system to find inspiration”,
Cameron told her captive audience.

Cameron's speech at Tel Aviv University is the strongest sign yet of what many have suspected for a long time;
namely that the UK and Israel cooperate in the cyber warfare domain at the most sensitive operational levels.

It is also a sign that contrary to the consistent messaging of British leaders and officials, GCHQ and the wider
British cyber security community are more focused on offensive cyber capabilities as opposed to cyber defense.
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Hackers are as dogged as Romans besieging Masada
— US cybersecurity exec

The West has to work harder in war against increasingly bold cybercrooks, says Brandon
Wales, executive director at the DHS's Cybersecurity and Infrastructure Security Agency

By SHOSHANNA SOLOMON
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The Western world has not been vanquished by cybercriminals, but it needs to do much more to keep the growing
threat of cyberattacks in check or else it will face a cyber-Masada, the head of the leading US cybersecurity
agency has warned.

“I don't think the Western world is losing the cybersecurity war," said Brandon Wales, executive director at the
Cybersecurity and Infrastructure Security Agency (CISA) of the US Department of Homeland Security. "l think that
we collectively recognize that we've got a lot more work to do."

"We have tremendous capabilities. We have a vibrant private sector cybersecurity community that is developed, in
the United States in Israel and elsewhere. And we need to harness that, governments and private sector capabilities
together, to achieve the positive cybersecurity outcomes that we all want,” said Wales, speaking with The Times
of Israel on Wednesday on the sidelines of the Cyber Week conference at Tel Aviv University.

In his Tuesday speech at the conference, Wales compared the perseverance of the cyberattackers to that of the
Romans during their siege of the ostensibly impregnable mountaintop fortress of Masada in the first century CE.
When the Romans finally breached the fortress, tradition says, they discovered that the 960 Jewish rebels and
their families had committed mass suicide rather than surrender.

"These rebels had tremendous defensive advantages both in natural terrain and fortification,” Wales said in his
speech. "But a patient, well-resourced and determined adversary was able to overwhelm them. Their 12-year hold
on Masada came to an end after a yearlong siege by the Roman Empire. Today, we face a variety of well resourced,
determined adversaries. And like those Jewish rebels, operating alone, even our best defenses will simply not be
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good enough."

There are "thousands of attempts a day," he said. When they get thwarted, by governments or companies, they
"don't necessarily get recognized the same way that the disruptions from ransomware and other cyber security
incidents do." But the successful attacks "point us to the places where we need to do more work."

Cybersecurity threats are not bound by national borders, Wales said in the Tuesday speech, and “the cyber threat
landscape is as dynamic and forbidding as we have ever seen it. Our adversaries are diverse, from hostile nation
states such as Russia, China and Iran to cyber criminals. They are growing bolder. Their targets more consequential.
Their techniques more sophisticated.”

Over the past year the US has "witnessed cyber incident after cyber incident,” with widespread attacks that tested
CISA and the entire cybersecurity community, Wales said in his speech.

Cybercriminals and nation-states have used the coronavirus pandemic as an opportunity to deliver malicious
software, steal data, disrupt operations, and target vaccine developers and supply chains, he said. "They exploited
the digital transformation brought about by remote work and education, targeting this expanded and increasingly
difficult to manage attack surface."

At the same time, Russia and Iran launched efforts to interfere in the 2020 US election, plus some US state and
local election systems.

As the acting director of CISA, a post he held from November 2020 to July 12, Wales oversaw CISA's efforts to
defend civilian networks, manage the risk to national critical functions, and work with partners to beef up the
security cyber and physical infrastructure.

Wales has led the agency's response to a number of recent cybersecurity attacks: the SolarWinds Orion Supply
Chain Attacks, in which US government networks were compromised by a hack blamed on Russia; the Microsoft
Exchange vulnerabilities, a unusually aggressive Chinese cyber-espionage campaign; the Colonial Pipeline
ransomware attack, which impacted the computerized equipment managing the US oil pipeline system; the Pulse
Connect Secure vulnerabilities, which affected a number of US government agencies, critical infrastructure entities
and other private sector organizations; and the Kaseya VSA supply chain ransomware attack, the single biggest
global ransomware attack on record, conducted by a Russia-linked gang.

The perpetuators of the cybersecurity attacks must be held accountable, Wales said during the interview, and
the Biden administration is determined that that will happen.

"The Biden administration has been very clear from the beginning that malicious cyber actors need to be held
accountable," Wales said. "And that accountability is critical to deterring and dissuading them from conducting
attacks in the future."

The private sector must be enabled "to spot, detect and stop” any malicious activity. At the same time, it has
"obligations” to protect and secure its networks, he added.

Wales is responsible for leading and developing long-term strategy at CISA, ensuring national and international
collaborations and managing policy initiatives. He is also on hand when significant cybersecurity breaches occur.

"There is no such thing as a typical day," he said. His agenda is shaped by what is happening on the ground. "If
there's significant cyber activity happening, we may be engaging with critical US government partners in the law
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Bennett: Israel to set up ‘global network shield’
against growing cyberthreat

PM calls on ‘like-minded’ nations to join network to detect, alert and respond to attacks in
real time; Israel cybersecurity chief warns: ‘Cyber winter is here’

By SHOSHANNA SOLOMON

Prime Minister Naftali Bennett said Wednesday that Israel was setting up a “global network shield" within which
partner-governments globally will collaborate in real time to identify cybersecurity attacks, raise the alert and
work together to develop solutions.

It will be an "online, real-time global network defense,” Bennett said at the Cyber Week conference in Tel Aviv.
"We invite all like-minded good countries to join forces."

In the face of cyberthreats, the partnership will “alert, investigate, together develop a ‘vaccine' and disperse the
‘vaccine' to all countries in the network. United we stand, divided we fall," he said.

The new network will operate similarly to the Israel National Cyber Directorate, which is in charge of national
cyber defense. It works with the private sector and other government entities to help defend the nation from the
growing threat of cyberattacks.

Cyberthreats constitute one of the top threats to security in Israel and the world. Terrorists and other bad actors
realize that their best return on investment is via a cyberattack, Bennett said.

The head of the Israel National Cyber Directorate, Yigal Unna, who last year warned that “cyber winter is coming,”
said at the conference on Wednesday: “Cyber winter is here."

“Threats are coming from all actors,” he said, and cyberattacks are on the rise. "How cold this winter is going to
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be is something to be discovered, but yes, we are there," he said.

One out of five businesses in Israel fell victim to cyberattacks in 2020, Unna said. Half of them were high-tech
companies and almost 42% were large businesses. One in 30 businesses reported losses from cyberattacks in
2020, and "2021 looks even worse," he said.

Ransomware attacks caused an average downtime of some 16 days, he said, and the average ransom paid in the
US was $178,254.

Cooperation among nations is key to fight these attacks, he said, and the response needs to be fast, smart and
stronger.

Unna said that during the recent round of fighting with Gaza, the Hamas terror group attempted cyberattacks
against Israel. "We managed to behead their cyber chief and other cyber terrorists,” Unna said, in a “clear message”
that Israel will not tolerate such attacks.

Israel today has cybersecurity cooperation with 90 countries, he said.

In the first half of the year, Israeli cybersecurity companies raised $3.4 billion in 50 deals and seven of them became
unicorns, or private companies valued at over $1 billion, the National Cyber Directorate said earlier this month.

The money raised in the first six months of this year exceeds the sum raised by Israeli cybersecurity startups in
the whole of last year, itself a record-breaking $2.9 billion, the directorate said. The half-year figure accounts for
41% of the total funds raised by cybersecurity firms worldwide, and is three times the amount raised in the same
period a year earlier, the data shows.
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The Washington Post

Israeli defense minister in France with Pegasus
spyware on the agenda

PARIS — Israeli Defense Minister Benny Gantz met with his French counterpart on Wednesday as Israel ramped up
its investigation of a spyware firm accused of facilitating surveillance against human rights activists, dissidents,
as well as world leaders, including France's Emmanuel Macron.

“Israel is investigating the matter with the utmost seriousness,” Gantz said in the meeting, according to a statement
released Wednesday by Israel's Defense Ministry. He said “"representatives” of several Israeli security branches had
visited the Herzliya office of NSO Group that morning to advance the investigation into the allegations against
the Israeli surveillance giant.

Gantz added that "“Israel gives cyber licenses exclusively to countries, and exclusively for dealing with terrorism
and crime,” according to the statement.

The Washington Post and other news organizations reported last week that phone numbers for Macron and other
world leaders, as well as for activists and journalists, were found on a list that included some people targeted by
government clients of NSO Group and its Pegasus spyware tool.

None of the world leaders' devices were forensically examined by The Post or its reporting partners, but tests of
other phones on the list turned up evidence of attempted or successful spyware intrusions.

On the list: Ten prime ministers, three presidents and a king

NSO Group has said the inclusion of numbers on the list does not prove the phones were selected for surveillance.
But in France and other countries, the revelations have prompted uncomfortable questions for the company, its
presumed clients and Israeli diplomats. The numbers of several French ministers also were on the list.

Ahead of the Israeli-French meeting, French government spokesman Gabriel Attal said Wednesday afternoon that
Defense Minister Florence Parly would use the talks to “question her counterpart about the knowledge the Israeli
government had of the activities of NSQO's clients.”

Attal said the French minister would also inquire about what measures have been put in place, or will be in place
in the future, "to prevent a misuse of these tools that are highly intrusive."

The Elysée presidential palace has emphasized that further investigation into the Pegasus allegations is needed.
But in a sign that French officials are taking the reports seriously, Macron called an emergency cybersecurity
meeting to discuss the revelations last Thursday, and the government has ordered several investigations.

Attal cautioned that those inquiries are ongoing, but he suggested Wednesday that the government may take
additional measures if the accusations are confirmed.

In a statement Tuesday, Israel's Defense Ministry said Gantz would "update [Parly] on the topic of NSO" during his
visit. The ministry added that they would also discuss “the crisis in Lebanon and the developing agreement with
Iran."

The Israeli statement said “the trip was planned approximately one month ago, regardless of the NSO issue."

The recent revelations have significantly raised the diplomatic stakes of the visit, amid heightened public scrutiny
of Israel's role. "Victims of Pegasus spyware should not only point the finger at the countries that targeted them,”
France's Le Monde newspaper wrote in an editorial Tuesday. “Their complaints should also be addressed to Israeli
authorities, who validated the contracts concluded by the NSO Group.”

Israel has set up a task force of senior officials to examine the spyware allegations, Reuters reported last week,
citing two Israeli sources.

Gantz said last week at a cyber conference at Tel Aviv University that Israel authorizes the "export of cyber-products
solely to governments, only for lawful use and exclusively for the purposes of preventing and investigating crime
and terrorism.” He added that countries acquiring the systems "must abide by their commitments” to those
requirements.

The recent revelations have also prompted unease among French journalists and activists. Reporters Without
Borders said in a statement last week that the group, along with two journalists holding joint French and Moroccan
nationality, has filed a complaint with French prosecutors alleging invasion of privacy and other crimes based on
the Pegasus allegations.

Forensic analysis also showed that phones belonging to staffers with the investigative French news site Mediapart
were infected with Pegasus software. Mediapart has complained to the Paris prosecutor’s office, accusing Morocco
of being behind the surveillance.

Moroccan officials have denied the accusations. In a statement, the Moroccan government also expressed "great
astonishment” at the publication of “erroneous allegations ... that Morocco has infiltrated the telephones of several
national and foreign public figures and officials of international organizations.”

Rubin reported from Tel Aviv. Michael Birnbaum in Riga, Latvia, and Drew Harwell in Washington contributed to
this report.
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World Health Organization CISO suggests a holistic
approach to cybersecurity

HELPNETSECURITY

{2 World Health
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Flavio Aggio, CISO at the World Health Organization, has had a challenging year. Since the onset of the COVID-19
pandemic, the WHO has become a significant target for cybercriminals, and cyber attacks against the organization
have skyrocketed.

He recently spoke at Cyber Week 2021 in Tel Aviv, and in this interview with Help Net Security, Aggio talks about
the modern threat landscape and offers tips for organizations that want to increase their security posture.

Prior to joining WHO, you were the CTO of the City and County of San Francisco. How did your previous work
experiences help you in your current CISO role?

Prior to joining the World Health Organization, | was the CTO at the City and County of San Francisco, where |
developed technology solutions to modernize and protect the city. Before that, | held technical leadership positions
in Enterprise Architecture, Project Management, Telecommunications, and IT operations with Unisys, ASML, Dow
Chemical, and Rohm & Haas.

These experiences confirmed cybersecurity is an ever evolving, changing, and challenging field, and they helped
me to understand how people, process, and technology are the key factors in digital transformations and risk
management. Cybersecurity must be part of every solution from development to operations.

Since the start of the COVID-19 pandemic, the WHO has become a big target for cybercriminals. How has your
team adapted to a significant increase in cyber attacks? Are related organizations looking at you for guidance?

Since the start of the COVID-19 pandemic, WHO has seen a dramatic increase in the number and complexity of
cyberattacks directed at its staff, and email scams targeting the public at large. My team has worked with the
private sector to establish more robust cybersecurity systems and to strengthen security measures and to educate
staff on cybersecurity risks.

Cybersecurity collaboration with related organizations increased dramatically due to the increase in the number
and complexity of cyberattacks. There is a lot of guidance exchanged by helping organizations to be more prepared.

One example of guidance received by WHO is the implementation of DMARC (Domain-based Message Authentication,
Reporting and Conformance) to reduce the number of email impersonations. After the implementation of DMARC,
my team is giving the same DMARC guidance to other organizations. Another example of guidance given by my
team is the monthly phishing exercise method adopted at WHO.

Pandemic-related phishing attacks and disinformation campaigns continue to create trouble. What advice would
you give to organizations considering security awareness programs, but are unsure about what they need?

Phishing attacks have been widely used by cybercriminals as basic doors to organizations. Attackers can easily
manipulate people into clicking links or open files. By having a cybersecurity awareness campaign with constant
phishing exercises, any organization can prepare themselves to deal with this type of attack as any preventive
technology can be bypassed eventually. Having email phishing prevention technology is a must, but it is not
sufficient to stop phishing attacks. A cybersecurity awareness campaign is essential.

When you look at the threat landscape in general, what are you most worried about? How do you expect current
threats to evolve? What will, most likely, be a massive problem a few years down the line? How can CISOs prepare
for the unknown?

I am most worried about organizations only relying on technology to be cyber safe. Cybercriminals will always
find ways to trick people to bypass technologies and processes implemented by organizations. It is essential for
organizations to adopt a holistic approach by including people, process, and technology in their cybersecurity
programs.

By relying only on technology and digital transformation efforts, organizations will not understand cyber risks
well, and may be impacted by Al, supply chain, and other types of cyberattacks.

CISOs must initiate the zero-trust principles in their organizations, so any solutions must always be able to never
trust any user or device until they are properly authenticated. Identity is the new perimeter.

Security leaders must make multi-factor authentication mandatory and have additional identity verification
measures to ensure only approved devices can access the organization systems.



Y Cyber Week

July 19t-2274, 2021

Tel Aviv University, Isragl

Cyber lIsrael

National Cyber Directorate

e {cRC 000

Yuval Ne'eman Workshop Blavatnik Interdisciplinary TELAVIV NO'012AIN

for Science, Technology and Security Cyber Research Center UNIVERSITY  JAN'IN
Tel Aviv University

In cooperation with: IEEECEVDER @
P ' ALLIANCE .

THE[ERUSALEM POST

Cyber Week: How Israel became a leader in cyber
tech and investment

Israel has become one of the world leaders in cyber security. But how did we get there?

By SETH J. FRANTZMAN

Israel has become one of the world leaders in cybersecurity. One of those who played a key role in Israel's
pioneering role in this field, which is now emerging as one of the most important aspects of our global economy
and security, is Prof. Isaac Ben-Israel.

“I was in effect the one in 2010-11 that was asked by the previous prime minister Benjamin Netanyahu how to
make Israel one of top five countries in cybersecurity and my report was approved and turned into a government
resolution in 2011," he says. “That was ten years ago and now you can see the results around you, the approach of
the report was interdisciplinary, our recommendations were not limited to technology, but also the other aspects
of our lives."

Ben-lIsrael, the director of the Interdisciplinary Cyber Research Center at Tel Aviv University, is an expert in
mathematics, physics and philosophy; he earned his PhD in 1988. The center at TAU has some 300 members and
is interdisciplinary, meaning it takes into account not just computers and what we may think of as “cyber” but also
other fields such as experts from social sciences. Ben-Israel envisioned it this way

It will be one of the focuses of Cyber Week, the annual summit meeting of the heads of global and local cyber
industry. Led by the Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv University along with the Israel
National Cyber Directorate, the Ministry of Economy and the Ministry of Foreign Affairs, the event will be held on
July 19-22, at Tel Aviv University this year. Past events have seen thousands of attendees from dozens of countries
and over 50 roundtables and workshops.

This year's conference will be attended by Prime Minister Naftali Bennett, Defense Minister Benny Gantz and Minister
of Public Security, Omer Bar Lev along with dozens of other senior officials from Israel and abroad. Organizers
say it is "a meeting point for prominent cyber experts and researchers from Israel and around the world. Senior
diplomats and businessmen bring the latest issues and trends in the field and in relation to the period, along with
the most updated developments and information.”

Cyber isn't just about cyber defense or cyberattacks, which is how we often hear about this buzzword in the
news. It is also about diplomacy and crisis management and the new laws that govern cyber issues around the
world. This can include cyber defenses, artificial intelligence, medicine and cloud storage. Organizers say that
the first marine cyber conference in Israel is to be held at the Ashdod port in participation with senior officials
from around the world.

BEN-ISRAEL served in the IDF until retiring in 2002. During his service, he held posts in operations, intelligence
and weapon development units and research and development in the IDF, according to Tel Aviv University. He
also serves as Chairman of the Israeli Space Agency.

He looks back on those important years as Israel sought to establish itself as a cyber power. "One recommendation
was to create in every university a cyber research center. In those days there was no research on cybersecurity
because it was sensitive and secret and used by intelligence services. In Israel, as you know, we have research and
teach cybersecurity now in high schools, which was one of our recommendations; that is about building human
capital and also starting with start-ups and [business] unicorns and then government regulations and budgets.”

It's difficult to measure cyber power, he says. "You can measure jobs, patents, publications, or how many capabilities
were demonstrated.” Recently the International Institute for Security Studies published an index of leading cyber
countries and found that while the US was the cyber superpower, Israel is in the second tier of leaders along with
China, Russia, the UK and others.

Ben-Israel says that in the last year, Israel's cyber exports have exceeded $7 billion, which is more than defense
exports. “If you look at the whole business sector globally, and you look at [the] whole sum and how much
investment from [the] business sector goes to Israel, in 2018 it was 18% and 2019 it was 26% and in 2020 to 31%
and the first half of 2021 it is 45% putting Israel first on the list, more invested in Israel than the US. In absolute
numbers, Israeli exports are almost 10% of the global market,” he says. This is massive.

Today we hear a lot about cyber attacks. Ben-Israel notes that in recent years ransomware attacks have become
common. This means "someone locks the information in your computer and if you don't give money they won't
give the key to open the lock. The number in [the] last year or two increased by a huge factor." As companies
during COVID-19 rely more on computer communication, this also put wind in the sails of the ransomware attackers
because they can be at the jugular of international trade. There are other factors as well, such as governments
that support these attacks or criminal and terror groups.

COUNTRIES HAVE suffered increased cyber threats as well. This is because so many systems are run by computers,
you can hack in and turn off machines that run water systems or electric power. In addition, cyber attacks like the
one that harmed Iran's centrifuges in the period around 2010, caused them to spin out of control and be destroyed.
Recently Iran's train system reportedly suffered a cyber attack.

Ben-Israel notes that back in the day he used to wear a uniform. He says in the 1990s when Ehud Barak was
prime minister, he drafted a letter explaining the concerns relating to cyber. “As long as no one understands what
cyber can do, we have an advantage. | was in charge of MAFAT, the Research and Development Directorate at
the time, and as long as no one understands it [cyber], one day everyone will understand the potential, and then
because we are more developed and because everything is controlled by computers, then the advantage will
turn to a disadvantage,” he says. Israel began in 2002 to protect its key infrastructure from cyber attacks. "We had
a government agency with [the] mission of protecting critical infrastructure.” He says Israel has suffered threats
and attempted attacks over the years but none succeeded.

The next step for Israel is integrating the technologies we call artificial intelligence, he says. Israel is a leader in
Al and this will result in machines that can replace humans in some tasks. "“Dependence on computers will be
much greater, instead of a person doing it, a computer will do it, and we will become more vulnerable,” he says.
"Second there are certain things that you can do in cybersecurity that you couldn't do before, Al is based on
machine learning, and so from these aspects, the next step the whole world will go strongly toward developing
and applying and using Al technology and therefore the effort that should be put in from the design stage in
cybersecurity will grow enormously,” he notes.

Israel lacked a government over the last several years and budgets were not devoted to the goal of making Israel a
leader in Al. Nevertheless, he has hopes that budgets will be allocated now to teaching about artificial intelligence
in schools and educating the next generation.

"Only if you take the whole ecosystem, then you can come out with something that enables you to compete,” he
says, remarking on the need to create the ecosystem to develop Al.
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ComputerWeekly

NCSC's Cameron urges deeper cyber alliance-
building

Speaking to an event in Israel, NCSC CEO Lindy Cameron has praised joint UK-Israeli efforts
on security collaboration

National Cyber Security Centre (NCSC) CEO Lindy Cameron has again talked up the importance of international
alliance-building in the fight against cyber threats, in a speech delivered to an audience at Tel Aviv University in
Israel.

Addressing the university's annual Cyber Week, Cameron said the UK was "absolutely committed” to working with
Israeli organisations to protect citizens and build confidence in digital technology.

She described Israel as a long-standing, like-minded and highly capable partner to the UK as she focused on the
strength of the two countries' relationship in tackling shared threats, both from cyber criminals and state-backed
actors. Security, she said, is a "global team sport” in which continued cooperation carries mutual benefits.

“Covid has been a shared challenge across the world — and like coronavirus, cyber security does not recognise
geographic borders," said Cameron. "Nations face shared threats from cyber criminals and state actors who seek
to do our nations harm. And we can learn so much from one another.

"Operational collaboration between our agencies — and many other agencies represented at this conference — is
strong and well-developed. It focuses on exchanges of threat reporting and analysis of trends, something | am
pleased to say continued successfully throughout lockdown.

"The UK and its allies share a belief that a nation’s cyber security cannot simply be done by one government
organisation. Everybody has their part to play — public sector, private sector and citizens. And the NCSC and INCD
[Israeli National Cyber Directorate] here in Israel both see partnering with the private sector as an explicit priority
and have pioneered taking this to a different level."

Cameron added: "Israel is a cyber nation. You don't have to dive too deep into the Israeli cyber ecosystem to find
inspiration. So much of what any country achieves in cyber security depends on its work with international allies
— because the stronger any one of us is, the stronger we all will become.”

Israel has a wealth of cyber expertise and has spawned multiple globally renowned security companies that
contribute over $6bn a year to the country's economy. Many of them were founded by veterans of the Israeli
Defence Forces' (IDF's) signals intelligence brigade, Unit 8200, which serves as a proving ground for advanced
security technology.

Cameron highlighted a recent successful project that saw the Software Security Knowledge Area of the UK's
Cyber Body of Knowledge, or CyBOK translated into Hebrew at the request of the INCD. She said: “The CyBOK is
an NCSC-sponsored guide distilling the knowledge of the world's leading cyber security experts. It's not a short
read, but through this sharing of expertise, we all grow stronger together.”

She also touched on the global challenge posed by the current epidemic of ransomware attacks, describing it as

the most disruptive threat facing defenders as incidents grow larger and more complex — the recent attack on
the systems of Kaseya being a timely example.

The day after the UK and US joined forces to condemn an alleged China-backed campaign of cyber attacks,
Cameron also warned against the illegal and irresponsible use of offensive cyber capabilities by nation states,
and noted in particular that some states that cannot build high-end capability themselves are now able to buy it.

"We believe the cyber security threats we face are shared globally," she said. “So it is vital that all cyber actors
use capabilities in a way that is legal, responsible and proportionate to ensure cyber space remains a safe and
prosperous place for everyone. And we will work with allies to achieve this."
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Vanunu: Nein, es gibt sehr viele Probleme in diesem Bereich, zum Beispiel One-Day-Exploits. Also
Schwachstellen, die bereits bekannt sind, aber noch nicht geschlossen wurden. Das wirklich grol3e Problem ist
aber, dass heute alles digital ist. Und wie ich schon gesagt habe, gibt es dabei zwei Hauptvektoren: einerseits
Kryptowahrungen, die wie Benzin fur Cyberkriminalitat sind. Und andererseits den Wechsel zu Ende-zu-Ende-
Verschlusselung. Das verandert das gesamte Konzept, wie Angriffe ablaufen. Denn wenn man den Client (das
Endgerat, Anm.) angreifen muss, wird er viel aggressiver. Wahrend alles verbunden ist, glaube ich zudem nicht,
dass Unternehmen Sicherheit ernst genug nehmen. Abwehr heif3t heute aber sowohl die Abwehr von staatlich
gesponserten Akteuren als auch von hochentwickelten Cyberkriminellen. Man braucht also erfahrenes Personal
und Budget.

STANDARD: Was ist mit kleineren Firmen? Nicht alle kdénnen sich ein ausgeklugeltes System und das richtige
Personal leisten.

Vanunu: Dem stimme ich nicht zu. Kleine Unternehmen geben vielleicht mehr Geld fur Dinge aus, die weniger
relevant sind als der Schutz ihrer Daten. Ein Angriff kann dein Geschaft ausléschen. Die oberste Prioritat

sollte der Chief Technical Officer (CTO) und die Abwehr von Cyberangriffen sein. Darauf kann man eine Firma
aufbauen, weil die Firma selbst auf Daten und geistigem Eigentum aufbaut.

STANDARD: Inwiefern unterscheiden sich Spyware und Ransomware?

Vanunu: Die Methoden und Techniken sind sehr unterschiedlich. Bei Ransomware kommen ublicherweise zwei
Techniken zum Einsatz. Eine davon ist Spearfishing, man verschickt also Millionen E-Mails, und eine davon ist
erfolgreich und infiltriert die Organisation. Die zweite Moglichkeit ist, die Firma tatsachlich zu hacken. Dafur
wird eine Schwachstelle genutzt. Ublicherweise geht es dabei nicht um Zero-Days, sondern nicht geschlossene
One-Days. Firmen werden also penetriert, die Daten gestohlen und anschlieBend verschlusselt. Spyware ist in
der Regel von Staaten gesponsert und sehr teuer. Meistens geht es dabei um Zero-Clicks, das heil3t, es werden
Sicherheitslucken ausgenutzt, ohne dass das Angriffsziel es bemerkt. Dafur werden Ublicherweise Zero-Day-
Lucken genutzt.

STANDARD: Gibt es wirklich eine Moglichkeit, sich vor Spyware-Angriffen zu schutzen?

Vanunu: Es gibt die Moglichkeit, die Gefahren zu minimieren. Das Wichtigste ist, das Betriebssystem immer

auf den neuesten Stand zu bringen, weil es standig neue Sicherheitsfixes gibt. Hackergruppen vergleichen
immer Updates mit der letzten Software-Version. Dadurch sehen sie, was gepatcht wurde, und bauen darauf
basierend ihre Angriffstools. AuBerdem gibt es heutzutage mobile Applikationen, die auffallige Aktivitaten auf
dem Smartphone erkennen kénnen. Also eine Art Antivirusprogramm. Die Installation eines Zero-Days kann
man dadurch nicht erkennen, sobald er aber aktiv wird, gibt es die Moglichkeit. Die Gefahren kann man also
minimieren, es ist aber sehr schwer, sich vor staatlich gesponserten Zero-Days zu verteidigen.

STANDARD: Schon jetzt wird von einer Ransomware-Pandemie gesprochen. Worauf muss man sich in den
kommenden Jahren einstellen?

Vanunu: Meiner Meinung nach werden Cyberkriminelle weiterhin stark auf kritische Infrastruktur abzielen.
Diese Firmen zahlen gutes Geld, um sich zu befreien und ihren Ruf zu retten. AuBerdem wird der Ransomware-
Bereich weiter wachsen. Wahrend fruher nur ein paar tausend Dollar gefordert wurden, sind es inzwischen
mehrere Millionen. AuRerdem werden staatliche Hackeraktivitaten weiterhin eskalieren. Wir werden
Regierungen sehen, die sich gegenseitig angreifen. Ein vierter Vektor sind Deep Fakes, die dem Cyberkrieg eine
weitere Dimension hinzufugen. Mit Software kann man somit zum Beispiel mein Gesicht und meine Stimme
auf einen anderen Korper setzen. Das ist ein Trend, den wir vor allem im Bereich der Fake-News wiedersehen
werden. Und wir brauchen Lésungen, um das zu erkennen. Doch das wird schwierig sein. (Mickey Manakas aus
Tel Aviv, 22.7.2021)

CTECH

Israel PM Bennett calls for global ‘defense shield’
against cyber threats

“Today we invite all like-minded good countries across the world to join forces in the global
cyber defense shield,” said Bennett

"Everything is under attack, everything. Our water, electricity, food, airplanes, and cars. Everything is vulnerable
and everything is under attack,” said Israel Prime Minister Naftali Bennett, speaking on Wednesday at the Cyber
Week conference held at Tel Aviv University. Bennett said Israel will establish a “global defense shield" with the
aim of collaborating with governments globally against the dangers of cyberattacks.

“If you fight alone you will lose, but if you fight together you will win," said Bennett. “We've already signed MOUs,
but now we're taking it to the next level to a real-time cyber shield. Today we invite all like-minded good countries
across the world to join forces in the global cyber defense shield.”

The Prime Minister said the new network will operate in a similar fashion to the Israel National Cyber Directorate,
working with both the private sector and other government entities.

"I think we're the first country in the world to create one national cyber agency, a one-stop-shop whose responsibility
is to defend all critical infrastructure in Israel,” said Bennett. "That same agency is also responsible for the private
sector. That's not to say we're in charge of their private decisions, but they have a phone to call where they can
ask to investigate and share information and that's grown into a network.

“If you're a bad country and you're trying to harm or attack someone else you would need an airplane, commandos,
a bomber, but today the best ROl is a cyber attack. You just need a brain, knowledge, experience, and an internet
line," added Bennett. “Today the best bang for your buck is a cyber attack and it's just going to grow exponentially,
and that makes me worried. As Prime Minister of Israel, | view this as one of the top threats to Israel's national
security and the world's security."

Bennett said part of Israel's secret sauce is spreading ideas and not concentrating them in one place. He noted
that of every $100 invested in cyber across the world, $41 were invested in Israeli cyber defense firms.

"The biggest thing we did to counter cyber threats was to allow the private industry to thrive and we need the
prowess of the private industry because the brains are not only in government, to say the least," he said. “In
Israel, we've got a lot of really smart people that at a young age enter the army and take on a massive amount of
responsibility and that's why we're seeing the boom today. Cyber is something that you can't direct, all we can
do is allow it to happen, to allow all these folks to get together and create this fusion.”

The annual cyber week is led by the Blavatnik Interdisciplinary Cyber Research Center at Tel Aviv University, the
Israel National Cyber Directorate, the Ministry of Economy, and the Ministry of Foreign Affairs.
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DERSTANDARD

“Jedes Land hat Cyberstreitkrafte”: Warum Pegasus
nur ein Teil des Problems ist

Der israelische Cybersecurity-Experte Oded Vanunu erklart im Interview mit dem STANDARD,
warum Pegasus nur ein Teil des Problems ist. Staatliche Angriffe dieser Art werden kunftig
weiter zunehmen

Die Enthullungen rund um Pegasus, also die Spyware der israelischen NSO Group, halten die Welt noch immer
auf Trab. Ein internationales Journalistenkonsortium konnte aufdecken, dass sie fur die Uberwachung tausender
Menschen, darunter zahlreiche Politiker, Menschenrechtsaktivisten und Journalisten, genutzt wurde. Auch ein
osterreichischer Unternehmer war betroffen. Der Fall wirft zahlreiche Fragen auf, immerhin gelangte die Software
trotz Exportkontrollen des israelischen Verteidigungsministeriums in die Hande autoritarer Staaten. Zudem geriet
das Unternehmen wegen ahnlicher Vorfalle schon mehrfach in die Schlagzeilen.

Trotz allem scheint es sich bei den Geschaften der NSO Group nur um einen kleinen Baustein im — inzwischen —
sehr ertragreichen Okosystem der Cyberattacken zu handeln. Wahrend private Akteure realisiert haben, dass mit
Ransomware grof3e Geldsummen verdient werden kénnen, haben auch Regierungen ihre Verteidigungs- und vor
allem Angriffskapazitaten ausgebaut.

Uber die aktuellen Entwicklungen hat DER STANDARD mit Oded Vanunu, Head of Vulnerability Research bei
Check Point, gesprochen. Mit 18 Jahren Erfahrung bei einem der grofiten und wahrscheinlich dem bekanntesten
israelischen Anbieter von Cybersicherheitslésungen ist er tagtaglich auf der Suche nach Schwachstellen in
reichweitenstarken Plattformen, in den letzten zwei Jahren entdeckte sein Team schwerwiegende Schwachstellen
bei Konzernen wie Facebook, Whatsapp, Telegram, Tiktok, aber auch bei Apple und Amazons Alexa.

STANDARD: In den letzten Monaten gab es mehrere schwerwiegende Ransomware-Angriffe, zum Beispiel auf Solar
Winds, Colonial Pipelines und den US-Fleischproduzenten JBS. Nun wurde publik, dass eine Spyware namens
Pegasus genutzt wurde, um Journalisten, Politiker und Aktivisten abzuhéren. Was ist der Grund fur die steigenden
Zahlen?

Vanunu: Ich sage schon seit mehreren Jahren, dass eine sehr aggressive Cyber-Ara beginnt und dass wir deshalb
verstehen mussen, wie das Cyber-Okosystem funktioniert. Dafur mussen wir wissen, was hinter dem Vorhang
passiert. Also warum dieses Okosystem genau so handelt, wie es derzeit handelt — und was die Krafte sind, die
es bewegen. Dafur mussen wir das konventionelle Wettrusten betrachten. Vor rund zehn Jahren gab es namlich
weltweit Regierungsentscheidungen, Budgets von konventionellen Waffen zu Cyberwaffen zu verschieben. Sie haben
also Cyberstreitkrafte geschaffen. Am Ende des Tages muss namlich jede Regierung andere Staaten infiltrieren,
um an Informationen und Daten zu gelangen. Das Problem dabei ist, dass damit Staaten wie China, Russland, USA
und Israel begonnen haben. Dadurch wurde dieses Aufrusten zu einem Standard, und in den letzten zehn Jahren
wurde eine Privatwirtschaft erschaffen, die Cyberwaffen liefert.

STANDARD: Wie hat sich die Art des Angriffs uber die Jahre hinweg verandert?

Vanunu: Es gab eine Evolution. Die Angriffsmethoden haben sich entwickelt, da immer ausgeklugeltere Waffen
gebraucht werden, um Nutzer angreifen kdnnen. AuRerdem hat sich die Angriffsflache bewegt. Wahrend fruher
zentralisierte Verschlusselung zum Einsatz kam, ist heute alles Ende-zu-Ende-verschlusselt. Das heil3t, das
Rustungsrennen konzentriert sich inzwischen auf das Endgerat (zum Beispiel das Smartphone, Anm.). Will man
heutzutage noch an Daten gelangen, muss man den Client angreifen, man muss also Betriebssysteme von Apple,
Google und Microsoft infiltrieren. Aber auch Applikationen, weil sie das Tor fur die zu stehlenden Daten sind. Die
Angriffe werden also immer ausgeklugelter. Und dabei beziehe ich mich ausschlieBlich auf Regierungen.

STANDARD: Wie sieht es mit privaten Akteuren aus?

Vanunu: Cyberkriminelle Organisationen sind heutzutage aufgebaut wie Unternehmen. Sie haben einen CEOQ,
einen CTO, einen Operations-Manager, einen CFO — denn wegen des Aufstiegs der Kryptowahrungen haben sie
die Moglichkeit, Geld zu verdienen. Seit den Angriffen auf die US-Wahlen 2016 haben wir auBerdem gesehen,
wie weit Angreifer gehen. Falle wie Solar Winds und Colonial Pipelines sind Beispiele fur Hackergruppen und
Regierungen, die keine rote Linie kennen. Dadurch ist es das erste Mal vorgekommen, dass eine Regierung mit
einem aktiven Gegenangriff reagiert hat, um einen Angreifer offline zu nehmen.

STANDARD: Bei den oben genannten Beispielen handelt es sich um Ransomware-Angriffe. Was ist der Unterschied
ZuU Spyware wie Pegasus?

Vanunu: Es ist genau so, wie ich es seit Jahren sage: Regierungen bauen Unternehmen auf, die ihre Bedurfnisse
stillen. Firmen wie NSO bauen die Technologieg, sie sind nicht fur die Nachfrage verantwortlich. Und sie sind nicht
die einzigen am Markt. Regierungen brauchen Cyberwaffen, und sie beauftragen private Unternehmen, um ihnen
diese Waffen zur Verfugung zu stellen. NSO ist dabei nur Teil eines Marktes. Ein anderes Beispiel ist Zerodium,
das auf seiner offentlichen Website die Preise auflistet, die fur die Lieferung von Schwachstellen gezahlt werden.
Wenn man zum Beispiel einen Zero-Day fur Windows liefert, zahlen sie eine Million Dollar. Dabei geht es allerdings
nicht nur um Desktopcomputer und Server, sondern auch um Mobilgerate wie Android. Ein One-Click fur letzteres
Betriebssystem kostet 2,5 Millionen Dollar. Ein Zero-Day fur i0S bringt zwei Millionen Dollar ein. Ich brauche also
nur eine Schwachstelle zu finden, um in den Ruhestand zu gehen. Der Markt ist also viel grof3er als nur NSO.
Naturlich ist es nicht in Ordnung, dass Regierungen Zero-Days nutzen, um Journalisten zu uberwachen. Aber sich
nur auf eine Firma zu konzentrieren, ist ignorant, wenn man bedenkt, dass es hunderte solcher Unternehmen gibt.

STANDARD: Man bekam in den letzten Monaten das Gefuhl, dass Zero-Days, also vom Entwickler noch nicht
entdeckte Sicherheitslucken, das derzeit groBRte Problem in Sachen Cybersicherheit sind. Stimmt das?
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Israel’s 11th Annual Cyber Week Conference
Highlights Record Cyber Funding and Critical Need
For Coordinated Cyber Response

Israel's top politicians, global cyber policymakers, and C-level executives from
multinational companies and cutting-edge start-ups from 80+ countries took part in Cyber
Week

Attendees and speakers tackled unprecedented cyber challenges and methods to counter
those threats and strengthen cybersecurity

Prime Minister Naftali Bennett, Defense Minister Benny Gantz, and Minister of Public Security, Omer Bar Lev
addressed national level cyber threats at Israel's 11th annual Cyber Week Conference, and were joined by cyber
heads from the US, UK, Germany, Singapore, Czech Republic, and elsewhere. Private sector giants such as IAl, IBM,
Checkpoint and Microsoft also took part alongside cutting edge cyber startups and investors such as YL Ventures.

Cyber Week's hybrid in-person-online conference, which is hosted by the Blavatnik Interdisciplinary Cyber Research
Center and the Yuval Ne'eman Workshop for Science, Technology and Security, occurred against the backdrop of
unprecedented opportunities and challenges in the cyber sphere. Ransomware attacks nearly doubled in the past
year to top 300M and the biggest ever publicly acknowledged payout to hackers was set at $40 million. Cyber
warfare continues its rapidly growing military importance, and investments in cyber security tech reached $7.8
billion, a record level, two-thirds of which went to US and Israeli companies.

The conference touched upon the themes of today's unprecedented cyber business environment, Israel's Prime
Minister Naftali Bennett pointed out that $41 out of every $100 dollars world wide is going to an Israeli startup
and investment worldwide is skyrocketing. Conference speakers also touched upon the increasing frequency and
danger of cyberattacks to global supply chains and the critical need to share information and mount of coordinated
defense. Priminister Bennett and others highlighted Israel's efforts, including 24 MOUs and establishment of a
dedicated National Cyber Directorate led by Yigal Unna. Lastly, the Prime Minister invited other nations to join a
global cybernet shield initiative to jointly coordinate the fight against cyber threats globally.

"Today the best bang for your buck is a cyber attack and it's just going to grow exponentially, and that makes me
worried. As Prime Minister of Israel, | view this as one of the top threats to Israel's national security and the world's
security,” said Israeli Prime Minister Naftali Bennett.

Prime Minster Bennett also spoke about the need for further cooperation, “If you're on a crowded bus and there is
a pickpocket who tries to steal your things you can be silent or you can take out red spray, spray him in the face,
and mark him as a criminal so everyone else can band together and defend themselves, our national cyber agency
is that spray and that megaphone. That same national network [Israel's National Cyber Directorate] is opening up
and we're announcing the global Cybernet Shield, using the very same principles of cyber connectivity because
if you fight alone you will lose, but if we fight together we will win."

Israel's Defense Minister, Benny Gantz, expressed similar sentiments and called for a cyber version of Israel's
famous anti-missile defense system, Iron Dome, “Cyber is now a vulnerable space that must be protected like the
sea, space, air, and ground,” He also called for a no-tolerance policy by the Israeli government when it comes to
Cyber attacks, "Our message is very clear - be it a rocket, or a keyboard, we will not tolerate anyone to threaten
our people.”

About CyberWeek:

Cyber Week is a leading international cybersecurity event that provides the unique opportunity for experts from
industry, government and academia to share their knowledge about the challenges and opportunities in the field.
Cyber Week is hosted by the Blavatnik Interdisciplinary Cyber Research Center and the Yuval Ne'eman Workshop
for Science, Technology and Security, at Tel Aviv University, headed by Major Gen. (Ret.) Prof. Isaac Ben-Israel
together with the National Cyber Directorate at the Prime Minister's Office, The Ministry of Economy and Industry
and the Ministry of Foreign Affairs.
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Why cybersecurity is critical today more than ever

The dominant technology since the middle of the 20th century until today is computer
technology. Now, if you want to be an advanced economy, you need to base on the dominant
technology.

By Hudson Kuteesa

As African countries continue to jump onto the bandwagon of using computerized systems to run their economies
and governance, cybersecurity is getting more and more important.

Cybersecurity is the protection of computer systems and networks from information disclosure, theft of or damage
to their hardware, software, or electronic data, as well as from the disruption or misdirection of the services they
provide.

According to the Information Systems Audit and Control Association (ISACA), an international professional association
focused on IT governance, global cybercrime damages are expected to reach USD 6 trillion by the end of this year.

Africa has not been quite as affected by large-scale cyberattacks as other parts of the world, however, the continent
is no stranger to the problem in general, as hacking incidents into bank accounts of individuals and institutions
are not new here.

With continuous steps towards computer-driven economies that are characterized by the Internet of Things (loT)
and Artificial Intelligence (Al), Africa may soon become a bigger target for cybercrime.

Israel, a nation that is arguably leading the world in cybersecurity is a great example of how African countries
should attach serious importance to cyber-safety if they will be able to successfully pursue and attain computer-

driven economies and governance.

Among other things, the country established a National Cyber Directorate responsible for all aspects of cyber
defense in the civilian sphere, from formulating policy and building technological power to operational defense
in cyberspace.

It provides incident handling services and guidance for all civilian entities as well as all critical infrastructures in
the Israeli economy, and works towards increasing the resilience of the civilian cyberspace.

According to Yigal Unna, the Director-General of the Directorate, they have in place a hotline for citizens to call
and report any incident that may look like a cyber threat.

These are some of the things that showcase Israel's great attention to cyber-safety, but that is not all.

The country also invests heavily in the sector, offering hundreds of millions of dollars to cyber-tech startups every
year, in addition to providing robust education to the young generations in regard to cyber-tech.

In an interview with media, Isaac Ben-Israel, a professor at Tel Aviv University, who is one of the pioneers in the
cyber industry highlighted the importance of computer technologies in driving economies, but noted that there
is a "dark side" to it that the users should pay attention to.

“The dominant technology since the middle of the 20th century until today is computer technology. Now, if you
want to be an advanced economy, you need to base on the dominant technology. However, you have to remember
that once you progress economically, there is a dark side to it. A lot of problems arise, and cyber-attacks are one
of them,” he said.

So there is need to invest in adequate protective mechanisms to all infrastructures that use computerized systems,
keep building the capacity of the people that will have enough cyber knowledge to defend companies, countries,
and so on, in addition to sensitizing the public to be careful and responsible while using computerized systems.

During the Cyber Week Conference that took place last week in Israel, Prime Minister Naftali Bennett talked about
launching the "Global Cybernet,” a network for sharing information about cyber defense between countries.

The network currently comprises about 1,400 cyber professionals in Israel, including analysts, researchers and
information security managers, from various organizations in the country who share information about attacks
or their suspicions.
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